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EfilsOdetso & W O2 dzr

[Mdd or atlkdlj insHoxpm ik ts Qusi ds RROE S j © dziz 2 fils
d L b uddsdi dzts % O Friztf §izS WEl g dzv OB slsT off HE©EO22 o j b ds

23. VHOMGZjj G &3 dzj SISO ©OL DK yd< O (

[ dz2¢ H O dzSEdgoMs 2 HafilCjo nt r o-t>ARA dDeell et e B riedP ro g rwo .C dz¥ -
SenseloclELB ZH jJIs EZHOMd dzZ OCo s @Sy mMC d ¢ smdzd
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31 sHEtSIss9aC O ¢ dMitdz L s9 Oded ¥

J 1 lseei2P | j d3ts dzfn e df tsbs jyld i) ffioda O fiy s ¢ CSHO 9 0ON j2 1
1 dzj ¢ lstelﬁdizdz@@seLockEL 1 OG dzV¥ H dzts § s d fMOdzd §4 dzsylg tdse SO Of
f sdzv Is d tme sdlsu Ohadijsr {fitcdssys) teiCzdpdgselipck Els RisB s & r 2
ftcd CBJIS@’] Is 2§ @ dz0 @&SRKydsampleDeveloperManudChap3.

31. 1 j BsdflsteOoyd sddzO" § tetsc te O BRO
YIstsBT fMH j dzOIs ! ftesyj MM L OhdIsr f tets@ tc O3z 30
9" BtcOdzd fHtesfisj2hd2 OdzetstedIsdy ffmbsueisty tcl8gd @ Jd Isdi30 f
OdzestcdIlsds 8" cgdzv Hj dz: Mdzj HzeE h dd3 BBtOL 53

#include <stdlib.h>

#include <stdio.h>

#include <conio.h>

/*bubb le sort function*/

void bubble_sort(unsigned char *p, int len)

r
inti,j;
unsigned char tmp;
for (i=0;i<len - 1;i++)
{
for (j=0;j<len -0 - 15j+4)
i{f (POl < pli+1])
tmp = p[i];
pl] = pli+1];
p[j+1] = tmp;
}
}
}
}
[*main procedure*/
void main()
{
unsigned ¢ har test[] = {4,3,8,2,9,7,1,5,0,6};
int len = sizeof(test);
int i
bubble_sort(test, len);
printf("result: \' n");
for (i=0;i<len;i++)
{
printf("%d ", test[i]);
}
}* pbBuff);

gL HO2 IS jWindasots & dz dzr 2 Midfdsatt Viedal Stadiq d H 58 O 1 Isj L
9" jyftedojHVulzdetc® delolisiifi€ s i3y d dzditw? Is P Misdlsj 4§ sdz
%02 dzjdz kOsd jEB ©OBGI'T BRHJjl GEfHsEsd e
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k) &5, Ylst Odedstst qilafh digiasts dsdudss o@dge & te d Is d3,
51 d m@sekodHE! o C dz¥ y

3.2. 1 Jjtoj desn S sSHO

1 jtojdd toj dz€ fig BaB H s dzy dz' 9" BtcOls' O & ith difitscpddy] IddsiE] d3v &
SenselockEL. 1 dzv | ssets ftod &3 6O Keilr 05t D dz! &isBY o dOls 3§ to
stsdzt ¢t dgj Sslstste’ j HJIsOdzd f KeillCCEdzW d al stelfyyd df tCH
ddztt stedzOyde s dmMfsdz L so Oded® d dzOMiIstetsRdRGo JS 5%
iLEOLOddY i dMf sdz oo Odzed® CtBRBY JdzvIsstetso

321.utsL HOdzd § tSeniselGcls EL
1 Of Iz fipkedf Is\ision, o ' B j tead Is §i3j fiaojecd Y Néw Projecé 0 d d5v f totsj €
iDemdluv2 @ Mn tg@dePlsp Oh j i3 3 j.H OB R @G  NSE tc Odzj C
¢ OfC:\sAdemdDemdl.uv2 o .

ujfjeVisiomstejBlzjlsmw o' BlOlsE j tdfitdkjtyts Aifi@dap2 Mt d M S C
fiData Bas® .1 O! Istsdigs o rffRtcts j Rtsy dipy d Is @ s L H O dzdi 3 .n Wdzjstc j H
Sl ddzv ydj 2 dzj sBrtsH dgsdziy j dzQ i is tg sy (rdiRipipdo

Y @ptionsfor Targell 01. O Is tc © dzthnggb Iz M Is O dzE\ethdsyiModelo ¢ OfLarge
variablesin XDATAOJ f § to§ 2 dz@lis jo O dadutptd © L Ol9 jBd W6iGrisajeHex

Fileo .

322.s B Jdzdtesoa Odzdy Htesj SISO
v jHES B OL'SlmjOh d M O jodsdsts g 16 g0 j s H @i jri.eo W O 2figz
d d3j dait demdl.c d M S s d VAR jyodbblesor() d LfsL H Odzdzts e 5 tc O dzj
Microsoft Visual Studios s4 demdl.c, Ols OCH B O ¥ Izldz§f ydin). R e SH dzm 2 Is |
A demdctf tocdo j HY:dz dad ¥ §

#include Ases _Vv3.ho
/*bubble sort function*/

void bubble_sort(unsigned char *p, int len)
{
inti,j;
unsigned char tmp;
for (i=0;i<len - 1;i++4)
{
for (j=0;j<len -1 - 1+4)
i{f (0] < pli+1])
tmp = p[j];
pl] = pli+1];
p[j+1] = tmp;
}
}
}
}

Y1 Bt deils e Oy d s dade ftedd3j e’ B! | 56 & G3fcdddffogis o Gytze Iz o azs
f sHHJ to) d SadsehoglEs.
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[*SenseLock EL main procedure*/
void main()
{
unsigned char *test = pbInBuff;
int len = binLen;
bubb le_sort(test, len);
_set_response(len, test);
_exit();

}

ltojHMIsOo dzj dgdgr 2 or h j CBH &y jls BTfls! ¢ sy

SenselockeL.1 5 ftoj Y H] Hfudlsl fRdiisdz d dzv yd d, dzr HOH(
ftetsj CIsO.

[ dzv Istsets yYlstse " OdzG 5tec iy, fotdfodzdmpigiiide@dl sds § dcd2 iz
sBtcOlsdets tojL zdz sO Motsdma or ydmdzi ded 2 , da3r B zH
st j teOyd s dzdzBehselfipdi id3H & jo soimBuff ¢ binLen).

pbInBuffi € OL " 9 0jIs dzgO ftsdzzyjdedzr 2 BEW jto ) HOdzdzr B
binLeni ftsH j o) dIs H d&z§ dzle Otfiadzq & Is

SH W Iz dabhleko() dzgj Istcg dzg plifdadvd s dzdBts dL d3j daj ded 2 .
H j dzls d yj dzbulible de€ippcfdemd.c.CIlsts wo dzw jIsfqw tyj dz@ 9o Oy
dz¢ \perseloclEL:f SHH j o)y € O MisOdEBOIsdzsets wiLr €O
E dz¢ y dafresponc® d _exit) W o dzw 6 Isfw md misj dzdz" d3q W z dz€ y
d
dz

fls j a5 Cdzs yO. [dzd G toj HdzOL dzOyj dz¥ HzW f jtej H
blstod € dzé UGs dzgsH dH. e s B dzts 4 Isd 4 WolDIBSAL ff o i) GsbcEf

=0 3> Naw

 dzC §ESD.
FdY Bd h jets Siemwighkb OfsE B dzd dC:\#defad s O dzis @

323 s By ddd kjMmlsdese Odzdj ftesj ClsO

1jjn sjd, COC o B EHEHE (dusscdid@osgtetia)s -
dzj SBORdEH MS s  zdsso Ols! ¢ S§neekdsilinls d cso Ols! € S H

] ML HOddsd dzO0did tO0dsj j APthject Y FdogponestsEsvijomklst ] o3
and Bookd d 9 H d O dzts e odig@y d3dAsld Fileso, Yylstse r fisddenadbed s ¢
ftetsjClsk. uvOCyj] kiSeKlalibdsj § &Ml @esdz? JsBendelookdtj Mls j
SDK>. 1 dzv S tBf d dzv yods j 6 thisj ShilRdgleaizy >Buildhi targed. ( fydzd
CoBf Yy ydvw ftes2HY s iwfembaziH j B £ Olsfdamideoy 02 d
Clstsls WO2dz wodzw jlsfmvw o] L lisgeHE)BOB dgv § Is i3fdsdzsq d dd
ftoj HdzOL dzOy j dedz’ 2 H dzvSergdhdciBldzdzj dzd W o € dzs

dfdtr or A&yl bkijmMlsdtseo Ol: d tslsdzOy do Ols+
tesyJ HEzte O IsqEndscd@asCodO digfifrdDf) @O tc ® B tsIs € BendeltwelEDO H dzw
JodzO oy C OL Oz s MM sdzr LOso Odeds CtsBY Jqdzv Iststets:

O« C

[ jCtdj dgHlzj B fSitabiltima @GEsv3hd#02@®e syd2 COkOdse. | d
¢ Ols Gickdema.
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3241 0CtEZLCO CBHO o | dJeddelonkdgtz 2 ¢ dzv y

v L OctkLCd dmftsddy,] dscs Sesselbd®l, o dzj HHEE tsHe
SHCd yd&' S Bah ¥ Isj ol mufls quadstizi sisf jsfpangetaskEdXdzd W
s d dzdDlev@estexed dzO 1 5 H a[Is@nle © @AESPKINTOo0ISO. [ Mdzd H BB O s o dz,
Ste] Bz dzds O SOy jls bddCOd df 2 Mmjtd2d 2 dz
dzs YOz sz yj dzedw HjlOd des? dazi steBOYdd 5 dzO2 H
bdSls A diase dIs'  § BH € di mpe § 3

¥imaura tectMposaima Senselock EL

MHETpUMEHTEI @
e
YiTpoOWCTED 0DHApYXeHO
Bepcua M2 IEN0.23.2]
ID ycTpoiicTea 9109460000000A000  F)
CEepHIAHEINA HOMED 91 0946000000040 0
@ CEOSOQHDE MECTD ‘HeunzeecTHo
Brero narsTu [OxFATF Galm
Tun YcTpoiRCTES ‘CTaHpapTHOE YoTpORCTED
ID nonezosaTEnA :00000000
Hara npowzeogctea  (2007-3-7
BHYTpEHHEE BREMA ‘HeuzEecTHO[EOSMO#HD 3TO HE

RTC yctpoiicTeo]

OTEAYKTECA

&l TEXHMYECKON NOLLEPHEM:

hithp: A A, senselock,

MULIMTE Ha: lock@senzalock, i

{ MEMAEdY SO Bd | dzj Sl @sdedatsds € dz¥ yj
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325,RL Bj dzgj dzgdj S tSHO ftotse tcOBAW
1 sfmdzy Issets OubKle sat()ztfizk tm f dzj M j dzGenselLockEdzs d3| H s dzy dgr
ZHOd] Is! fz@pc damd b @20¢ 3§ o’ L O dhubidd sr{) ® 'main§ alzO
or Lo dMf sdzdzy j Bsets BsHbEzEY o € dzs yd . [ sHdWd
sSBteQL B3

#include <stdlib.h>
#include <stdio.h>
#include <conio.h>
#include Asensed4d. ho
I* Az dz€ yfubble sort EHOdj dzgOsB O9 dzp dz'L ts0API W Iz dz€ y
SenselLock EL*
void call_sense4(char *, unsigned char *, in t);
[*main procedure*/
void main()
{
unsigned char test[] = {4,3,8,2,9,7,1,5,0,6};
int len = sizeof(test);

int i;
call sense4(ind00106, test, | en);
printf("result: \ n");
for (i=0;i<len;i++)
{
printf("%d ", test[i]);
}
}
void call_sense4(char *fid, unsigned ch ar *buff, int len)
{
 rdzv fssHtsBds?2 ddivsttdhOydd misktdllsd
}
S tcOmdz o yo J Istsd 9" HJ dzj dgr d3d Mis O BsHIW JdSE O

BsHdYdydiese O:dzd Isted d3j fiyls O

e | 5B Qo tcy W% lzdzC §di2OpenseLockEL, o € dz¥ WdPLd®D ¢ s dzts 9 15
fisensd.hd ,9 C BlststaIf2d i B @ Blekzd SAP] Wz dz¢ y(dEKensd.libo +
fisensd.dllo d dzisensdstlibo ) .

e VHOdzddMzd ¢ jtej dzj MYy dedzz o GCdz6 y yOfls: CHO
SenselLoclEL ficall_senset () 0O .

e | 8B Ooddzd o' L tsBXFadg listezdatzdz idzstSansebockEl diztsw Jz dzv
fjted dzgj My dzdz" d3 Is lubb® saB(jiz¢ tstc d Is d3ts o3

[ dzv Btsdzt M j2 dzOG dzv H dztizfls f tod o ki tfdesig Bz &) d&tsH W
call sensd(). 1 T By dlsi §izzydts) s Qdedril Oz dzls 52
v OC )y J MssdlsylsusOdy Is ¢ radr) g fzO G esdL o jHj dzO 9o M
BsHdW S Oydwy CBHO.
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1 Odsj IsC O: dall $etsdes yd d

I 1tlstsd f§ ©d dgal sensé(rEfrf djvils o dzb j 1§ dzs QO £ BLEXE® 02 dz
IDOXDO O 1, O Is@Slsy jH Offgde jgsotdst) o @sAlend § s dezjus toj ik
fjej@jBcts o dBIMJa delllgensd () dzj Wo dzv j Is APl
Cudj2, 4§ 8DKH O &Gk dstzD vy j dzd Isisls 4 as o ¥ dedsy d dz

i mMSd, vyt EXFutdeSoyiditls |sSenskldzekil dzj B ¢
Is yJ dzr 2 toW H fMilsOdzH Otels dz' n s jtcOyd
dydtetse Ols! dzlz ¥ dzr 2 € dzt , slsCter Is! H ts
so OPINCHstEfgIs s ddf 5 50 Ols fa@v p ' HERMideEHA]dg: |

C Cdzsyk. [ daj tjCtsi3idHEzj B3 dMf sd L
spdets & Istsd3, COC bkMmBe jteh j dzmilseo 59 Ols! Wk
dmaRdad jd © | &zO@e j 4 i PePebtckEdEslSS O CtSHO H dv

RMrtsHdz j Isj Cdlissensé()z dz¢ yd d
void call_sense4(char *fid, unsigned char *buff, int len)
{
SENSE4_CONTEXT ctx = {0};
SENSE4_CONTEXT *pctx = NULL;
unsigned long size = 0;
unsigned long ret = 0;
S4Enum(pctx, &size);
if (size == 0)
{
printf("SenseLock EL not founi");
return;

}

pctx = (SENSE4_CONTEXT *)malloc(size);

if (pctx == NULL)

{
printf("Not enough memoryh");
return;

}

ret = SAEnum(pctx, &size);

if (ret '= S4_SUCCESS)

{
printf("Enumerate SenselLock EL error!);
free(pctx);
return;

}

memcpy(&ctx, pctx, sizeof(SENSE4 _CONTEXT));

free(pctx);

pctx = NULL;

ret = S40pen(&ctx);

if (ret '= S4_SUCCESS)

{
printf("Open SenseLock EL failewdt");
return;

}

ret = S4ChangeDir(&ctx,\\");

if (ret '= S4_SUCCESS)

{
printf("No root directory foundh");
S4Close(&ctx);

ALl qecroy ¢



{ 26 s ootdsH fidO L tc SentelsogkdES O SENSE

return;

}
ret = S4VerifyPin(&ctx, "12345678", 8, S4_USER_PIN);
if (ret 1= S4_SUCCESS)

{
printf("Verify user PIN failedin®);

S4Close(&ctx);
return;

ret = S4Execute(&ctx, fid, buff, len, buff, len, &size);
if (ret = S4_SUCCESS)

{
printf("Execute SenseLock EL exe failé&all);

S4Close(&ctx);
return;

}
S4Close(&ctx);
return;

}

s C Yy dl2 s flsentd®® dzfisensdstlibd d LSDK o € O lsf@\dzdeedwin3 2 0
[cBOo' ] do S fsj6lbkj ey jtejScdfdddtk?

3265 jMisdteso Odzdj tjLbd sOO L OMdIsT
fite!, LOojthdes ofmj GYdmMOdds j orhj hOoed,
sy d clssor fesls | st et Ois o dedhis jsusksdz diy @iz’
L Of o5 tc O BB tzsIBekdplEL ¢ C iy ' “ s tok S Oz Bisd B
ZOCH tc d dzts yigedzd gxed [ ) dzdifiyH | diOstse d, dg' foissczlz g gf Bz dz! s O'ls

result
9876543210

v ff Jsts'nts j HaEdRi s i3 ¢ ¢ dy jste s & ©dpt fifldafdislgts yigedad gxed .
[r fdkydd s"detlz JMmYf sddsj dd "

SenselLock EL ndbund!
result:
4382971506
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33. 0 dzOdzdL

1dLondhjd
o j tind"

main()

I

bubble_sort()

l

exit

t Jips 3 3( vlstclzC jsdg@ daO@®h dni&r

1 OBI bdd3, Ukt
fdzlz y O

flstekC skt

)

H M HY opYigdodilJ I8'ztegs yd d o
) d WkdCydw

m % b dASubbbE $or(). t d Mk d8s C1 I8 dpCrEda inlsiets tc Iz .

CtsH LOMdIsr
1 C o p PElffOiAs] sensd ( p 0 PC tots[drea®(@)dgy ¢ dz¥ yJd
SenseloclEL o " f tsdzdzw ¢ Is

f ot ¢ tc OB

©ZOyOdzd ftwtsyj M L ONdIs Hism] dgty dfd

H 5§ s dzdzchlbplelsorelt s fndzj € ts5dzy O dad ™
PC ftttsctcOBHs
' LB 0O 1 dzj Stetsdzdzse s € dz¥ YO

1 0N d " dedzOW

main()

call_sense4()

SenselLock EL
v

main()

!

bubble_sort()

Hj &3 dzfls e Oy d s dadzts ¢
-Hz0 & BYBESEROCKES. o ) QIS Jj di3:

CodRBzdd S Oydsdadzzy  totsdz .
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4.1 @O tc OB sIsC O CSens€ ock 8w

RL ftjHr HEM jRL dgQIiBfis’ tc®1L tcOBSIsC O ftoeddztsy j ded?2 H
SenseloclkELIstcjBlzjIs tojn j ddvRBHpdzdrtcmaOdddfyy ¢ HO, dMmi
d Ctdif Jdzdtetseo Odzd j € 65 My it fidstndee jiy df tiz dostsS Ha®@ 1dds 53z
CzOo ] fYoHtoB s ttOmMmdtslstej dzts ML HOdedd d € tsd3
Cdzs yoO, bifmbsdtese OdzdJ  sseljoZiasCtPIC SHO d OB K

4.1. S i d dzd ctso Odzd jSers&d pAR ElH dzW
4BLHOd] dhf tsdzdzv j d37 SensBisck L dz jo) Bz gzl GSdztcy @ j dzv dz
d L dzOdzd ? MlsOdzH Otels detsc s i C Or Mifidd ts 'O d3dz i tg ts 0 K
cOL OB SISE B2  tcedOiRG] dzO@IsWesttd,) dGBOISjtedOdz o 1 |
o0 tsyjdz fHtosMmisr @3 o § tsded d©zOdzd d .

I fjtos? cd&Ooj R b kgIBel@EdgmisylsHoO® odHO (1
WO EWIXA, Sslstster j dif sddg ¥ Isivw s s Is:ee jdiddisdzojdezdd
BON ddzO d Y dz L 59 Olsj dz-Ciifitads)’ . ff tsdtdats ) jfiplislin Cieeid tls
dZEDCCo " § sdzdz? j sfw o § dzls g P dzf) dzth B WIS thagh d L H O
C s a3 d dzv RatsaamdeRKit, o ' § tsdzdz™ j Is wXAsr Oelgjxid dgy Isj € flsj
@ZOL '™ 9 0Ols! difsdd” j d&s" j o ESFdzs yj % O02dzr MsSwoh jd

[ dzv  tOLde' » SBRIJdzviststese d twwiyddse L Of EzMEC
ftedy 3" Bw®IOLEOdMrsHd » IsjSMistsa. 1 dzj j | 2p&HPdzb
fivEOL Odedwy s MY sdzr L dso Oldddf o sHEE[dRf  dzv deBdgdfs o ff tc d
dzd o j tmOdz' dz" &3], BHEI f tsdd 30! Mw shfJdds €M
tcOBtslskz o tBtsdr toj X ddBO-.

411.ulstelzClsztc® CtsH O
sdf d ydzOw Mtk skte®, SehdgioErds H Bisc & tog H TpdzOy jizj da

#include Ases _v3.ho
void foo ()
{

* s tsHY 2 dz€ ydq d

return;

void main()

{
K ostsH dddydoddL Oydd
foo();
_exit();

l s teOBRBO, dzOf d O dzdzO Wit dizO ffitslsn@sdeH] Aste Ixfdzts disrimig)s o Sdjts
d dzj ¢ wdey Sdizd s Hazda a0 P deW 2 dzC yd wSs Y o &f s Hv
{56 tc OBRLE.

e #include Ases _Vv3.ho

sesvdh s H | tadstfddlsn @ ddefzjls te jted@dipd) ~d tofy fiAq1Q SedzselLockEL. | T
Hisdzy dz2"@ 9 C dzs yOls! 1 Istsls W OERF dpsts zadfp b .todfj fp ~dtOHs
SEStc Ofmh dW tcts o " ofygtdefgExtensioServiced d dzdfnd Mils j d3dz" j W 2z
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SenselLockELO . cL,[tG@l{ d sdzdzOw  MmPefmpslLpddd f fcdzH @) Is O o dzv §
Btsdzj j MO WEdeC yd2?2 OO ls6zslg sW aZDdz@zRd|,j dzg ® E
yomodd, sfjttoOydd esotHO d o' oatsHP] RPiFly B¢
EdzC ydd dzOyd dzOs Isfmw Mt .0 daOSdd) j§ tsHjuy QoREFEEOdz
dz¢ yd2 Mmd3tsistéfftsd i ®ded zGEP 28y d ?

Oo jtoh jdzdj ftotsc tc O3

s= ==

[ ]
-

I d3sy jists B Oofgdsim s j dydiztaizS y g¥it() o dz¥ B 2y O M B 5 HHOdzW

L O j oo dedsvtzdfjtadimf O dsds® d3j Isd ds ylsts d M s diretuts O dzo
9 Gmdetso dets? WhkdzSydd dzij d@Esyils cO0OwOdsdetss O
I silssddz Hdzv o' AtsH O HSESH HEEC ygoif)f &ldzs L dzg B 1s dzin
slsdzd udd tsls Mis zghOclsdzse s wL ™ €O

412.1l esH d o TddEHR HO

{ Mdeso dzs?2 yjdz ¢ dz2Of dMOded ™ d ffus@rdaflg @3" T tc s3ste @
SBjMYjuiddy, O kOCY] fwjHtshisOsdj ddi HG{TS
OfEMS O B2 20 S’ “lsjtej. wowL! djyHE Cdz

K sdisdizzded C Oy fadaB € slsBtcr 2 Wodzw jIsfqw M j yd Odz! dzt
fORBYIsd Cdz¢ yoO. 7 Odedz' 4§, f J BenseldekEd dd3'tsis tedus dAists d3t- -
9 Ctdi3dBBzdzd C Oydtsdedetsdz BEW j toj .

r dzw sz yj dedw HOdzdzr 7 dL S Bi3zdzd C Oydtsdzdetsc 5
fises v3.ho. [Hddz dpbinButlzdStsistster 2 ftoj HMlsOo dzv j Is fts
CoddiBlzded C Oydtsdzdz 2 bhilek § slststdr » Sts®aespPdz Hdzddzj 1 to
PC [ GcteOdzd yd dzdj o dzlz ISSenpetadfR dzjo torh s{tisly if As@rjtels , ylstsE
HOdzdzr = o © g gzd N idtsi  tod o ' "ERRARES 5] 2B 2 Ists |
VM)d dzd 248 EXPWIsH EZHzgz? XA)ej qrddyi  jtej HOYd H Odzdz
250 BO2Is dzgj sBatsHd®Bs tsMkzh jMseodwils! §jtjHOYyk L
tcOMmMMmMissistc j dz Mt sfc@E®c tf DRI B f] v H OBV Is

SSEGHO dzjtsBrtsHd @3  j to| SeDdelockEL Old@lzr § ts dgtfiL! ® Isdziey O
d tsdz SESd @ldzC yskeresponsf. [ dz20 f tetsdL o sHdls OolssdOIsd
z Odzdzr ~ HOdzdz' = 9o CBBdiIBRzdzd C OMibBdede” B v lzdsj t S
¢ e lsjted . gdlstsdls LOBJ IsdIs! _gdsrissponsgs azlz @ 5 Is
1 ] SIsdodzr d3. ltwdoJHY dede" 2 dzdyd Hweddzgjte fs8C0OLT
z CSbkHselBoBLd C i ¢ Isj totsd3.

#include NAses _v3.
#include Astring.
unsigned char output[256];

unsigned char input[256];

void main()

{

ho
ho

int input_len = binLen;
int output_len = 0;
memcpy(input, pbInBuff, input_len);
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1 sdzzyj dedz" §| HOdzdz' | BBOB OIS/I" 90O0Jd3 L HJ
*  mdzd J Mis! HOdzdz" § H&VPYH JStBI*H Oyd dzO
_set_response((unsigned char)output_len, output);

_exit();

[ dzw ssets yYlsse " {dshfdis dzf 6 s g Pis J fls OdzH O tc Izl © %
memcpy), di3F o ¢ dz¥ yd dzd o d MmA O dg dBEralgsioC shdsdzdyla2ddE Oy d s«
BEWJjte wodzw jlsmw yOMmls: 8 ORI, sl sz §jtc
Csfdteso Olsy o BERWJ W MisOdzHQigfls der deyd taig)sldsds O dgff §dO

413.ultckClsEtcO § OdvIsd

s dzv SenseLockEL § 6 j H 15 ) lsQod ) §f Mzts 6s@ 2 s O Is ] ® ap@isl), s H dzO € 15
L Isds0 d3dats & dg' 1 j 50 o3vA@C.

J
dz
¢

" HSdolid j Clsdfgfiasd L s0 Ols' s jtOlde dkzy § O ls
iBsd N 3EibREGISLEO 5§ jcOdes @BYMIBOEEE] o € &% Q
s &Y He® Isf By Ut lsEigaa) dzddzid v

1 1tomftejnjdjdd fOoBvIisd

] ds j ©OIsd o dzO%  Odsw Is!  1QipkHsjtalijdad® W dEAM.Hoodg
Bzlstej dzdgv v ff Ocdsw Is!  efpimilsd@ovdzvig Cists 25 62 BCAPdES B O2 IS .
jCkter ] CoRfddvbst’ &Gsckzls J(Mfsd L s Ols!
JLEd sOIsse dMEBEOBOY M fcds@lriiztetz’ b tzg O K G dzvlls

dd Mis d dz¢ § f tetsC tc RAYBY o dafp RARAjSHzAE Wz Y O 8 s ) WzdAists € O£
fidated d ixdatd y Of o d d3j t

J
J
1
(%

xdata unsigned long Xx;
idata unsigned long i;

) j o d3fcatz®W W o dzj 2O RAM, @ dffj jh el B dzdz0® dziz s to j dzdzj 2

1dls dzitsBratsHd®BsMIsd BI woadzwis! COyHEE fjtoj B3 dz
dmyf sdz! LtspOlisiIs Afdztso dzj dadzz 6 5 EZdh3sdzyOded® dBSH | dz
f Odswiladed S Blststeks & toj C sdsj JeH g iy e is'ds dzjsdeds
(BdL MfJiydodz dzr » E2COLOdzd?2 ©OL 3jRAMdzd W) BLEHEI
[dzv oL &3 " jdzdv ¢ J te] dRARzddE s s H o daisls iijdefataii® d o
Bl Wodzj dedd f j toj d3d dadzts 2 .

]l i yXdwPL dzdyd?2 o&j Y HEZ o dzlRBMogejddslzj 2 d o dzj M dzj 2
vl SO § Odw A XA Gt | 18 s Oeszg 20l 20 | d Mz dzS j A

ALl qecroy ¢



{ 26 s ootdsH fidO L tc SentelsogkdES O SENSE

O0x00ééeéé. OxFCF0Oé. . é. eé @BOO7TFBXx801¢éée. .0

| dzzls to jRéidizy | ) dzj " @AM [ dzdd s sz dzd € Oy
H O dzdz BEY j o

a) ulstekzClkkzicO § OdMIs

Ox00ééé. éé. . éé. 0X7TFF 0x1000 0x1001é¢éé. (

RAM 1 4 [ dzd & s sd3dBz dzd € Oy
d il 5edz! L H Odzdz BkW | to

b) ulstekClktcO f§ ORI

{dMzdasS( wsekClskeO §eMEfXAY o t©j >y ddkOn

I 5dzj j BBHBSEZOMSEE2C 08ty d dts g 2O sk § @ O dea v
dMftsd Lo Odzd® St dazyststetsa) .

2 [Bh OV f OdBYIs!

lted ®slsMtsjHddy ddd g ¢6EGlzizsk §stc@dHHrd o p ) i
S4 RESET DEVICE ¥ Iz dz2¢2ySfiGontrol), ® v s BRE@ fiplsdzj h dzv v d )o dzlz Ik
BZHjls sUdhjdpo. o § sdzdzj ded v E X E dzs REH Iz deju] ,h LOGDIsEM
d M6 dz¥ uJ ded § i3 dodilz lsctOMirdgiiiy dodsd .

Sk MEjydWdujmSke wshtsej ddashls: §O0dvisd &ty dt
H Odzdz" B3] EXFid3fsHitz dzv dsd o dalz Ig tddS f el BEMB B HSEZ ded3ts Y § Is
LOYfdMOI: ot odsjhdzs® §O&WIS! dzj EXFRASSHIREY] G0 d
By il fesydlsols! dL Bhj2 § QEOkad NHiSE toddus jdigls
dzd 3 dzj sBg BMEeBTY H

[Bd&zOMIs: tBh j2 (@fHEEY LB Ol sdmf sdz! L s OdzO H
GOL di3j 6§ 5ls 507 KM | H dzv XAl j yidisPo v HY dzgdzr 2 dzd
Hj Bdsdzmistcdtelzjls 1 sk oL d3tsy detsfls

#include Ases v3.ho

typede f struct {
unsigned short offset;
unsigned char len;
unsigned char buff[1];
} 10_PACKAGE;

DEFINE_AT(unsigned char, big_buff[512], 0x400, RAM_EXT);
IO_PACKAGE *input = NULL;

ALl qecroy ¢



{ 26 s ootdsH fidO L tc SentelsogkdES O SENSE

void main()

{
input = (I0_PACKAGE *)pbInBuff;
LE16_TO_ CC(&input - >len);

if (input ->len 1= 0)
{
memcpy(big_buff + input - >offset, input - >puff, input
>len );

_exit ();

}
FFolsifd asr f 5dzkz yduitglinls Ols skdeslgd ud Mis@ dzdz” -~ d
s jtedtetse Ols! dzOH eédzf &3d L H § fiy!
_exit();
}

I L lstfdicd d3j tc 4 dzr dmf sdz' L s Otzg ez® ODEHBE ATofls O dzt
ALE16 TO CCo.1 tod ¢ SABEFINE ATOd3r or Hjdddzd ot odzj h dzj 2
Cslststets?2 BERHEIS ~ tcOdfOs Grpigds 0] J o jdeCohyispd o tHdslzd @atst@ | fF
0x400 o ts o dzj h dzj 2 f Odzw Is d )ALEL6 MO0 dffts d3tsfiplz b j ils o
ftcptBOL S0 Odzd ] § Jjtoj d3j dedzts?2, Bsdzi J YBHEsSB s f ot
tc O L HABigkEndiand Little-Endiard .

sesd) bkses, & MeLCObdEchERoceCsrEEOL 005

Colstesddz © 1 Istsls tOL BRHEI §§leid dlipokd i) siHQjEE ¢
H dzd dzz  H Otz ifO i3dO ofin sSHWh dj HOdzdz J .

ltejHYf sdzsy dad3, dad3jsIlsfmfw 512 BO2I HOdzdz =, S Blstst
Uj B dzOH ded B BLEHEl ftesdLe jHjdd COCdj dzdBt |
HOdgdzr =, dojmHy fflzdzr 2 CBH HEtSdzy jdz BT Is! CoOyfHigdedz] dz
d My ts dzdipffeeth f &z Hl s ded d3@O 1 ;jOdAR8! 256,384.1 Odzdz" § L dzOyJ dzd
ftedded B3O v o MizkyO] it HOYUd HOdzdzst BY Vlstds il -
LOYf i@ MisOzOMmMtzd @ O 4 820 yJ dzdy 0, yYybsts ECOLT 90 1Is
© 512. BWtlsj tc! ftlosctcORBO dBsy jIs orf f sdzdagw Isd H C
H Odzdz" d3d

31 0BYHiEsd s

Mmts st O d3W tfis'ts ¢ to @ dizigY to  dzO H & jiplsdeliz § Ity ds § d f) O dadz h,dj
SH &zON 4Ot O iwdsth dtic O dad ts ) ls O I8 tszizttzP jn ) of ©'dzddls B dz'o€ s
ted 3 duligd Yed O tod gshtizd o Od3 dzj 5B - 15 HegndgsoCkE Lisadty diy IS"qlAss
kOB ddykz M HOdd &d d ©BtOBOI' 90! jV, d it
ZOddzz yh dds ted " j dad j d5. B @y Js' Bieisls e®OdIZ d MY s dz!
ddzdydOdzdL Oydsddz » HOdzdzr 7, O IO¢Yj IjCMlstser A

1 0 ed &BJ 6

code char message[ 1024 ] 1mrJifi)y dBsyjls B"Is! dzt @B MESSE
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[ ) €O G-dag BL txlz0 Y F dedP zd dstf Angwilsats ¢ 6 @EdBs Y jdsijf sd L 5o Ols
sdz' S5 o i ylsj dad W .

I ded 3Oded ! 1 d tsH dZSES Y ke dzSipddfipls § dzelz’ ARsH I 4 O
ftoets@ tcOBA" st ssdBz Hdzv i jteOyd?2 dzOH H
ftetsdL o j fmisd Csfdtetso Odzd § 1 Isdn HOdzdz" 9
ftesdL o j Misd ftcd f sd3tsh d fls O dzH O to IsfEe'dr: strefiyd, fi
memcpyY),d Is. H .

4 1" cOo dzd 9 Odzd 4

e HOYJ HOdgdz" °n d3j  HSkenseldskitfdz s tdsBjntddHdy dpfs SCtsdg!
dj dzO© o' tcOo dad o Oded | . ) wiLreoOr of MsC
Pter Hdv § o hq gl d  WYodipidgdsandyy. s 1
r d MifrasoltVisulzl $tagiod SYtej Hj dzd d3 Moz HizE h ks fls

X

st ME®LEClEEO L O2d IS8 %P2 1§l @ Bt g Gvdad® 4 O
SenseLockEL5 B.QZUs® Istsfetdsd ff j toj H QU st i@ dege'dz] dzdz' & € @&§
BkHbkls ddisjtftcjlsdtoss Odz dzj o j todzs

 dzv  toj " jdadw st dfOdzidzts 2 B B Istfiey ri tofipls telig Cdfs z tc ORC, s B |
B &zO o' toso dzj dz0 § ts 1 Mici®sbic\Misual Studiy d3'f tcdftsizy jicd®, H BB
Cli3f d dzv Is s to z i pagnm@paCpusilly t4f jiH sBl Wodzj dzd j d3 Mmistckz
YlstsB * CoRBf ddzvIsste o' tcOQodzd o Odz B W o dzj dzedzlz i ls
MtczClskzter dzj sB R sH d dsts  pragmwa@ackiplsp oH HzY to jo CeldifiplskO dzfs
sted ¢  dzOdz! dz' \~d YO MB'tetsfjt€d o Jj HY di3 Hftodtlg] Elsd Mt sdz' L ts

#include Awindows. ho
#pragma pack(push, 1)

typedef struct _ MY_STRUCTURE {
char c;
long |,

} MY_STRUCTURE

#pragma pack(pop)

{ dzag dz€ s B3 d dzy fg tff ©f dzdzwej Czlzén\BgnseLockEL d3tsH 2 df i tsdz! L z ] |
¢ s i3 d dRaisardaceRKkit, sts Hdzw dzOfMlstcts2Cd o' tcOo dzd o Ok
Msslse jIsMise v htkdz] isfydls Odz: dzets o ) ditOwp DB L Otezs[ W d |
dimf sdz' L s9 Odzd ¢ 0. ¢ ssEFifi] farisksicitsfo SDCC  dzj dzz y H O sy
Hsf sdzdzd Isj dz! dzf = dzOMistets?2 € On .
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5 Big-Endian d Little-Endian

r dzv dzOyodzO HOo O221Isj ts{ tcBig-kE dzd izl -Efdiab. BigzEhdiadh ts dzw
SL dOfioswh d2 BO2Is o dzd xodzi 3 © s Md fig i O Bitstzfs " |
Endiand3j stsH ,mMBPOEMd2 B O2Is ] toj i3 dedati@EndizdtS usdz@ g @)} Is
Az dzO H "Bdolsizd X dz wizte Jf P3G I3 & s d3tf ¢ & Is jdidnif ts dz Little-Erfdignd3

B IstsH LARUHCHBE O 2Aly tc j d3j HBESDH of 2@ Y Ordzepy  §f tod B 6O, d
i Jj toj d3J dadaimedlong x = 0x12345678 1 © ¢ tsd3ff ' ®Blg-Enelian ML dzOyj dz
fJte ogificadetz? j Is MEn tcOdzj dzs: 1234 H6/@Y IsdeO D s dgtfgtikesils § to
Endiant j tc j d3jfkace@H j Btc Gs] dz@8 56 G4 12 Mdzd L dzOyj dedj  J
sftejHjdzvjlsmyw ftod Todishd Csfdtotseo Odzdvw Hs®d3HIOA
BEZHjIs oL dd¢Ol! ®.PBCO ftod ttOBBIS] MM

st ! ¢ IsigOer BXBO ff totsyj g Htf tsaz' LittesElsdian d3j Is s H L@Y d
¢ ts d3tfls’ j stdMacintoshi Big-Endianl ted t©OBtslsj ) 1 dzj C Istotsdadz dz
HOdzdzr | dL S disdizdzd € Oyd tsdedzts ¢ ts dz® t7 t Y, A =Q fgsdfisfRtdl j e
ZHj dglfipe B 5§ o dadiaizediE|tjte 3 fiisAs d3

10L dz0yd &5 § jubsiprasgdodpdelz 8x12345678 1 to jidfutsdesyt Isd  uj IsT t
fjtjHOd o fLiscie0ihk, ¢ ts a5 oKelg WCBlp Owlgdadzs L
Csdisdszdzd S Oydsdede” 2 BEWjte. ) sfhdzjHse Olsj dz desflse

78 56 34 12. [ féadzj w3z "do SO ey & f ted e s dzd v
fiyo L dzOyJ flad zlz yj dedetse s yJ ted L Codisdzz dzd ¢ Oy d s dzdz" 2
i tc] d3] Mjgais @ o dzts7/B563012.C Ists Mmtse j teoh j dzdets  dz Ists L daC
fJtcj HOo Odz( .

é

unsigned long y;

memcpy(&y, pbinBuff, sizeof(unsigned long));
é

tihjdedj +Ists2 OF dztshalj Rkeze j olsdtotso Oded d tOMY s5dzis
 Mdzd HOWgH PP Of " J yYjtejL € tsdidi3lzdzd ¢ Oy fes@ds Qo 'Bj
L dzOyj dzd v, IsO@vdrg) , ¢ &% s déddgors)mdsg lgdzs ) f dzOo O |
(float)d Hwlzedj Idfr, Ctdz jtlsdtcto Oddftgy dats dis fighsh jsfy
CORO Mttt dj tOs BISOL  dff fdzddzdyEiEissry dzv  Seéndeloglo
EL.f' tjCt®jdHizjd HdY Bd hj2 Mo dj isdBxEmnlsd
BsHEZdj] ¢ d yo.

1iMmSsd ¢t fojHsfejHjd dd A GBS ‘o W fetsoy | H I 1
C tsdzo j tols d teftoadRsiafz s OBaflsi5dgS St Hj dzv Bilstsally 5B
LOodMd dksmisd s dMfsd L] Bdscts Ssdf dd st

[ dzw i tc JUBL6ITO CC C tsdzo J telsd-BY [pHzts j1 6 L dzOliftiedzofdipn od L

f sfmdzj Hs9 Ols j dz¢ detsfls B O2 IsSensaildghEts df friskOjdzigiaf@C joas i € «
ftotsd L dtsiglddam Is o s jhdijle abkf W H tc 2 ¢ d ~d BLBABQ W JAEERYZ tlcd2O Yy O J |
Big-Endian CC@Ots L dzO SeBseloclEL € 5 &3 d d&¥ Goispden).

| dzd 3O dzd j | FADGUBLE T & H b figly GtteSenselock o dzj L O
sls SBfddvlssteO, o fijle-B@as zHjls o W stk
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414RrRMf5d L s Odzdj BBl S MdMmlsj Bdz A

I tlstsd ©OLHjdzj & dzj BEHJj & HJlsOd diE dzdsidedz & @
dMisd LsoOl! WO2d sBdeddsliS mndhlsE@RdgsR bzl &S

{ Mdzd o dmy sdzr L KgillChl, IKtts d3ff dfvizw iz e ts  fMizh j Milse k28 |
mMd Misj dgdz" n : Mediziby givedlslibo d fisesll.libo ,C Slstster | f tod H dzO
Mtslso j IsMise j dzdets H &zt d3if 6 dfiiCamiagtyafie®ts Smdill Modelo d ALarge
Modeld [ " dzjsj ¢ s3] dan 5 dz' d3ts B (Beefizd usdalajgeModelo .

rdzv Ctsfi3f ddzv ydd o90h j2 ftescetcOd3d3r mMetsfqelz2Isj
oOhddizsd dMrsHd REIsEPEMPBRE B dZdSIsj S 98 s Cls

&Y ¢ i3 RamonarsdRB d ) tedpilstinw  j H d dzfjls o | didEesibo.e d B C
flsts MSsfdqek2lsy jvy o fsjiCl d ofMmjylskki,jls
; .

jIs IstejBtso Odedw ¢ f tsfydzj H wolsQ I jddz! Sdatstinia®fiy Caigdao0
HtSB Qo dzj dzO § sfdzj H dzj 2 .

415 5df " HOdzdz A
[fdMOdzedj Isdf tse H Odzdz'SEnselLafhE HfHtg jtoifigflo@ejddyr Bis 99 s O

416.f § Ssd3j dzH Oydd ¢t MtsL Qo ¢ s & s 3§  dzw
ltedo jHY BB dgj C sistste’ § sty § CEKYdmiHOZYAd? { 5

1. R sdz',L LRGBS sdz' C 15 , ¢ tetsB @ds'L dBSH dAfsj toj dsj dzdz | |

shdeCd fjtejftsdd ddy MsjSO0 o twjLbd O] f

fJty d3j dedzr =, thtse Jj Uddstc 3OMMJotses d Mstek

2. ulsOwLO2 M daj dMisd Lso0Ol! OS] §jtj ds,
Colster j] Bsckls LOdddOk! bBsd hs2 B jjd f
f OO stesol. ssEifbdas JMf sHg OO O©efis T JL B
otsL disoitelz f j toj f s@zdzj dzgd v  fls j €

3.1j HBdydets Brls! Mmdzdh Ctsdy RBdetsets ktosodzj 2 o dz
otsL sy detsets f jtoj f sdzdgj dzgdw flsj € O;

4. 1 toj MMEYls OtcO2Isj ! 5 oL isy desisd My sdz' L
Yylsse"™ dLBj Y Ol! oL Bsymdsets fJjtjtf sdzdzj ded v

51 sidzdlsy 5 o' @S thfmOdzdtf s dLBj Y OIls! ©hdsS

6. 1 ts d3dzoelstgj ¥ d dB®-ENndian d Little-Endian yls sB r  d LdBj jie@o ' d dz' d
dqdzs jtef tej sOydd H Odzdz A

7. 1 0¢CMd BOdz dets SEBW isdid Yy sfpdmilsj d&3* Hdzw g9
| Of tod g, t6j > dqEOY WM L FoPEEad Qo dzv | di3ts?2 ¢ dz¢ yts
i_mem_copy@dziz y" j d + W ji@neEtpy@sd J
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8. ulsOtcO21Isj M dzJj d MY tsdz! Asptnd()O, IFisscanf)dz dz$ Usduds sB  tf
dLBjYOl! oL Bsydtsets ffjtoj f sdzdzej dedwv flsj € O.

4.2. [ smiskzy € 1 dzj ¢ Is tcts &esetisick BLdzt Yz
] ftsctORBERs M@ CSenSetipckElz sfkzh j flso dzv j Is i API
Wz dzC ydiRh § Mls o kit om0 H s ls kI O 06 dA dzétaflz OB s
fsd LcoOlsjdv. [shiskf ¢ 1ldd koo dWd cHND
CHE. 1 12 & d&zOdsp dzf fp | Hiftplsy) stak] dz' tc GReifipeRackELf
f sftej HAPk o 53

421. [ B f2HsMiszy
1 s Bh dd3 H OMflpdzifHslzj Is  f sdzd 3O Is ! HsMiskzy ¢ C dzs
OolsstedL Oydd. 10ftcddizitce 1 Iss sy jls BIPEE dzyf 52y
f sd fififo @ € tzx YO, J e § dzsCy € dzt ykz, Mgy 20 Isj S kh j
(Sdzlstesdz dzgse s C SH O, LGk dz 2 § izl € @isQ oddzj ldadzn 2
Hy Bsdemistcdtclzjls ftedd3j o tOBBIST M 1 dzj € Isds stz di3d3f
sBh jets HBMIskzf O

]
ud
4
¢ d

#include <stdio.h>
#include <stdlib.h>
#include <conio.h>
#include "sense4.h"

int main(int argc, char** argv)

{
SENSE_CONTEXTs4ctx = {0} K Cdzls j € Mls s Sifashtgjse? sk
SENSE CONTEXT*ps4ctx = NULL I mMfdmSSdalsj ¢ fz; BRtcs?2 s o
unsigned long ctx _size =0; [ OL i3] to € sdzls J CMlsO *kzml
unsigned long ret =0; [ atsLotOh O d&isj 1/dzOyj dac
unsigned long len =0; /| *tcOL Bjtc oL ot O ddsc

[* h Ocl: ) =sdfrigEmj B tsH C dzs yj QzBL & dz¥ y SénseLock EL. */
ret = SAEnum(NULL, &ctx_size);
if (ret I= S4_SUCCESS && ret '= S4_INSUFICIENT_BUFFER)
{
printf("Enumerate SenselLock EL failed!<error code = %08x> \'n",
ret);
return 1;
}
if (ctx_size == 0)
{
printf("No SenselLock EL found! \'n");
return 1,

}

I hOR: [IsCtcr o Of gblzdzs. y dzv fted dzd 6 © d3f GlsSCtsjd . j*cor
memcpy& s4ctx , ps4ctx , sizeof (SENSE_CONTEXY));
* 1 HJ§ M d3" By iz §sdzzydls:! Lded € Odz! dgr 2 Rt
EMmilstes? Mmls as@ctxd bID . */

free(ps4ctx);
ps4ctx = NULL,
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ret = S40pen(&s4ctx);
if (ret 1= S4_SUCCESS)
{

printf("Open first SenselLock EL failed!<error code = %08x> \n",
ret );
return 1

}
[ hoe3 uvifjts! a3r Bsy Jd3 §Jjtcd HOIs! 9 Cdz¢y dzj SSIstsk
ftod d3jdg®B ZH jloif e OO0 dzbB Jj Is 5 H € relAs dg &

ret = S4Control(&s4ctx, S4 LED UP, NULL, 0, NULL, 0, &len);

if (ret I= S4_SUCCESS)

{
printf("Light LED failed!<error code = %08x> \ n", ret);
S4Close (& s4ctx );
return 1

}

F hod: [ sy jfigils] dzdlisj S 2h YQRIs Odas € dzs 1fj /
ret = S4ChangeDir(&s4ctx, " \'\' "); /* Change to root dir. */
if (ret I= S4_SUCCESS)

{

printf("Change to root dir failed!<error code = %08x> \ n", ret);
SAClose (& s4ctx );
return  1;

}
F hO®&: [MsOd dr j Hj2Mmsew L H M

[ hOkb: 1 OCter tsIsC tor Ikrdas. y /
SAClose (& s4ctx );
return O;

It stsd3 ftod d3) tofo 59 10 thnjj Tl el EEBGHE dz Iz .

1 1 s8dM¢ §HCdARzZdMBENUM)o Mj GHO 9o MO GOk P
Cof ! slsjtclz CtcOlkzMmisOdatso dlsj f jtco NOL, #H Bis@
SenselLockEL f OcOfjslsitg j dz EC OL T 8 Ols!  dzOO.

1 sddjj tco € S5 009 f sdzkz yd o3

f sHC dzt yj dedPCa € d& yJjSenseLock EL.
[Mdzser & OW fiy! dzO 1 lstsdf3 ¢
MY steckdtetso Ols! fteOo ddz dzr 2 to
fted olttttsd BteOn StEdud() BCz H
fsdjh jdo do¥sttdOoydw s BO
CzOGs sdzd yj Mlsots HBsMiskY dzr A
tOmMmudlsr e ©j Isfw fiydzj Hizs " d 3

ctx_size /| sizeof(SENSE4_CONTEXT) .

rqdzo3d ud MSd or HJ dzd bz ts5 EHsb teiz
tcOL g tco® L BA&Erli)jo ststcts2 i Pis. ff
®OMMmde, MtsHjtey O"d2 dozl i e
HdzZ?w CO)YHBSEts f tSHGC dz¥ yj.dz6iBy
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o} ip R j ey dlsmw Ekdzd ¢ Odzr Hgrdas -
(ddzd s tejHjdzy dzdzUSerlD)) t5 dz' fry. tHfo!
Colstesets, dzOf tod d3j tifi)o &ELszp dats

L
d
s
&v  Jytsass T EMmltes2fmise s B d
J
o

N

[IsCter sdj dzkzyr

dZO2 H j dzdzg®ts C(f jtoj HOI! §OtOR) Istetsdz ¢ OL (

ZOd3s € zey O! Istse s d MY ts BAOpdR)j Is

1 jtej HOYO C s+l tsfydzj Efmf j " detsets wslsCter sdw

EftcQodzj dzdw.  Jjtcgl®O o C dz¢lnff tcO® Hgj GAfft8 d cgilz
Zf tcOo dzj dedvw Mo j stsHdtHSd3, f
(HID/USB), f sdzlz yj dzd j lkzded & Odz' dats
C dzt yO.

4 wgj 42O IsjCzh j

j 1 hdzd a3’ sBtcOh O dzmw CC k@ c
tcOBtsyjets § Ok

(
tcOBBYd?2 § OlsOdzts Gdzlz SlstieEt? o atrlq
[r dBBsyJ B3 Mdj dedIls! ©OBBY]?2,
mMih jMiseo zs h 2, Hdzw Cldds g ts d
w Iz dzC g hangeDi().

5 rtekzed] oL@t dzv dMf sdz' L 59 Odzd YAPIHAB|ZE ]S
sfjteOydd M COoaltstcdL 59 ORBIN MWEH W 5 § tgddzvL ts:
cOL tcOBBIsYds O.

6 1OSt" Isdj dMmyl sfdzj o f sdzdzj dzdw o
¢ dzFuo. dzj sBRsHd B  jets L OC
dMmy sdz L 59 OIS4Closef.dzS yd ¥

md m t
ter Is' .

4220t jdz2 HGMEJ O ttOLKOBESISYdSE O

ftojHAEZOCOj BB o' f sdzdzV Is' eodyy tolf) SOESHIE W] GO H

Bsh d f siils BOkzY fafifls Lz dyj dzls s o . JH&EZOSCts jMmdzd o
Euyh dls: ddzd EftesMmisdls! Hdzv MmiBw oL OddBsHj 22 ML
B YyoO, or dtyijlki MOktsmis W KPjazdztst lgfHd ts.dz' L ts9 Ol
Lictse j dz HsMszEf O ©OLtOBSIYdeoO ftoLotdvjls Mt
fsHC OlOdzse d) , ZHOdv Is! (sydh Ols! ) COlOdsc d,
BsHdWdydtetse Ols WOIXdsH, tfoLdpioeMEdsyde o d @ ftsdz Lt
f sdzd ©30dzd v lg[J-fiplsisls - 03" LOS dzs yddzd dMmatsHdzr 2 ¢
Cdzs yO, o H Mils@uw Hizij dizjdzts & fzXzEi0peghSense ( X ABS,Is s OV IS C &
Cdzs y d otsLoatcOh Ojls ECOL Ols g tizh ts eidisif @ dzC 6 ¢ &0f Is &2
ded % J

SsOyH' 2 SerdmlagkEL qBj j 5 Mo 2 kdzd C Odz ded? fdsts d3 Otz o t€ o idajzd t
fsd Lo Olsj dzj 05 BATREY Gfps Oddss dzpdz MlstekClskztej & dzs 4O, f t5dzlz
SEnuM( ) BEHj ECOLOd dHj dsd AIRCHOOSAOMY L { i3 bl 0 gl diy ddgdass ¢ ts
Cdzs YO, dzjdSptids HERSOSACEAREY) M S SH & 0S4 IGE TeSERIAL| NGIBER.
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unsigned long OpenSense4(SENSE4_CONTEXT *ctx, int index)

SENSE4_CONTEXT *ps4ctx = NULL;
unsigned long ctx_size = 0;

unsigned long ret = 0;

If (ctx == NULL)

{

}

¥ 1 jtoj B dteoOijjistsH ¢ dzs yj Yz@8L § dz¥ uySenseLock EL. */
ret = SAEnum(NULL, &ctx_size);
if (ret 1= S4_SUCCESS && ret |= S4_INSUFFICIENT_BUFFER)

{

return S4_INVALID_PARAMETER,;

return ret;

if (ctx_size == 0)

{

}
ps4ctx = (SENSE4_CONTEXT *)malloc(ctx_size);

ret = SAEnum(ps4ctx, &ctx_size);

return S4_KEY_REMOVED;

if (ret = S4_SUCCESS) /I [hdB.CO
{

free(ps4ctx);

ps4ctx = NULL,

return ret;
}
if (index > (int)(ctx_size/sizeof(SENSE4_CONTEXT) - 1))
{

return S4_KEY_REMOVED;
}
memcpy(ctx, ps4ctx+index, sizeof(SENSE4_CONTEXT));
free(ps4ctx);

ps4ctx = NULL;
ret = S40pen(ctx);
return ret;

[ dizfls to d to Izl oS B ez0 ¢ dzvf Hst® L [ CoGE jOsiztiasts HCOMsdz] © BR O dzs ¢

L Of d fipfCiist* 5 dzdzW EXEZ'W202 dz Off d frifOGds2 6z0O dzdz{ ~d L d3J dzeIis '€ tsH
cOL tcOB.SBHRFBEO ¢ tsSH IsOC Y Jd wo dzw jIsfw smdzs o dz" a3
tcOL tcOB BBIsyd ¢ ts5d3.

#include <stdio.h>
#include <stdlib.h>
#include <conio.h>
#include "sense4.h"
#include "psense4.h"
int main(int argc, char **argv)
{
SENSE4_CONTEXT s4ctx = {0};
unsigned char fid_exe[] = "d001"; // exe file ID
unsigned long exe_size = 2048; /I create file size
unsigned char fid_dat[] = "d002"; // data file ID
unsigned long dat_size = 1024; // create file size
char exe_path[] = "c: \'\ s4demo\ \ demol.hex"; // EXF ¥ 02 dz
char dat_path[] = "c: \'\ s4demo\ \ datal.dat"; // W 02 620 dzdz’
unsigned char default_dev_pin[] = "123456781234567812345678";
unsigned char old_dev_pin[] = "123456781234567812345678";
unsigned char new_dev_pin[] = "876543218765432187654321";
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Alff qecr oy ¢

Ou



{ 26 s ootdsH fidO L tc SentelsogkdES O SENSE

unsigned | ong len = 0;
unsigned ret = 0;

* [IsCter 9 0j 58 § j tcBenelLdLhkdz®Eh j ffdzd tdz § SR dz¥ yj dz
ret = OpenSense4(&s4ctx, 0);
if (ret = S4_SUCCESS)

{
printf" [ " dB &SBC to ISdriseLock EL! <€ tsH tsh d=BOSX 608>\ n",
ret );
return  1;
}
 ltese jtew j 3 dzOdzd ydJ SCBtedzi¥ et COlOdzise O
ret = S4ChangeDir(&s4ctx, " W\
if (ret!=S4_FILE_NOT_FOUND &&ret =S 4 SUCCESPH
printft "JhdBSO HjtejrtsHO o ¢ tstddzgkdasERh &SSP dzis ¢
0x%08>\ n", ret );
S4Close (& s4ctx );
return 1;
}

Forfmdd Cttdjot? SOOdse Mkh jMmlsokjls
if (ret 1= S4_FILE_NOT_FOUND)
{

F ljtedWdydRik FdsHeOL OB BIs™ d ¢ O
ret = S4VerifyPin(&s4ctx, old_dev_pin, 24, S4 DEV_PIN);
if (ret I= S4_SUCCESS)

{
printt (" [h dBYBso j tPINJC SHBO tcOB t5is Y k& ©OH
sh dB &0 x%0&>\n", ret );
SAClose (& s4ctx );
return  1;
}

¥ VHOMY jd&3 ftoj Ydzd2?2 Ctstodzj*ots?2 COlOdzise
ret = S4EraseDir(&s4ctx, NULL);
if (ret!=S 4 SUCCES}P
{
printtt. " hdBSCO EZHOdMzj ded v € fstiztzg O<€ dstas hS OS]
0x%08>\ n", ret );
SAClose (& s4ctx );

return  1;
}
}
¥ 4BLHOY d3 dzgsor 2 Ctstedzj /2 C OlsOdzs@
ret = S4CreateDir(&s4ctx, " \\", 0, S4_CREATE_ROOT_DIR);
if (ret != S4_SUCCES}PH
{
printft (" hdBSCO MtLH@®dIysE ¢ OsAdBEO]B &d
0x%08>\ n", ret );
SAClose (&s4ctx );
return  1;
}

I litedWdydRit F&sHeOL tsOB SIs ¢/ ¢ ©
ret = S4VerifyPin(&s4ctx, default_dev_pin, 24, S4 DEV_PIN);
if (ret 1= S4_SUCCESS)

printf ("JhdegBs®EI PIN CSHBOL tOB S Wwf&A" dB &d
0x%08>\ n", ret );
S4Close(&s4ctx);
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return 1;

}

* 1 O0f dfmr oWOQ 2dziz SenseLock EL. */
ret = PS4WriteFile(&s4ctx,
fid_exe, exe_path, &exe_size,
S4 CREATE_NEW, S4 HEX_FILE,&len);

if (ret ! =S4 SUCCESS)

{
printtt " [ "dBL@®f ddP2 zQS sHsh d B &G x%0&>\n", ret );
S4Close(&s4ctx);
return 1;

}

ret 3 PS4WriteFile(&s4ctx, fid_dat, dat_path, &dat_size,

S4_CREATE_NEW, S4_DATA_FILE, &len);
if (ret 1= S4_SUCCESS)

{
printft (" [ h dB 9L @fifW 02 t2QC sHs" d B & x%0&>\n ", ret );
S4Close(&s4ctx);
return 1;

}

* [ jdav Pl CsHeOL ttOB BIs™M d¢ O
ret = S4ChangePin(&s4ctx,
default_dev_pin, 24,
new_dev_pin, 24,

S4_DEV_PIN);

if (ret I= S4_SUCCESS)

{
printt (" [ " dB M@&J dPIN € sH O<CtsH tsh d B @ xPo08&>\n", ret );
S4Close(&s4ctx);
return 1,

}

¥ 1 O0C ter o SegnsBlLock EL. */
S4Close(&s4ctx);

/* 1 mys r  tsdzdzlg Gt j N dzts
printf(" ] SLHtOa!ld)] o3
return O;

MM HesMiszfO ¢ Cdz¢ yk M Ektetso. dzjsdg's ts GoLintekEse wlis
golCter Is+ Cdzgy Y Md3j dedls: C OPBIOREE HCOO®LIOBIE
sdLejMmisd s jttOydd HtshMiskzfdr | t©OLtcOBBIsYdS
J HJjbOdz daP)n dstyflsftdplingronp gt O dzda§ WPID .

] Oydesj] LOG yodedj! 1 dEStscHO dzgy BMlsOadzv21s
fsdz L s9 Olsj dzj 2, WEdC yd?2 Hdzv tcOBTSIST 9 tog
Yylsts ded fted COCdr wBMistswisj dz2 MRNMOSH dig @z td C

&

Y
f
te
J

H—qu

1
H
v
)

@

423. 050 j Has s is@z L 5o Ols j dzv
stesdj WekdSyd2 BN jE HEONEE L cods) jdi fH
o 5L i35 WBNEEXE dissH z2dzj 2 o f Sodpto W H edpdg d3 § tod d3d 6  d3!
dmy sdz' L ] dOpeh&edsl()y d ©

#include <stdio.h>
#include <stdlib.h>
#include <conio.h>
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#include "sense4.h"
#include "psense4.h"

int main(int argc, char **argv)

{

/*

SENSE4_CONTEXT s4ctx = {0};
unsigned char fid_exe[] = "d001"; //
unsigned char user_pin[] = "12345678";
unsigned long len = 0;

unsig ned ret = 0;

unsigned char input[256] = {0};
unsigned long input_len = 128;
unsigned char output[256] = {0};

unsigned long output _len =251;

RHj dzls d ¥ d CERsWE®2 dzO

[lsCter 90j &3 § j tceBendeLotidzEly j Mz tdz § BH'T dzv yj dz

ret = OpenSense4(&s4ctx, 0);
if (ret I= S4_SUCCE SS)
{
printf("
ret );
return 1;

}

JhdB &B®C tor IsSdnseLock EL!

<C tsH tsh J=B0x8608>\ n",

l jtojrnsaddgtcds £tRs Odzgly dzds ddnkzh j fylso /] Is

ret = S4ChangeDir(&s4ctx, " W\

if (ret 1= S4_FILE_NOT_FOUND &&ret = S

4_SUCCESS

{
printftt " ["PdBSCO fjtoj"tSHO o
0x%08>\ n", ret );
SAClose (& s4ctx );
return 1;
}

ljedWdydRd FdesH sdz! L 59 OI/) dzv
ret = S4VerifyPin(&s4ctx, user_pin, 8, S4_USER_PIN);

if (ret I= S4_SUCCESS)

{
printf
0x%08>\n", ret );
SAClose (& s4ctx );
return 1;
}
1 O EMC O d3 dzO o rEKRsWZEZ] @zHQD1.
ret = S4Execut e PD®kMdax,t x,

input, input_len, output, output_len,
if (ret = S4_SUCCESS)
{
printf("
0x%08«>\ n",
S4Close(&s4ctx);
return 1;

ret );

}

1 OC ter o ©ghsBLock EL . */
S4Close(&s4ctx);

l mys r { s dzdzl Gt j " dets
printt ("1 S tc ©9o d n"il3
return O;

*/

fi
&len);

[hdB Ll ®@f £ MEXG % O2 dORDO0L !

¢ s td daf ssER" o B0Ss dzfs @

"JhrdeY@®Be J PINS SHPBdz! L 5o OIS tzsh dB &

<C sHsh dB &q
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HAExecuteEX).r mMdzd or" OS] r~rtlkdlk] dMficsd L s Ols! ¢ d
L Od3j dB4Opgr() dzOSA0penEX) d EkflsOdetse dIsj Miste B e Isifgdadnjizjs
HijlsOdz dets] BRIGOHEgEPHEPY § MOded 4§ APz dz€ y d 2

1l Oy detsj L O3 yOdedj'! [r ZOMmlstswWils j dz' des toj €
LOMdlIsr H Odzdz" - , ftocsnsHWh A yd eits 1€ dz@3d3d
Edztsy dzedls oL dzsdz 9 OM jets ftesHEZSCISO d OdzOdzd 1

4.3. sJMsdtecso Odzedj] ML HOdbksects CtSHO

fojHEZOCOj & HoO MIsmMseO ldOHCd MmBe is@deds
ClekLCO MBLHOMbGSEE ®GsHbEdY o SRRYY 6 dp RE 4 j
Soj1©C2 tjLbkd kOkBa.kts §itsEid ko ss kk dv
Misdteso Oded W dM sdzdzy | BEE B s EEB & diyl i & st s digizh
Brdv ssO, of dBsyijlsj keOmMmdtss Gl ss - issLd s
sdLoBHdIs! der 5 mzRdgdslecisd®'C d o Eydlsr 9 Ols! dzj € sl
Bzdz¥ ydd.

lted dMfsdd j so®ca M sMsB O (L OGtkzL $d dsHIEZA&Y
Isj Misd tcthe Ofdas(dgtsh + ¢ ff 5 BOKe(orzlg iglsiclilElEOfdzd s © s j fls
SenseLockELO d dzd fy @k i) © dzdeis 2 MOk mMistsw Is j dzZARIzs  fr
ftesetcOBRBBs2 IsjMisdicse Odad W .
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