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ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ 
 

ɼʘʥʥʳʡ ʜʦʢʫʤʝʥʪ ʷʚʣʷʝʪʩʷ  ʶʨʠʜʠʯʝʩʢʠʤ  ʩʦʛʣʘʰʝʥʠʝʤ ʤʝʞʜʫ ʚʘʤʠ (ʠʥʜʠʚʠʜʫʘʣʴʥʳʤ 

ʨʘʟʨʘʙʦʪʯʠʢʦʤ ʠʣʠ ʢʦʤʧʘʥʠʝʡ) ʠ Senselock Data Security Centre (ʜʘʣʝʝ ñSenselockò). ɽʩʣʠ 

ʚr  ʥʝ ʩʦʛʣʘʩʥʳ ʩ ʧʦʣʦʞʝʥʠʷʤʠ ʜʘʥʥʦʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩ ʢʦʥʝʯʥʳʤ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʦ ʜʦʣʞʥʳ ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʚʝʨʥʫʪʴ ʢʦʤʧʣʝʢʪ ʨʘʟʨʘʙʦʪʯʠʢʘ ʚ Senselock ʠ 

ʫʜʘʣʠʪʴ ʚʩʝ ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ  ʦʟʥʘʯʘʝʪ 

ʧʨʠʥʷʪʠʝ ʚʘʤʠ ʫʩʣʦʚʠʡ ʜʘʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

 

ʇʈɽɼʆʉʊɸɺʃɽʅʀɽ ʃʀʎɽʅɿʀʀ.  ʀʟʛʦʪʦʚʠʪʝʣʴ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʘʤ ʧʨʘʚʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʪʦʣʴʢʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʘʥʥʳʤ ʃʠʮʝʥʟʠʦʥʥʳʤ 

ʩʦʛʣʘʰʝʥʠʝʤ. ɺʳ ʠʤʝʝʪʝ ʧʨʘʚʦ: 

1. ʂʦʧʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ; 

2. ʄʦʜʠʬʠʮʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʚʘʰʠʤʠ 
ʧʨʠʣʦʞʝʥʠʷʤʠ; 

3. ʆʙʲʝʜʠʥʷʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ  ʩ  ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ: 

1. ʈʘʩʧʨʦʩʪʨʘʥʷʪʴ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʝ ʠ/ʠʣʠ ʦʙʲʝʜʠʥʝʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʚʘʰʠʤ ʢʣʠʝʥʪʘʤ ʧʨʠ ʫʩʣʦʚʠʠ ʟʘʢʣʶʯʝʥʠʷ ʩ ʥʠʤʠ ʩʦʛʣʘʰʝʥʠʷ, ʥʝ ʧʨʦʪʠʚʦʨʝʯʘʱʝʛʦ 

ʜʘʥʥʦʤʫ ʃʠʮʝʥʟʠʦʥʥʦʤʫ ʩʦʛʣʘʰʝʥʠʶ; 

2. ʆʛʨʘʥʠʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʘʰʠʤʠ ʢʣʠʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ  ʪʦʣʴʢʦ 
ʩ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʚʳ ʧʨʦʜʘʝʪʝ. 

 

ʆɻʈɸʅʀʏɽʅʀɽ ʀʉʇʆʃʔɿʆɺɸʅʀʗ. ɹʝʟ ʨʘʟʨʝʰʝʥʠʷ Senselock ʚʳ ʥʝ ʠʤʝʝʪʝ ʧʨʘʚʘ: 

1. ʀʩʧʦʣʴʟʦʚʘʪʴ, ʢʦʧʠʨʦʚʘʪʴ, ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ, ʠʟʤʝʥʷʪʴ, ʧʝʨʝʤʝʱʘʪʴ ʣʶʙʳʤʠ 

ʩʧʦʩʦʙʘʤʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʜʦʢʫʤʝʥʪʘʮʠʶ ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʩʣʫʯʘʝʚ, 

ʨʘʟʨʝʰʝʥʥʳʭ ʜʘʥʥʳʤ ʃʠʮʝʥʟʠʦʥʥʳʤ ʩʦʛʣʘʰʝʥʠʝʤ; 

2. ʇʝʨʝʚʦʜʠʪʴ, ʜʠʟʘʩʩʝʤʙʣʠʨʦʚʘʪʴ, ʜʝʢʦʤʧʠʣʠʨʦʚʘʪʴ ʠ ʣʶʙʳʤ ʜʨʫʛʠʤ ʩʧʦʩʦʙʦʤ 
ʠʟʫʯʘʪʴ ʩʪʨʫʢʪʫʨʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

 

ʆɻʈɸʅʀʏɽʅʀɽ ɻɸʈɸʅʊʀʀ. Senselock ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʛʘʨʘʥʪʠʶ ʥʘ ʧʝʨʠʦʜ 12 ʤʝʩʷʮʝʚ 

ʩ ʜʘʪʳ ʧʨʠʦʙʨʝʪʝʥʠʷ ʵʣʝʢʪʨʦʥʥʳʭ ʢʣʶʯʝʡ SenseLock EL ʠ ʧʦʩʪʘʚʣʷʝʤʳʭ ʩ ʥʠʤ 

ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ.  

 

ʆɻʈɸʅʀʏɽʅʀɽ ʆʊɺɽʊʉʊɺɽʅʅʆʉʊʀ.  Senselock ʥʝ ʥʝʩʝʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʢʘʢʠʝ-

ʣʠʙʦ ʫʙʳʪʢʠ ʠ/ʠʣʠ ʫʱʝʨʙ (ʚ ʪʦʤ ʯʠʩʣʝ ʫʙʳʪʢʠ ʚ ʩʚʷʟʠ ʩ ʥʝʜʦʧʦʣʫʯʝʥʥʦʡ ʢʦʤʤʝʨʯʝʩʢʦʡ 

ʧʨʠʙʳʣʴʶ, ʧʨʝʨʳʚʘʥʠʝʤ ʢʦʤʤʝʨʯʝʩʢʦʡ ʠ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʫʪʨʘʪʦʡ 

ʜʝʣʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʠʥʦʡ ʠʤʫʱʝʩʪʚʝʥʥʳʡ ʫʱʝʨʙ), ʚʦʟʥʠʢʘʶʱʠʝ ʚ ʩʚʷʟʠ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʣʠ ʥʝʚʦʟʤʦʞʥʦʩʪʴʶ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʜʫʢʪʘ, ʜʘʞʝ ʝʩʣʠ Senselock ʙʳʣʠ 

ʫʚʝʜʦʤʣʝʥʳ ʦ ʚʦʟʤʦʞʥʦʤ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʪʘʢʠʭ ʫʙʳʪʢʦʚ ʠ/ʠʣʠ ʫʱʝʨʙʘ. ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ Senselock ʧʦ ʣʶʙʦʤʫ ʠʟ ʧʦʣʦʞʝʥʠʡ ʥʘʩʪʦʷʱʝʛʦ ʣʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʩʫʤʤʦʡ, ʬʘʢʪʠʯʝʩʢʠ ʫʧʣʘʯʝʥʥʦʡ ʟʘ ʧʨʦʜʫʢʪ. 

 

ɺʩʝ ʧʨʘʚʘ ʥʘ ʧʨʦʜʫʢʪ, ʚʢʣʶʯʘʷ ʵʣʝʢʪʨʦʥʥʳʝ ʢʣʶʯʠ SenseLock EL, ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ, ʜʦʢʫʤʝʥʪʘʮʠʶ ʠ ʜʨʫʛʠʝ ʤʘʪʝʨʠʘʣʳ, ʧʦʩʪʘʚʣʷʝʤʳʝ ʩ ʜʘʥʥʳʤ ʧʨʦʜʫʢʪʦʤ, 

ʧʨʠʥʘʜʣʝʞʘʪ  çSenselock Data Security Centreè. 

ɺʩʝ ʧʨʘʚʘ ʥʘ ʧʝʨʝʚʦʜ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʜʦʢʫʤʝʥʪʘʮʠʠ ʠ ʜʨʫʛʠʭ ʤʘʪʝʨʠʘʣʦʚ, 

ʧʦʩʪʘʚʣʷʝʤʳʭ ʩ ʜʘʥʥʳʤ ʧʨʦʜʫʢʪʦʤ, ʥʘ ʨʫʩʩʢʠʡ ʷʟʳʢ ʧʨʠʥʘʜʣʝʞʘʪ ɿɸʆ çʉʝʢʴʶʣʵʙè. 

 

ñSenseLockò ʷʚʣʷʝʪʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʪʦʚʘʨʥʳʤ ʟʥʘʢʦʤ ʢʦʤʧʘʥʠʠ çSenselock Data 

Security Centreè. 

ɺʩʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʧʨʠʥʘʜʣʝʞʘʪ ʠʭ ʚʣʘʜʝʣʴʮʘʤ. 
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1. ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʦʜʫʢʪʝ 
 

SenseLock EL ï ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ. ʂʣʶʯ ʨʘʟʨʘʙʦʪʘʥ ʇʝʢʠʥʩʢʦʡ ʢʦʤʧʘʥʠʝʡ Beijing Senselock Info. & Secu. Inc.  

 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʵʪʦ ʩʘʤʳʡ ʟʘʱʠʱʝʥʥʳʡ ʚ ʤʠʨʝ ʢʣʶʯ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ.  
 

ɼʚʝ ʦʩʥʦʚʥʳʭ ʪʝʭʥʦʣʦʛʠʠ ʛʘʨʘʥʪʠʨʫʶʪ ʟʘʱʠʪʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ: 

 

 ɿʘʱʠʪʘ ʢʦʜʘ ʧʨʦʛʨʘʤʤʳ 

 

ɺʳ ʤʦʞʝʪʝ ʧʝʨʝʥʝʩʪʠ ʧʨʠʙʣʠʟʠʪʝʣʴʥʦ 10 000 ʩʪʨʦʢ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʚʘʰʝʡ 

ʧʨʦʛʨʘʤʤʳ ʥʘ ʷʟʳʢʝ ñʉʠò, ʠ ʵʪʦʪ ʢʦʜ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ. ɺʩʷ ʧʦʤʝʱʝʥʥʘʷ ʚ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ ʠʥʬʦʨʤʘʮʠʷ ʷʚʣʷʝʪʩʷ 

ʥʝʜʦʩʪʫʧʥʦʡ ʠʟʚʥʝ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʠʟʫʯʝʥʠʷ ʠʣʠ ʤʦʜʠʬʠʢʘʮʠʠ. ʇʦʩʣʝ 

ʧʝʨʝʥʦʩʘ ʢʦʜʘ ʠ ʜʘʥʥʳʭ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʜʝʣʠʪʩʷ ʥʘ ʜʚʝ ʯʘʩʪʠ: ʥʘ 

ʧʝʨʩʦʥʘʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ. ɺʟʣʦʤ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ, ʟʘʱʠʱʝʥʥʦʛʦ SenseLock EL, ʩʪʘʥʦʚʠʪʩʷ ʥʝʚʦʟʤʦʞʥʳʤ ʚʩʣʝʜʩʪʚʠʝ 

ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʝʛʦ ʢʦʧʠʨʦʚʘʥʠʷ. 

 

 ʅʘʜʸʞʥʘʷ ʘʧʧʘʨʘʪʥʘʷ ʯʘʩʪʴ ʢʣʶʯʘ. 

 

16-ʪʠ ʙʠʪʥʳʡ ʯʠʧ ʩʤʘʨʪ-ʢʘʨʪʳ Philips, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʣʶʯʘʭ SenseLock EL, 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥ ʠ ʧʦʣʫʯʠʣ ʫʨʦʚʝʥʴ ʦʮʝʥʢʠ EAL5+
1
. ʄʳ ʤʦʞʝʤ ʫʚʝʨʝʥʥʦ ʟʘʷʚʠʪʴ, 

ʯʪʦ ʢʣʶʯ SenseLock EL ʛʘʨʘʥʪʠʨʫʝʪ ʚʳʩʦʯʘʡʰʫʶ ʩʪʝʧʝʥʴ ʥʘʜʝʞʥʦʩʪʠ ʠ 

ʩʦʭʨʘʥʥʦʩʪʠ ʢʦʜʘ ʠ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʤʦʞʝʪ ʚʳʜʝʨʞʘʪʴ ʚʩʝ ʦʩʥʦʚʥʳʝ ʤʝʪʦʜʳ 

ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʥʝʛʦ. SenseLock EL ï ʧʝʨʚʳʡ ʚ ʤʠʨʝ ʢʣʶʯ ʩ ñʥʝ ʣʦʤʘʝʤʦʡò 

ʪʝʭʥʦʣʦʛʠʝʡ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʪʦʨʦʛʦ ʧʦʤʦʛʘʝʪ 

ʧʦʣʥʦʩʪʴʶ ʠʟʙʘʚʠʪʴʩʷ ʦʪ ʧʨʦʙʣʝʤʳ ʧʠʨʘʪʩʪʚʘ, ʘ ʪʘʢʞʝ ʧʦʣʫʯʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ 

ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʵʬʬʝʢʪ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʘ. 

 

  

                                                 
1
 EAL5+ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʚʳʩʦʢʠʤ ʢʨʠʪʝʨʠʝʤ ʦʮʝʥʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʘʧʧʘʨʘʪʥʳʭ 

ʩʨʝʜʩʪʚ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʠʟ ʩʧʝʮʠʬʠʢʘʮʠʠ ISO15408. 
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1.1. ʅʦʚʳʡ ʤʝʪʦʜ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

 

ɽʩʣʠ ɺʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʢʣʶʯʠ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʨʘʙʦʪʘʶʱʠʭ ʧʦ 

ʫʩʪʘʨʝʚʰʠʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʧʦʞʘʣʫʡʩʪʘ, ʧʦʧʳʪʘʡʪʝʩʴ ʟʘʙʳʪʴ ʪʝʭʥʠʯʝʩʢʠʝ ʜʝʪʘʣʠ ʠ 

ʧʨʠʥʮʠʧʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪɻʠʭ ʢʣʶʯʝʡ ʠ ʦʩʚʦʡʪʝ ʥʦʚʳʝ ʧʨʠʥʮʠʧʳ ʠ ʧʦʥʷʪʠʷ ʠʟ ʵʪʦʡ 

ʛʣʘʚʳ. ɽʩʣʠ ʞʝ ʚr  ʥʠʢʦʛʜʘ ʨʘʥʴʰʝ ʥʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʢʣʶʯʠ ʜʣʷ ʟʘʱʠʪʳ 

ʧʨʦʛʨʘʤʤ, ʪʦ ʠʟʫʯʠʪʝ ʧʨʝʜʩʪʘʚʣʝʥʥʫʶ ʥʠʞʝ ʩʭʝʤʫ ʠ ʚʝʩʴ ʧʨʠʥʮʠʧ ʨʘʙʦʪʳ ʩʪʘʥʝʪ ʜʣʷ ʚʘʩ 

ʧʦʥʷʪʝʥ. 

ʋ ʥʘʩ ʥʝʪ ʪʘʢʠʭ ʫʩʪʘʨʝʚʰʠʭ ʧʦʥʷʪʠʡ ʢʘʢ, ñʦʙʣʘʩʪʴ ʧʘʤʷʪʠò, ñʜʝʩʢʨʠʧʪʦʨ ʘʣʛʦʨʠʪʤʘò, 

ñʩʯʸʪʯʠʢò, ʠ ʪʘʢ ʜʘʣʝʝ. ʊʝʧʝʨʴ ʚʘh ʢʣʶʯ ʠʤʝʝʪ ʧʦʣʥʦʮʝʥʥʫʶ ñʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫò, 

ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʜʣʷ ʨʘʙʦʪʳ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʪʠʧʘʤʠ ʬʘʡʣʦʚ: 

ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ, ʬʘʡʣʳ ʜʘʥʥʳʭ, ʬʘʡʣʳ ʩ ʧʫʙʣʠʯʥʳʤʠ ʠ ʧʨʠʚʘʪʥʳʤʠ ʢʣʶʯʘʤʠ 

ʘʣʛʦʨʠʪʤʘ RSA-1024. 

ʊʝʧʝʨʴ ʤʳ ʧʦʩʤʦʪʨʠʤ ʥʘ ʪʦ, ʢʘʢ ʜʦʩʪʠʛʘʝʪʩʷ ʟʘʱʠʪʘ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ SenseLock EL (ʨʠʩʫʥʦʢ 1.1). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ʈʠʩʫʥʦʢ 1.1 (ʉʭʝʤʘ ʧʨʠʥʮʠʧʘ ʟʘʱʠʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ SenseLock EL)  

 

1- ʉʦʟʜʘʡʪʝ ʠ ʦʪʪʝʩʪʠʨʫʡʪʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʘʢʠʭ-ʣʠʙʦ 

ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ. 

 

2- ʅʘʡʜʠʪʝ ʥʝʙʦʣʴʰʠʝ, ʥʦ ʜʦʩʪʘʪʦʯʥʦ ʚʘʞʥʳʝ ʯʘʩʪʠ ʚʘʰʝʡ ʧʨʦʛʨʘʤʤʳ. 

ʉʢʦʤʧʠʣʠʨʫʡʪʝ ʵʪʠ ʯʘʩʪʠ ʩ ʧʦʤʦʱʴʶ ʢʦʤʧʠʣʷʪʦʨʦʚ ñʉʠò, ʩʦʚʤʝʩʪʠʤʳʭ ʩ 

SenseLock EL. ɿʘʪʝʤ ʟʘʧʠʰʠʪʝ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʝ ʤʦʜʫʣʠ ʚ ʢʣʶʯ. 

 

3- ɼʦʙʘʚʴʪʝ ʚʳʟʦʚ SenseLock EL ʪʫʜʘ, ʛʜʝ ʥʘʭʦʜʠʣʠʩʴ ʧʝʨʝʥʝʩʸʥʥʳʝ ʯʘʩʪʠ ʢʦʜʘ 

ɺʘʰʝʡ ʧʨʦʛʨʘʤʤʳ.  

 

4- ʂʦʛʜʘ ʚʘʰʘ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ, ʵʪʠ ʧʝʨʝʥʝʩʸʥʥʳʝ ʯʘʩʪʠ ʢʦʜʘ ʙʫʜʫʪ 

ʠʩʧʦʣʥʷʪʴʩʷ ʚ ʢʣʶʯʝ ʠ ʧʝʨʝʜʘʚʘʪʴ ʪʦʣʴʢʦ ʨʝʟʫʣʴʪʘʪʳ ʩʚʦʠʭ ʜʝʡʩʪʚʠʡ.  

 

ʇʦʩʢʦʣʴʢʫ ʯʘʩʪʴ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ ʧʝʨʝʥʝʩʝʥʘ ʚ ʢʣʶʯ SenseLock EL, ʦʩʥʦʚʥʘʷ 

ʧʨʦʛʨʘʤʤʘ ʥʘ PC ʩʪʘʥʦʚʠʪʩʷ ʥʝʧʦʣʥʦʡ, ʢʦʛʜʘ ʥʝʪ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ.  ʇʦʵʪʦʤʫ ʣʶʙʘʷ 

ʧʦʧʳʪʢʘ ʚʟʣʦʤʘ ʧʨʦʛʨʘʤʤʳ, ʟʘʱʠʱʝʥʥʦʡ ʢʣʶʯʦʤ SenseLock EL, ʦʙʨʝʯʝʥʘ ʥʘ ʧʨʦʚʘʣ.  

ʇʨʠʣʦʞʝʥʠʝ 

  ʧʝʨʝʥʦʩ  ʢʣʶʯʝʚʳʝ 
ʜʘʥʥʳʝ ʠ ʢʦʜ 

ɿʘʱʠʱʝʥʥʘʷ ʦʙʣʘʩʪʴ 

SenseLock EL 
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ʂʘʞʜʘʷ, ʚʳʥʝʩʝʥʥʘʷ ʯʘʩʪʴ ʢʦʜʘ ʚʘʰʝʡ ʧʨʦʛʨʘʤʤʳ ʩʪʘʣʘ ʥʝʟʘʚʠʩʠʤʳʤ ñʠʩʧʦʣʥʷʝʤʳʤ 

ʤʦʜʫʣʝʤò ʚʥʫʪʨʠ ʢʣʶʯʘ. ʂʦʥʝʯʥʦ ʞʝ, ʚʩʝ ʯʘʩʪʠ ʢʦʜʘ ʤʦʞʥʦ ʦʙʲʝʜʠʥʠʪʴ ʚ ʦʜʠʥ 

ʠʩʧʦʣʥʷʝʤʳʡ ʤʦʜʫʣʴ. ʉʝʡʯʘʩ SenseLock EL ʧʨʝʜʦʩʪʘʚʣʷʝʪ 64 ʢʠʣʦʙʘʡʪʘ ʟʘʱʠʱʝʥʥʦʡ 

ʚʥʫʪʨʝʥʥʝʡ ʧʘʤʷʪʠ ʜʣʷ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʜʘʥʥʳʭ ʠ ʠʩʧʦʣʥʷʝʤʳʭ ʚ ʢʣʶʯʝ ʤʦʜʫʣʝʡ. 

 

1.2. ʆʧʠʩʘʥʠʝ ʧʨʦʜʫʢʪʘ 

 

SenseLock EL ʥʝ ʷʚʣʷʝʪʩʷ ʪʝʤ ʵʣʝʢʪʨʦʥʥʳʤ ʢʣʶʯʦʤ, ʢ ʢʦʪʦʨʦʤʫ ʚʳ ʫʞʝ ʤʦʛʣʠ 

ʧʨʠʚʳʢʥʫʪʴ ʨʘʥʝʝ. ɺʘʤ ʧʦʥʘʜʦʙʠʪʩʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʠʣʠ ʧʨʠ ʧʦʤʦʱʠ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʨʘʟʨʘʙʦʪʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʯʘʩʪʴ ʜʣʷ ʝʛʦ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ
2
. ɺ ʙʦʣʴʰʠʥʩʪʚʝ 

ʩʣʫʯʘʝʚ ʙʫʜʝʪ ʜʦʩʪʘʪʦʯʥʦ ʧʝʨʝʥʝʩʪʠ ʫʞʝ ʛʦʪʦʚʳʡ ʢʦʜ ʩ ʥʝʙʦʣʴʰʠʤʠ ʠʟʤʝʥʝʥʠʷʤʠ, ʪʘʢ ʢʘʢ 

ʢʣʶʯ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ñʉʠò ʢʦʜʘ. ɽʩʣʠ ʚʘʰʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ ʥʘ ʜʨʫʛʦʤ ʷʟʳʢʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʥʘʧʨʠʤʝʨ ñDelphiò, ʪʦ 

ʙʫʜʝʪ ʥʝʦʙʭʦʜʠʤʦ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʯʘʩʪʴ ʢʦʜʘ ʥʘ ʷʟʳʢ ñʉʠò. ʂʦʥʝʯʥʦ, ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ 

ʥʝʙʦʣʴʰʠʝ ʩʣʦʞʥʦʩʪʠ ʧʨʠ ʧʝʨʝʥʦʩʝ ʥʝʩʢʦʣʴʢʠʭ ʩʦʪʝʥ ʩʪʨʦʢʘ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʩ ʦʜʥʦʛʦ 

ʷʟʳʢʘ ʥʘ ʜʨʫʛʦʡ, ʥʦ ʝʩʣʠ ʵʪʦ ʧʦʟʚʦʣʠʪ ʟʘʱʠʪʠʪʴ ʧʨʦʜʫʢʪ ʦʪ ʧʠʨʘʪʩʪʚʘ, ʪʦ ʦʥʦ ʦʧʨʝʜʝʣʝʥʥʦ 

ʪʦʛʦ ʩʪʦʠʪ. 

 

ʂʦʤʧʣʝʢʪ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʯʘʩʪʝʡ: 

 

 ʀʥʩʪʨʫʤʝʥʪʳ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL; 

 ʕʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL; 

 ʇʦʣɹʟʦʚʘʪʝʣʴʩʢʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ SenseLock EL. 

 

  

                                                 
2
 ɺʥʫʪʨʝʥʥʷʷ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʢʣʶʯʘ SenseLock EL ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʤʝʞʜʫʥʘʨʦʜʥʦʤʫ ʩʪʘʥʜʘʨʪʫ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʜʣʷ ʉʤʘʨʪ ʂʘʨʪ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʜʣʷ ʉʤʘʨʪ 

ʂʘʨʪ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʚ ʦʧʠʩʘʥʠʠ ʩʪʘʥʜʘʨʪʘ ISO7816. 

ɺʥʠʤʘʥʠʝ: ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʤʝʪʦʜ ʧʝʨʝʥʦʩʘ ʢʦʜʘ ʧʨʦʛʨʘʤʤʳ ʚ ʢʣʶʯ  ʷʚʣʷʝʪʩʷ 

ʩʘʤʳʤ ʦʩʥʦʚʥʳʤ ʤʝʪʦʜʦʤ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʵʪʦ ʥʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʳ 

ʜʦʣʞʥʳ ʧʦʣʥʦʩʪʴʶ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʧʦʩʪʘʚʣʝʥʥʦʡ ʪʝʭʥʠʯʝʩʢʦʡ 

ʩʪʨʘʪʝʛʠʠ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʚʘʞʥʦ ʧʦʤʥʠʪʴ: ʚʘʰʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦ ʪʦʣʴʢʦ ʪʦʛʜʘ, ʢʦʛʜʘ ʯʘʩʪʴ ʢʦʜʘ ʧʝʨʝʥʝʩʝʥʘ ʚ SenseLock EL. 
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1.1.1. ʀʥʩʪʨʫʤʝʥʪʳ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL 

 

SenseLock EL ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʟʨʘʙʦʪʢʫ ʧʨʠʣʦʞʝʥʠʡ ʧʨʠ ʧʦʤʦʱʠ ʩʪʘʥʜʘʨʪʥʦʛʦ ʷʟʳʢʘ ñCò. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʠʩʧʦʣʥʷʝʤʳʭ ʤʦʜʫʣʝʡ (EXF) ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʣʶʙʦʡ ʢʦʤʧʠʣʷʪʦʨ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʠʡ ʷʜʨʦ MCS51 ʠʣʠ SmartXA2. ɺ ʢʦʤʧʣʝʢʪ ʨʘʟʨʘʙʦʪʯʠʢʘ ʚʭʦʜʠʪ 

ʧʦʣʥʦʩʪʴʶ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʙʝʩʧʣʘʪʥʘʷ ʚʝʨʩʠʷ ʢʦʤʧʠʣʷʪʦʨʘ SDCC, ʧʦʟʚʦʣʷʶʱʘʷ 

ʢʦʤʧʠʣʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʵʤʫʣʷʮʠʠ MCS51 (VM). ʊʘʢ ʞʝ ʚʳ 

ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠ ʜʨʫʛʠʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ. ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ 

ʠʩʧʦʣʴʟʦʚʘʪʴ Keil C51 (ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʨʝʞʠʤʝ VM) ʠʣʠ Raisonance Rkit (ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʨʝʞʠʤʝ SmartXA2). ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʠʭ 

ʢʦʤʧʠʣʷʪʦʨʘʭ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʦ ʘʜʨʝʩʘʤ: http://www.keil.com ʠ 

http://www.raisonance.com 

 

ʊʘʢ ʞʝ, ʚ ʢʦʤʧʣʝʢʪ ʚʭʦʜʷʪ ʥʝʢʦʪʦʨʳʝ ʫʪʠʣʠʪʳ: 

 Development test tool. ʇʦʤʦʛʘʝʪ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʠ ʪʝʩʪʠʨʦʚʘʥʠʠ ʢʦʜʘ ʜʣʷ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ SenseLock EL, ʘ ʪʘʢʞʝ ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʜʢʣʶʯʝʥʥʦʤ 

ʫʩʪʨʦʡʩʪʚʝ; 

 User test tool. ʕʪʦ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʯʪʦʙʳ ʧʦʤʦʯʴ 

ʠʤ ʦʙʥʘʨʫʞʠʪʴ ʦʰʠʙʢʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ 

SenseLock EL; 

 Batch setup tool. ʇʨʦʛʨʘʤʤʘ ʜʣʷ ʧʘʢʝʪʥʦʡ ʨʘʙʦʪʳ ʩ ʬʘʡʣʘʤʠ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ 

SenseLock EL. 

 

 

 

 

 

1.1.2. ʋʩʪʨʦʡʩʪʚʦ SenseLock EL 

 

ʕʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL ʨʘʟʨʘʙʦʪʘʥ ʧʦʣʥʦʩʪʴʶ ʥʘ ʦʩʥʦʚʝ ʪʝʭʥʦʣʦʛʠʡ, 

ʧʨʠʤʝʥʷʝʤʳʭ ʚ ʩʤʘʨʪ-ʢʘʨʪʘʭ, ʠ ʠʩʧʦʣʴʟʫʝʪ ʩʢʦʨʦʩʪʥʦʡ 16-ʙʠʪʥʳʡ ʧʨʦʮʝʩʩʦʨ, 

ʨʘʙʦʪʘʶʱʠʡ ʥʘ ʯʘʩʪʦʪʝ 16 ʤʝʛʘʛʝʨʮ. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʩ ʧʝʨʩʦʥʘʣʴʥʳʤ 

ʢʦʤʧʴʶʪʝʨʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʚʩʪʨʦʝʥʥʳʡ ʚ ʷʜʨʦ ʠʥʪʝʨʬʝʡʩ 

USB. ɺʩʝ ʤʦʜʫʣʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ SenseLock EL (CPU, RAM, EEPROM, USB) 

ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʚ ʷʜʨʦ, ʯʪʦ ʤʘʢʩʠʤʘʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʝʛʦ ʥʘʜʝʞʥʦʩʪʴ ʠ ʟʘʱʠʱʝʥʥʦʩʪʴ. 

ʂʘʞʜʳʡ ʢʣʶʯ ʠʤʝʝʪ ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ, ʢʦʪʦʨʳʡ ʧʨʦʛʨʘʤʤʠʨʫʝʪʩʷ 

ʥʘ ʩʪʘʜʠʠ ʩʦʟʜʘʥʠʷ ʯʠʧʘ ʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ. 

1.1.3. ʈʝʞʠʤ ʨʘʙʦʪʳ ʢʣʶʯʘ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ 

 

ʕʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: 

1. ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʨʘʡʚʝʨʘ USB. 

2. ʈʝʞʠʤ ʨʘʙʦʪʳ ʙʝʟ ʜʨʘʡʚʝʨʘ, ʢʣʶʯ ʙʫʜʝʪ ʦʧʦʟʥʘʥ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʢʘʢ 
ʩʪʘʥʜʘʨʪʥʦʝ HID (Human Interface Device) ʫʩʪʨʦʡʩʪʚʦ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ 

ʥʝʚʦʟʤʦʞʥʦ ʦʜʥʦʚʨʝʤʝʥʥʦ  ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʣʶʯ ʥʝʩʢʦʣʴʢʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʠʣʠ 

ʤʦʜʫʣʷʤʠ. 

  

ɺʥʠʤʘʥʠʝ: ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚ ʚʳ ʥʘʡʜʝʪʝ 

ʚ ʛʣʘʚʝ 5 çʋʢʘʟʘʥʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚè. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ 

ʚʭʦʜʷʱʠʭ ʚ ʢʦʤʧʣʝʢʪ ʫʪʠʣʠʪ ʥʘʭʦʜʠʪʩʷ ʚ ʛʣʘʚʝ 6 çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚè. 

http://www.keil.com/
http://www.raisonance.com/


 

    ȭȦȴ ñȷɋɐɢɤɑɣɇò 
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1.2. ɺʘʞʥʳʝ ʩʚʝʜʝʥʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

 

ʇʨʝʞʜʝ ʯʝʤ ʥʘʯʘʪʴ ʨʘʙʦʪʫ ʧʦ ʟʘʱʠʪʝ ʚʘʰʝʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʚʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ 

ʜʘʥʥʳʤ ʨʘʟʜʝʣʦʤ! 

1.2.1. PIN (ʂʦʜ ʜʦʩʪʫʧʘ) 

 

ɺ ʢʣʶʯʝ SenseLock EL ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʢʦʜʳ ʜʦʩʪʫʧʘ (PIN ʢʦʜr) ʜʚʫʭ ʫʨʦʚʥʝʡ: 

ʨʘʟʨʘʙʦʪʯʠʢʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʨʠʟʦʚʘʪʴ
3
 ʨʘʟʣʠʯʥʳʝ ʫʨʦʚʥʠ ʜʦʩʪʫʧʘ ʢ 

ʵʣʝʢʪʨʦʥʥʦʤʫ ʢʣʶʯʫ. 

 

ʈʘʟʤʝʨ PIN ʢʦʜʘ ʨʘʟʨʘʙʦʪʯʠʢʘ ʨʘʚʝʥ 24 ʙʘʡʪʘʤ. ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ ʵʪʠʤ ʢʦʜʦʤ 

ʜʦʩʪʫʧʘ, ʨʘʟʨʘʙʦʪʯʠʢ ʠʤʝʝʪ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ ʜʣʷ ʝʛʦ ʥʘʩʪʨʦʡʢʠ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʚ 

ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʞʝ ʠʤʝʷ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ, ʚʳ ʥʝ ʩʤʦʞʝʪʝ ʥʘʧʨʷʤʫʶ ʩʯʠʪʘʪʴ 

ʜʘʥʥʳʝ ʠʟ ʢʣʶʯʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʨʘʚʝʥ ñ123456781234567812345678ò (0x31 0x32 0x33 

0x34 0x35 0x36 0x37 0x38 0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38 0x31 0x32 0x33 0x34 

0x35 0x36 0x37 0x38). ʆʙʷʟʘʪʝʣʴʥʦ ʩʤʝʥʠʪʝ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ ʧʦʩʣʝ ʦʢʦʥʯʘʥʠʷ 

ʩʦʟʜʘʥʠʷ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠ ʧʝʨʝʜ ʧʝʨʝʜʘʯʝʡ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʶ! 

 

ʈʘʟʤʝʨ PIN ʢʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʚʝʥ 8 ʙʘʡʪʘʤ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʨʘʚʥʳʤ 

ñ12345678ò (0x31 0x32 0x33 0x34 0x35 0x36 0x37 0x38). ʋʩʧʝʰʥʘʷ ʘʚʪʦʨʠʟʘʮʠʷ ʧʦ ʵʪʦʤʫ 

ʢʦʜʫ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʪʦʣʴʢʦ ʚʳʟʳʚʘʪʴ ʧʦʤʝʱʝʥʥʳʝ ʨʘʟʨʘʙʦʪʯʠʢʦʤ ʚ ʢʣʶʯ ʬʫʥʢʮʠʠ. 

ɼʨʫʛʠʝ ʦʧʝʨʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʟʘʛʨʫʟʢʘ ʠʩʧʦʣʥʷʝʤʳʭ ʠ ʣʶʙʳʭ ʜʨʫʛʠʭ ʜʘʥʥʳʭ ʬʘʡʣʦʚ, 

ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ ï ʥʝʚʦʟʤʦʞʥʳ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʟʥʘʥʠʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʵʪʦʛʦ ʢʦʜʘ 

ʜʦʩʪʫʧʘ ʥʝ ʜʘʝʪ ʥʠʢʘʢʠʭ ʧʨʝʠʤʫʱʝʩʪʚ ʧʨʠ ʚʟʣʦʤʝ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʙʨʝʰʴʶ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʦʟʜʘʥʥʦʡ ʟʘʱʠʪʳ. ɺ ʦʩʥʦʚʥʦʤ, ʵʪʦʪ ʢʦʜ ʩʣʫʞʠʪ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʳ ʤʦʛʣʠ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʩʚʦʡ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ ʧʨʦʛʨʘʤʤʦʡ. 

 

ɺʘʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʫʝʤʳʭ ʢʦʜʘʭ ʜʦʩʪʫʧʘ: 

 

 ʂʘʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʢʦʜ, ʪʘʢ ʠ ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ ʩʣʫʞʘʪ ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ 
ʢ ʦʪʜʝʣʴʥʳʤ ʜʠʨʝʢʪʦʨʠʷʤ, ʘ ʥʝ ʢʦ ʚʩʝʤʫ ʢʣʶʯʫ ʮʝʣʠʢʦʤ. ʂʘʞʜʦʡ ʜʠʨʝʢʪʦʨʠʠ 

ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʩʚʦʝʥ ʩʚʦʡ ʫʥʠʢʘʣʴʥʳʡ ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɸʪʨʠʙʫʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʟʥʳʭ ʜʠʨʝʢʪʦʨʠʡ ʥʠʢʘʢ ʥʝ ʟʘʚʠʩʷʪ ʜʨʫʛ ʦʪ ʜʨʫʛʘ, 

ʧʦʵʪʦʤʫ ʠʟʤʝʥʝʥʠʝ ʢʦʜʦʚ ʜʦʩʪʫʧʘ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʢʦʨʥʝʚʦʡ ʜʠʨʝʢʪʦʨʠʠ ʥʝ ʟʥʘʯʠʪ, 

ʯʪʦ ʠʟʤʝʥʷʪʩʷ ʢʦʜʳ ʜʦʩʪʫʧʘ ʚʣʦʞʝʥʥʳʭ ʚ ʥʝʸ ʧʦʜʜʠʨʝʢʪʦʨʠʡ. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ, 

ʝʩʣʠ ʙʳʣ ʘʚʪʦʨʠʟʦʚʘʥ ʜʦʩʪʫʧ ʢ ʢʦʨʥʝʚʦʡ ʜʠʨʝʢʪʦʨʠʠ, ʵʪʦ ʥʝ ʜʘʩʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ 

ʜʦʩʪʫʧʘ ʢʦ ʚʩʝʤ, ʥʘʭʦʜʷʱʠʤʩʷ ʚ ʥʝʡ, ʧʦʜʜʠʨʝʢʪʦʨʠʷʤ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʥʝʩʢʦʣʴʢʠʤ 

ʥʝʟʘʚʠʩʠʤʳʤ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʧʨʠʣʦʞʝʥʠʷʤ ʠʣʠ ʤʦʜʫʣʷʤ ʦʜʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʚʦʝʡ ʟʘʱʠʪʳ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʢʣʶʯ. ʇʨʠ ʫʜʘʣʝʥʠʠ ʢʦʨʥʝʚʦʡ 

ʜʠʨʝʢʪʦʨʠʠ ʚʩʝ ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʥʝʡ ʧʦʜʜʠʨʝʢʪʦʨʠʠ ʙʫʜʫʪ ʫʜʘʣʝʥʳ. 

ʄʳ ʥʝ ʨʝʢʦʤʝʥʜʫʝʤ ʚʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʳʝ ʜʠʨʝʢʪʦʨʠʠ, ʝʩʣʠ ʚ ʵʪʦʤ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

ɹʦʣʝʝ ʜʝʪʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʠʨʝʢʪʦʨʠʷʭ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʚ ʨʘʟʜʝʣʝ 

ñʌʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘò. 

                                                 
3
 ɺ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ ʙʳʣ ʧʨʦʛʨʘʤʤʥʦ ʩʙʨʦʰʝʥ ʠʣʠ ʦʪʢʣʶʯʝʥ ʦʪ ʧʠʪʘʥʠʷ USB, ʩʪʘʪʫʩ 

ʘʚʪʦʨʠʟʘʮʠʠ ʙʫʜʝʪ ʧʦʪʝʨʷʥ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ ʧʝʨʝʰʝʣ ʚ ʩʧʷʱʠʡ ʨʝʞʠʤ, ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʩʤʦʞʝʪ ʧʨʦʜʦʣʞʠʪʴ ʨʘʙʦʪʫ, ʥʦ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ USB ʧʦʨʪ ʥʝ ʙʫʜʝʪ ʧʝʨʝʚʝʜʝʥ ʩʠʩʪʝʤʦʡ ʚ ʩʧʷʱʠʡ 

ʨʝʞʠʤ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʩʪʘʪʫʩ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ ʙʫʜʝʪ ʩʙʨʦʰʝʥ ʠ ʙʫʜʝʪ ʥʝʦʙʭʦʜʠʤʦ ʘʚʪʦʨʠʟʦʚʘʪʴ ʝʛʦ 

ʝʱʝ ʨʘʟ. 



 

    ȭȦȴ ñȷɋɐɢɤɑɣɇò 

 

13 ʈʫʢʦʚʦʜʩʪʚʦ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL 

 ʂʣʶʯ SenseLock EL ʙʫʜʝʪ ʧʦʣʥʦʩʪʴʶ ʙʣʦʢʠʨʦʚʘʥ ʧʨʠ 15 ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʢʘʭ 

ʧʦʜʨʷʜ ʘʚʪʦʨʠʟʦʚʘʪʴ ʢʦʜ ʜʦʩʪʫʧʘ ʨʘʟʨʘʙʦʪʯʠʢʘ. ʉʥʷʪʴ ʧʦʜʦʙʥʫʶ ʙʣʦʢʠʨʦʚʢʫ 

ʥʝʚʦʟʤʦʞʥʦ ʥʠʢʘʢʠʤʠ ʩʨʝʜʩʪʚʘʤʠ, ʧʦʵʪʦʤʫ ʦʯʝʥʴ ʚʘʞʥʦ ʭʨʘʥʠʪʴ ʢʦʜ ʜʦʩʪʫʧʘ 

ʨʘʟʨʘʙʦʪʯʠʢʘ ʚ ʥʘʜʝʞʥʦʤ ʤʝʩʪʝ. ʕʪʦ ʙʳʣʦ ʩʜʝʣʘʥʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʟʘʱʠʪʫ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ ʤʘʢʩʠʤʘʣʴʥʦʡ. 

ʇʨʠ ʧʦʧʳʪʢʝ ʧʦʜʙʦʨʘ ʢʦʜʘ ʜʦʩʪʫʧʘ ʨʘʟʨʘʙʦʪʯʠʢʘ ʢ ʧʦʜʜʠʨʝʢʪʦʨʠʠ ʙʫʜʝʪ 

ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʪʦʣʴʢʦ ʵʪʘ ʜʠʨʝʢʪʦʨʠʷ. ʆʥʘ ʤʦʞʝʪ ʙʳʪʴ ʧʦʟʜʥʝʝ ʫʜʘʣʝʥʘ ʧʨʠ 

ʫʜʘʣʝʥʠʠ ʝʝ ʢʦʨʥʝʚʦʡ ʜʠʨʝʢʪʦʨʠʠ. 

 ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʧʦʜʙʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʢʦʜʘ 
ʜʦʩʪʫʧʘ, ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ ʙʣʦʢʠʨʦʚʘʪʴʩʷ ʥʝ ʙʫʜʝʪ. 

 ʇʨʠ ʣʶʙʦʡ ʧʝʨʝʠʥʠʮʠʘʣʠʟʘʮʠʠ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʥʘʧʨʠʤʝʨ ʫʜʘʣʝʥʠʠ ʠ ʩʦʟʜʘʥʠʠ 
ʟʘʥʦʚʦ ʢʦʨʥʝʚʦʡ ʜʠʨʝʢʪʦʨʠʠ, ʚʩʝ ʢʦʜʳ ʜʦʩʪʫʧʘ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

ʇʦʵʪʦʤʫ ʥʝ ʟʘʙʫʜʴʪʝ ʠʭ ʠʟʤʝʥʠʪʴ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 

 

1.2.2. ʌʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ 

 

ʇʦʜʨʦʙʥʦʝ ʠʟʫʯʝʥʠʝ ʨʘʙʦʪʳ ʩ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ ʧʦʟʚʦʣʠʪ ʚʘʤ ʩʦʟʜʘʚʘʪʴ ʙʦʣʝʝ 

ʟʘʱʠʱʝʥʥʳʝ ʨʝʰʝʥʠʷ. 

 

SenseLock EL ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʥʫʪʨʝʥʥʶʶ ʬʘʡʣʦʚʫʶ ʩʪʨʫʢʪʫʨʫ. ɺʥʫʪʨʝʥʥʝʝ ʧʨʦʩʪʨʘʥʩʪʚʦ 

ʢʣʶʯʘ ʨʘʟʜʝʣʷʝʪʩʷ ʜʠʨʝʢʪʦʨʠʷʤʠ. ɺʦʪ ʥʝʢʦʪʦʨʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʠʨʝʢʪʦʨʠʡ: 

 

 ɺ ʢʣʶʯʝ ʤʦʞʝʪ ʙʳʪʴ ʪʦʣʴʢʦ ʦʜʥʘ ʢʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ, ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʜʠʨʝʢʪʦʨʠʠ 
ʥʘʭʦʜʷʪʩʷ ʚ ʥʝʡ. ʄʘʢʩʠʤʘʣʴʥʳʡ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ ʜʠʨʝʢʪʦʨʠʡ ʨʘʚʝʥ ʪʨʝʤ. 

 ʇʨʠ ʩʦʟʜʘʥʠʠ ʜʠʨʝʢʪʦʨʠʠ ʜʦʣʞʝʥ ʙʳʪʴ ʫʢʘʟʘʥ ʨʘʟʤʝʨ ʧʘʤʷʪʠ, ʢʦʪʦʨʦʝ ʦʥʘ ʙʫʜʝʪ 

ʟʘʥʠʤʘʪʴ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʜʠʨʝʢʪʦʨʠʷ ʙʫʜʝʪ ʩʦʟʜʘʥʘ, ʠʟʤʝʥʝʥʠʝ 

ʝʸ ʨʘʟʤʝʨʘ ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʥʦ. ʂʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʶ ʧʘʤʷʪʴ 

ʢʣʶʯʘ. 

 ʂʦʨʥʝʚʘʷ ʜʠʨʝʢʪʦʨʠʷ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥʘ. ʇʨʠ ʫʜʘʣʝʥʠʠ ʢʦʨʥʝʚʦʡ ʜʠʨʝʢʪʦʨʠʠ ʪʘʢ 

ʞʝ ʫʜʘʣʷʝʪʩʷ ʚʩʝ, ʯʪʦ ʚ ʥʝʡ ʥʘʭʦʜʠʪʩʷ, ʚʢʣʶʯʘʷ ʧʦʜʜʠʨʝʢʪʦʨʠʠ ʠ ʬʘʡʣʳ. 

 ʇʦʜʜʠʨʝʢʪʦʨʠʠ ʤʦʛʫʪ ʙʳʪʴ ʪʦʣʴʢʦ ʦʯʠʱʝʥʳ, ʥʦ ʥʝ ʫʜʘʣʝʥʳ ʥʘʧʨʷʤʫʶ. ʆʯʠʩʪʢʘ 
ʧʦʜʜʠʨʝʢʪʦʨʠʡ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʧʦʜ ʩʦʙʦʡ ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʚʭʦʜʷʱʠʭ ʚ ʥʝʝ 

ʧʦʜʜʠʨʝʢʪʦʨʠʡ ʠ ʬʘʡʣʦʚ. ʇʦʩʣʝ ʦʯʠʩʪʢʠ ʧʦʜʜʠʨʝʢʪʦʨʠʠ ʢʦʜ ʜʦʩʪʫʧʘ ʨʘʟʨʘʙʦʪʯʠʢʘ 

ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ  ʢ ʥʝʡ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʏʪʦʙʳ ʫʜʘʣʠʪʴ 

ʧʦʜʜʠʨʝʢʪʦʨʠʶ ʠ ʦʩʚʦʙʦʜʠʪʴ ʟʘʥʠʤʘʝʤʦʝ ʝʡ ʧʨʦʩʪʨʘʥʩʪʚʦ, ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ 

ʠʣʠ ʦʯʠʩʪʠʪʴ ʜʠʨʝʢʪʦʨʠʶ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ. 

 

ɺ SenseLock EL ʩʫʱʝʩʪʚʫʝʪ ʪʨʠ ʪʠʧʘ ʬʘʡʣʦʚ: ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʬʘʡʣ ʜʘʥʥʳʭ ʠ ʬʘʡʣ, 

ʩʦʜʝʨʞʘʱʠʡ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ RSA. ʅʠ ʦʜʠʥ ʠʟ ʵʪʠʭ ʪʠʧʦʚ ʬʘʡʣʦʚ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʦʯʠʪʘʥ ʠʟ ʢʣʶʯʘ ʥʘʧʨʷʤʫʶ. ʌʘʡʣʳ ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʪʦʣʴʢʦ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦ PIN 

ʢʦʜʫ ʨʘʟʨʘʙʦʪʯʠʢʘ. 

 

 ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ (EXF) 

 

ʕʪʦ ʪʠʧ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥʳ ʚ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL ʠ 

ʟʘʧʫʱʝʥʳ ʪʘʤ. ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʪʠʧʘ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ï VM ʠ XA, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʥʷʶʪʩʷ ʚ ʜʚʫʭ ʨʘʟʥʳʭ ʨʝʞʠʤʘʭ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʞʠʤʘʭ 

ʚʳʧʦʣʥʝʥʠʷ ʬʘʡʣʦʚ ʚʳ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ ɻʣʘʚʝ 4 ñʈʘʟʨʘʙʦʪʢʘ ʢʦʜʘ ʜʣʷ 

SenseLock ELò. ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ XA ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʢʣʶʯʘʭ 

SenseLock EL, ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ ʧʨʦʰʠʚʢʠ 2.3. ʌʘʡʣʳ ʜʘʥʥʦʛʦ ʬʦʨʤʘʪʘ ʤʥʦʛʦʢʨʘʪʥʦ 

ʧʨʝʚʦʩʭʦʜʷʪ ʧʦ ʩʢʦʨʦʩʪʠ ʚʳʧʦʣʥʝʥʠʷ (ʧʨʠʤʝʨʥʦ ʚ 40 ʨʘʟ) ʬʘʡʣʳ ʬʦʨʤʘʪʘ VM, ʥʦ ʧʨʠ 



 

    ȭȦȴ ñȷɋɐɢɤɑɣɇò 

 

14 ʈʫʢʦʚʦʜʩʪʚʦ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL 

ʵʪʦʤ ʦʙʣʘʜʘʶʪ ʤʝʥʴʰʝʡ ʛʠʙʢʦʩʪʴʶ. ɺʝʨʩʠʶ ʧʨʦʰʠʚʢʠ ʢʣʶʯʘ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ, 

ʟʘʧʫʩʪʠʚ ʫʪʠʣʠʪʫ, ʚʭʦʜʷʱʫʶ ʚ ʢʦʤʧʣʝʢʪ ʨʘʟʨʘʙʦʪʯʠʢʘ. 

 

ʀʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʩ ʜʨʫʛʠʤʠ ʬʘʡʣʘʤʠ ʚ ʩʚʦʝʡ ʜʠʨʝʢʪʦʨʠʠ, 

ʥʘʧʨʠʤʝʨ, ʚʳʧʦʣʥʷʪʴ ʬʫʥʢʮʠʠ ʯʪʝʥʠʷ ʠ ʟʘʧʠʩʠ. ʏʪʝʥʠʝ ʜʘʥʥʳʭ ʠʟ ʜʨʫʛʦʛʦ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʥʝ ʚʩʝʛʜʘ ʚʦʟʤʦʞʥʦ ʠ ʟʘʚʠʩʠʪ ʦʪ ʚʳʩʪʘʚʣʝʥʥʳʭ ʘʪʨʠʙʫʪʦʚ 

(ʩʤʦʪʨʠʪʝ ʊʘʙʣʠʮʫ 1-1). 

 

 ʌʘʡʣʳ ʜʘʥʥʳʭ 

ʕʪʦʪ ʪʠʧ ʬʘʡʣʦʚ ʧʨʝʜʥʘʟʥʘʯʝʥ ʪʦʣʴʢʦ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. ɼʦʩʪʫʧ ʢ ʵʪʠʤ ʬʘʡʣʘʤ ʥʝ 

ʤʦʞʝʪ ʙʳʪʴ ʦʩʫʱʝʩʪʚʣʝʥ ʠʟ ʢʦʤʧʴʶʪʝʨʘ ʥʘʧʨʷʤʫʶ, ʜʣʷ ʵʪʦʛʦ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʥʘʧʠʩʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠ ʟʘʛʨʫʟʠʪʴ ʝʛʦ ʚ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ. 

 

 ʂʣʶʯʝʚʦʡ ʬʘʡʣ 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʜʘʥʥʳʡ ʪʠʧ ʬʘʡʣʦʚ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʚ ʩʝʙʝ ʪʦʣʴʢʦ ʢʣʶʯʠ 

ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ ʘʣʛʦʨʠʪʤʘ RSA. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʠʟ 

ɻʣʘʚʳ 8 ñʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ SESò. 

 

ʊʘʙʣʠʮʘ 1-1. ɸʪʨʠʙʫʪʳ ʫʨʦʚʥʷ ʜʦʩʪʫʧʘ ʜʣʷ ʬʘʡʣʦʚ SenseLock EL. 

 ˍ̗̠̔̓̆̎̓̉̉̋́̉̕ 
PIN ̋ ̏̅̏̍ 
̘̑́̈̑́̂̏̓̉̋́ 

ˍ̔ ̗̠̓̆̎̓̉̉̋́̉̕ 
PIN ̋ ̏̅̏̍ 
̝̠̐̏̌̈̏̃́̓̆̌ 

ˏ̎̔̓̑̆̎̎̉̊ 
̅̏̒̓̔̐ ̉̈ 

̠̉̒̐̏̌̎̆̍̏̄̏ 
́̊̌́̕ 

˕̠̜̒̐̏̌̎̆̍̊ 
́̊̌̕ 

ɹʝʟ 

ʜʦʩʪʫʧʘ 

ʥʘ ʯʪʝʥʠʝ 

ʠ ʟʘʧʠʩʴ 

W E N 

ʉ 

ʜʦʩʪʫʧʦʤ 

ʥʘ ʯʪʝʥʠʝ 

ʠ ʟʘʧʠʩʴ 

W E R/W 

ˡ́̊̌ ̜̖̅́̎̎ W N R/W 

˗̟̘̌̆̃̏̊ ́̊̌̕ W N W 

 

R ï ʏʪʝʥʠʝ;  W ï ɿʘʧʠʩʴ;  E ï ʀʩʧʦʣʥʝʥʠʝ;  N ï ʅʝʪ ʜʦʩʪʫʧʘ 

 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʧʝʮʠʬʠʢʘʮʠʠ ʚʥʫʪʨʝʥʥʝʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʚʳ ʤʦʞʝʪʝ 

ʫʟʥʘʪʴ ʠʟ ɻʣʘʚʳ 8 ñʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ SESò. 

 

ʌʘʡʣʳ ʚ ʢʣʶʯʝ SenseLock EL ʠʜʝʥʪʠʬʠʮʠʨʫʶʪʩʷ ʧʨʠ ʧʦʤʦʱʠ 16-ʙʠʪʥʳʭ ʮʝʣʳʭ ʯʠʩʝʣ. 

ʏʘʩʪʴ ʠʤʝʥ ʬʘʡʣʦʚ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʘ ʩʠʩʪʝʤʦʡ, ʢ ʥʠʤ ʦʪʥʦʩʷʪʩʷ: 0x0000, 0x0015,  0x0016, 

0x0018, 0x001E, 0x3F00, 0x3F01, 0x3F02, 0x3F03, 0x3F04. 
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1.3. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʫʥʢʮʠʠ 

 

ʕʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʤʘʪʝʤʘʪʠʯʝʩʢʠʡ ʩʦʧʨʦʮʝʩʩʦʨ, 

ʚʳʧʦʣʥʷʶʱʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʬʫʥʢʮʠʠ RSA (1024 ʙʠʪʘ) ʠ DES/TDES, ʘ ʪʘʢʞʝ 

ʬʫʥʢʮʠʶ ʭʵʰʠʨʦʚʘʥʠʷ SHA-1 ʠ ʛʝʥʝʨʘʪʦʨ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. ʅʘ ʠʭ ʦʩʥʦʚʝ ʩʦʟʜʘʥʘ 

ʩʠʩʪʝʤʘ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʙʝʟʦʧʘʩʥʦ 

ʦʙʥʦʚʣʷʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʣʶʯʘ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ. ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʚʘʰʫ ʩʦʙʩʪʚʝʥʥʫʶ 

ʩʠʩʪʝʤʫ ʦʙʥʦʚʣʝʥʠʷ, ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʜʘʞʘʤʠ ʠʩʧʦʣʴʟʫʷ 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʵʪʦʛʦ ʬʫʥʢʮʠʠ API. 

ɺʳ ʪʘʢ ʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows, h ʠʬʨʦʚʘʥʠʷ ʧʦʯʪʳ ʠ ʜʨʫʛʠʭ ʦʧʝʨʘʮʠʡ. 
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2. ʋʩʪʘʥʦʚʢʘ SDK 
 

ɺ ʵʪʦʡ ʛʣʘʚʝ ʦʧʠʩʘʥ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ SenseLock SDK ʠ ʜʨʘʡʚʝʨʘ ʢʣʶʯʘ. 

2.1. ʉʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʢʦʤʧʣʝʢʪʦʤ ʨʘʟʨʘʙʦʪʯʠʢʘ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ SenseLock EL ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ Windows 98, Windows 2000, Windows XP ʠ ʚʳʰʝ. 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʘ ʩʠʩʪʝʤʝ Windows NT4 ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ SP4 ʠ 

Internet Explorer 4.0 ʠʣʠ ʚʳʰʝ. 

ʕʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ Microsoft 

Windows, Linux ʠ Mac OS X. 

2.2. ʋʩʪʘʥʦʚʢʘ ʢʦʤʧʣʝʢʪʘ ʨʘʟʨʘʙʦʪʯʠʢʘ (SDK) 

ʂʦʤʧʣʝʢʪ ʨʘʟʨʘʙʦʪʯʠʢʘ ʧʦʩʪʘʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʩʘʤʦʨʘʩʧʘʢʦʚʳʚʘʶʱʝʛʦʩʷ ʘʨʭʠʚʘ (ʣʠʙʦ ʚ 

ʚʠʜʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ). ʇʦʩʣʝ ʨʫʯʥʦʡ ʨʘʩʧʘʢʦʚʢʠ ʠʣʠ ʦʢʦʥʯʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʠ, ʚ 

ʢʘʪʘʣʦʛʝ ʥʘʟʥʘʯʝʥʠʷ ʚʳ ʧʦʣʫʯʠʪʝ ʩʣʝʜʫʶʱʠʝ ʨʘʟʜʝʣʳ SDK: 

 

˗́̓́̌̏̄ 
 

˛̐̉̒́̎̉̆ 

API API ʢʣʶʯʘ SenseLock EL ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʷʟʳʢʦʚ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. ɺ 

ʵʪʦʤ ʨʘʟʜʝʣʝ ʥʘʭʦʜʷʪʩʷ ʜʚʝ ʚʝʨʩʠʠ API. ʃʦʢʘʣʴʥʦʝ (local) ʠ ʩʝʪʝʚʦʝ 

(Remote Net). 

Doc ʈʘʟʣʠʯʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʣʶʯʝʡ ʠ ʠʭ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʶ. 

Driver  ɼʨʘʡʚʝʨʘ ʜʣʷ ʢʣʶʯʘ SenseLock EL  

IDE ʅʘʩʪʨʦʡʢʠ ʠ ʙʠʙʣʠʦʪʝʢʠ ʜʣʷ IDE ʧʣʘʪʬʦʨʤ Keil ʠ RKit. 

Samples ʇʨʠʤʝʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʘ ʚ ʨʘʟʣʠʯʥʳʭ ʷʟʳʢʘʭ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. 

ʋʨʦʢʠ, ʜʣʷ ʠʟʫʯʝʥʠʷ ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʦʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʘ ʠ 

ʧʦʩʪʨʦʝʥʠʠ ʟʘʱʠʪʳ ʥʘ ʝʛʦ ʦʩʥʦʚʝ.  

Tools ʋʪʠʣʠʪʳ ʜʣʷ ʚʠʟʫʘʣʴʥʦʛʦ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠ ʠʟʫʯʝʥʠʷ ʢʣʶʯʘ.  

Support  ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʙʠʙʣʠʦʪʝʢʘ ʠ ʫʪʠʣʠʪʘ ʜʠʘʛʥʦʩʪʠʢʠ ʩʠʩʪʝʤʳ.  

 

2.2.1. ʋʢʘʟʘʥʠʷ ʧʦ ʫʩʪʘʥʦʚʢʝ ʜʨʘʡʚʝʨʘ  

ɼʨʘʡʚʝʨ ʢʣʶʯʘ SenseLock EL ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ SDK. 

ʆʜʥʘʢʦ ʝʩʣʠ ʚʳ ʧʨʦʩʪʦ ʩʢʦʧʠʨʦʚʘʣʠ ʢʘʪʘʣʦʛ SDK ʠʣʠ ʨʘʩʧʘʢʦʚʘʣʠ ʝʛʦ ʠʟ ʘʨʭʠʚʘ, ʚʘʤ 

ʧʦʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʜʨʘʡʚʝʨ ʢʣʶʯʘ ʚʨʫʯʥʫʶ.  

ʀʥʩʪʨʫʤʝʥʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʜʨʘʡʚʝʨʘ ʥʘʟʳʚʘʝʪʩʷ ñInstWiz3.exeò ʠ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ 

%SDK%\Driver. ʕʪʦ WIN32 ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʪʘʢʞʝ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴʩʷ ʯʝʨʝʟ 

ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ ʠ ʧʦʣʫʯʘʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ: 

 /INSTALL ï ʫʩʪʘʥʦʚʠʪʴ ʜʨʘʡʚʝʨ (ʵʪʘ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ) 

 /UNINSTALL ï ʜʝʠʥʩʪʘʣʣʠʨʦʚʘʪʴ ʜʨʘʡʚʝʨ 

 /NOGUI ï ʠʥʩʪʘʣʣʷʮʠʷ ʙʝʟ GUI (ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ) 

ɺʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʤʦʞʥʦ ʢʦʤʙʠʥʠʨʦʚʘʪʴ. ɼʣʷ ʧʨʠʤʝʨʘ, ʚʳ ʤʦʞʝʪʝ 

ʟʘʧʫʩʪʠʪʴ ñInstWiz3.exe /uninstall /noguiò ʜʣʷ ʜʝʠʥʩʪʘʣʣʷʮʠʠ ʜʨʘʡʚʝʨʘ ʙʝʟ ʛʨʘʬʠʯʝʩʢʦʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʠ ʟʘʧʨʦʩʦʚ ʥʘ ʧʦʜʪʚʝʨʞʜʝʥʠʝ. 

 

ɼʘʥʥʘʷ ʫʪʠʣʠʪʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ ʩʠʩʪʝʤʝ ʜʨʘʡʚʝʨʦʚ: ʟʘʧʫʩʪʠʪʝ ñInstWiz3.exeò ʠ ʫʪʠʣʠʪʘ ʧʨʦʚʝʨʠʪ ʠ 

ʩʦʦʙʱʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʩʪʦʷʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʜʨʘʡʚʝʨʦʚ. 
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ʅʝʩʢʦʣʴʢʦ ʩʧʦʩʦʙʦʚ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʨʨʝʢʪʥʦʩʪʠ ʫʩʪʘʥʦʚʢʠ ʜʨʘʡʚʝʨʘ: 

1- ʇʦʜʢʣʶʯʠʪʝ ʢʣʶʯ SenseLock EL ʚ USB ʧʦʨʪ ʚʘʰʝʛʦ ʢʦʤʧʴʶʪʝʨʘ ʠ ʧʨʦʚʝʨʴʪʝ, 

ʥʘʭʦʜʠʪʩʷ ʣʠ ʚ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ñSenselock SenseIV EL v2.xò. 

ʋʩʪʨʦʡʩʪʚʦ ʜʦʣʞʥʦ ʥʘʭʦʜʠʪʴʩʷ ʚ ʧʘʧʢʝ ñSmart card readersò. ɼʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ Windows 98, Windows 2000 ʠ ʚʳʰʝ, ʝʩʣʠ ʢʣʶʯ ʧʦʜʢʣʶʯʘʝʪʩʷ ʚʧʝʨʚʳʝ, 

ʩʠʩʪʝʤʘ ʩʦʦʙʱʠʪ ñʆʙʥʘʨʫʞʝʥʦ ʥʦʚʦʝ ʫʩʪʨʦʡʩʪʚʦò ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ  ʫʩʪʘʥʦʚʠʪ 

ʥʝʦʙʭʦʜʠʤʳʡ ʜʨʘʡʚʝʨ ʜʣʷ ʥʝʛʦ. 

2- ʇʦʜʢʣʶʯʠʪʝ ʢʣʶʯ SenseLock EL ʚ USB ʧʦʨʪ ʠ ʟʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ ʪʝʩʪʠʨʦʚʘʥʠʷ 

ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʥʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ. 

 

ɽʩʣʠ ʚʳ ʭʦʨʦʰʦ ʟʥʘʢʦʤʳ ʩ ʧʨʦʮʝʩʩʦʤ ʫʩʪʘʥʦʚʢʠ ʜʨʘʡʚʝʨʦʚ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʨʫʯʥʫʶ ʫʩʪʘʥʦʚʢʫ. ʂʘʪʘʣʦʛ %SDK%\Driver\Obj ʩʦʜʝʨʞʠʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʫʯʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʬʘʡʣʳ. 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʜʨʘʡʚʝʨ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʠʩʧʦʣʴʟʫʷ API, ʧʦʞʘʣʫʡʩʪʘ, 

ʠʟʫʯʠʪʝ ʇʨʠʣʦʞʝʥʠʝ D ñʌʫʥʢʮʠʠ API ʜʣʷ ʨʘʙʦʪʳ ʩ ʜʨʘʡʚʝʨʦʤò. 

 

2.3. ʋʜʘʣʝʥʠʝ ʢʦʤʧʣʝʢʪʘ ʨʘʟʨʘʙʦʪʯʠʢʘ (SDK) 

ɼʣʷ ʫʜʘʣʝʥʠʷ SDK ʚʦʡʜʠʪʝ ʚ ñControl Panelò -- >ñAddDelete Programò. ɼʨʘʡʚʝʨ ʢʣʶʯʘ 

SenseLock EL ʙʫʜʝʪ ʫʜʘʣʸʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʩʣʝ ʫʜʘʣʝʥʠʷ SDK. 
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3. ʇʦʜʛʦʪʦʚʢʘ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 
ɺ ʵʪʦʡ ʛʣʘʚʝ ʜʝʤʦʥʩʪʨʠʨʫʝʪʩ,̫ ʧʨʦʮʝʩʩ ʧʝʨʝʥʦʩʘ ʯʘʩʪʴ ʢʦʜʘ ʚʘʰʝʡ ʧʨʦʛʨʘʤʤʳ ʚ 

ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL. ʅʘʛʣʷʜʥʦʝ ʦʧʠʩʘʥʠʝ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʧʦʤʦʞʝʪ ʚʘʤ 

ʧʦʥʷʪʴ ʠ ʦʩʚʦʠʪʴ ʚʩʶ ʧʨʦʮʝʜʫʨʫ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ SenseLock EL. ɻʦʪʦʚʳʡ 

ʧʨʠʤʝʨ ʜʦʩʪʫʧʝʥ ʚ ʢʘʪʘʣʦʛʝ  %SDK%\samples\DeveloperManual\Chap3. 

 

3.1. ɼʝʤʦʥʩʪʨʘʮʠʦʥʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʏʪʦʙʳ ʩʜʝʣʘʪʴ ʧʨʦʮʝʩʩ ʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʳ ʤʘʢʩʠʤʘʣʴʥʦ ʥʘʛʣʷʜʥʳʤ ʠ ʧʦʥʷʪʥʳʤ, ʤʳ 

ʚʳʙʨʘʣʠ ʧʨʦʩʪʝʡʰʠʡ ʘʣʛʦʨʠʪʤ ʩʦʨʪʠʨʦʚʢʠ ʤʘʩʩʠʚʘ ʤʝʪʦʜʦʤ ñʧʫʟʳʨʴʢʘò. ɼʦ ʟʘʱʠʪʳ 

ʘʣʛʦʨʠʪʤ ʚʳʛʣʷʜʝʣ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ʉʦʟʜʘʡʪʝ ʥʦʚʳʡ Win32 ʢʦʥʩʦʣʴʥʳʡ ʧʨʦʝʢʪ ʚ Microsoft Visual Studio, ʠ ʜʦʙʘʚʴʪʝ ʪʫʜʘ 

ʚʳʰʝʧʨʠʚʝʜʸʥʥʳʡ ʢʦʜ. ʉʦʭʨʘʥʠʪʝ ʧʨʦʝʢʪ, ʩʢʦʤʧʠʣʠʨʫʡʪʝ ʝʛʦ ʠ ʟʘʧʫʩʪʠʪʝ ʧʦʣʫʯʠʚʰʠʡʩʷ 

ʬʘʡʣ. ʈʝʟʫʣʴʪʘʪʦʤ ʝʛʦ ʨʘʙʦʪʳ ʙʫʜʝʪ ʦʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʤʘʩʩʠʚ. ʊʝʧʝʨʴ ʜʘʚʘʡʪʝ 

#include <stdlib.h>  

#include <stdio.h>  

#include <conio.h>  

/*bubb le sort function*/  

void bubble_sort(unsigned char *p, int len)  

{  

int i,j;  

unsigned char tmp;  

for (i=0;i<len - 1;i++)  

{  

for (j=0;j<len - i - 1;j++)  

{  

if (p[j] < p[j+1])  

{  

tmp = p[j];  

p[j] = p[j+1];  

p[j+1] = tmp;  

}  

}  

}  

}  

/*main procedure*/  

void main()  

{  

unsigned c har test[] = {4,3,8,2,9,7,1,5,0,6};  

int len = sizeof(test);  

int i;  

bubble_sort(test, len);  

printf("result: \ n");  

for (i=0;i<len;i++)  

{  

printf("%d ",test[i]);  

}  

}* pbBuff);  
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ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʘʣʛʦʨʠʪʤ ʩʦʨʪʠʨʦʚʢʠ ï ʵʪʦ ʠʤʝʥʥʦ ʪʦʪ ʘʣʛʦʨʠʪʤ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ 

ʟʘʱʠʪʠʪʴ ʠ ʩʧʨʷʪʘʪʴ ʚ ʢʣʶʯ SenseLock EL. 

3.2. ʇʝʨʝʥʦʩ ʢʦʜʘ 

ʇʝʨʝʜ ʧʝʨʝʥʦʩʦʤ ʢʦʜʘ ʚʳ ʜʦʣʞʥʳ ʚʳʙʨʘʪʴ ʢʦʤʧʠʣʷʪʦʨ ʷʟʳʢʘ ñʉʠò, ʩʦʚʤʝʩʪʠʤʳʡ ʩ 

SenseLock EL. ɼʣʷ ʵʪʦʛʦ ʧʨʠʤʝʨʘ ʚʳʙʨʘʥ ʢʦʤʧʠʣʷʪʦʨ Keil C51
4
. ɺ ʵʪʦʡ ʛʣʘʚʝ ʦʧʠʩʘʥʳ 

ʪʦʣʴʢʦ ʥʝʢʦʪʦʨʳʝ ʜʝʪʘʣʠ ʧʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʧʠʣʷʪʦʨʘ Keil C51. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʠ ʥʘʩʪʨʦʡʢʝ ʢʦʤʧʠʣʷʪʦʨʦʚ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʚ ɻʣʘʚʝ 5 

ñʋʢʘʟʘʥʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚò. 

3.2.1. ʉʦʟʜʘʥʠʝ ʧʨʦʝʢʪʘ SenseLock EL 

ɿʘʧʫʩʪʠʪʝ Keil ɛVision, ʚʳʙʝʨʠʪʝ ʚ ʤʝʥʶ ñProjectòŸ ñNew Projectéò ʠʤʷ ʧʨʦʝʢʪʘ 

ñDemo1.uv2ò ʠ ʩʦʭʨʘʥʠʪʝ ʝʛʦ ʥʘ ʚʘʰʝʤ ʞʝʩʪʢʦʤ ʜʠʩʢʝ. ɺ ʥʘʰʝʤ ʧʨʠʤʝʨʝ ʧʨʦʝʢʪ ʩʦʭʨʘʥʝʥ 

ʢʘʢ ñC:\s4demo\Demo1.uv2ò. 

 

ʊʝʧʝʨʴ ʚ ɛVision ʪʨʝʙʫʝʪʩʷ ʚʳʙʨʘʪʴ ʫʩʪʨʦʡʩʪʚʦ. ɺʳʙʝʨʠʪʝ ñIntelòŸ ñ8052Aò ʠʟ ʩʧʠʩʢʘ ʚ  

ñData Baseò. ʅʘ ʵʪʦʤ ʥʦʚʳʡ ʧʨʦʝʢʪ ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʩʦʟʜʘʥʥʳʤ ʫʩʧʝʰʥʦ. ʇʝʨʝʜ 

ʢʦʤʧʠʣʷʮʠʝʡ ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ. ɺʳʙʝʨʠʪʝ ʚ ʤʝʥʶ ñProjectò 

Ÿ ñOptions for Target1ò. ʅʘ ʩʪʨʘʥʠʮʝ ñTargetò ʫʩʪʘʥʦʚʠʪʝ ñMemory Modelò ʢʘʢ ñLarge: 

variables in XDATAò ʠ ʧʝʨʝʡʜʠʪʝ ʥʘ ʩʪʨʘʥʠʮʫ ñOutputò, ʘ ʟʘʪʝʤ ʚʳʙʝʨʠʪʝ ñCreate Hex 

Fileò. 

3.2.2. ʂʦʤʧʠʣʠʨʦʚʘʥʠʝ ʧʨʦʝʢʪʘ 

ʊʝʧʝʨʴ ʜʦʙʘʚʴʪʝ ʢʦʜ ʟʘʱʠʱʘʝʤʦʛʦ ʘʣʛʦʨʠʪʤʘ ʚ ʧʨʦʝʢʪ. ʉʦʟʜʘʡʪʝ ʥʦʚʳʡ ñ.cò ʬʘʡʣ ʩ 

ʠʤʝʥʝʤ s4_demo1.c ʠ ʩʢʦʧʠʨʫʡʪʝ ʬʫʥʢʮʠʶ bubble-sort() ʠʟ ʩʦʟʜʘʥʥʦʛʦ ʨʘʥʝʝ ʧʨʦʝʢʪʘ 

Microsoft Visual Studio ʚ s4_demo1.c, ʘ ʪʘʢʞʝ ʜʦʙʘʚʴʪʝ ʬʫʥʢʮʠʶ main(). ʀʩʭʦʜʥʳʡ ʪʝʢʩʪ 

s4_demo1.c ʧʨʠʚʝʜʸʥ ʥʠʞʝ: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                 
4
 ɼʝʤʦʥʩʪʨʘʮʠʦʥʥʳʝ ʧʨʠʤʝʨʳ ʚ ʵʪʦʡ ʛʣʘʚʝ ʤʦʛʫʪ ʙʳʪʴ ʩʢʦʤʧʠʣʠʨʦʚʘʥʳ ʚ ʣʶʙʦʤ ʢʦʤʧʠʣʷʪʦʨʝ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʝʤ SenseLock EL. 

#include ñses_v3.hò 

/*bubble sort function*/  

void bubble_sort(unsigned char *p, int len)  

{  

int i,j;  

unsigned char tmp;  

for (i=0;i<len - 1;i++)  

{  

for (j=0;j<len - i - 1;j++)  

{  

if (p[j] < p[j+1])  

{  

tmp = p[j];  

p[j] = p[j+1];  

p[j+1] = tmp;  

}  

}  

}  

}  
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ʇʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚʳʰʝ ʢʦʜ ʤʦʞʝʪ ʙʳʪʴ ʩʢʦʤʧʠʣʠʨʦʚʘʥ ʠ ʟʘʧʫʱʝʥ ʚʥʫʪʨʠ ʢʣʶʯʘ 

SenseLock EL. ʅʦ ʧʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʠʪʴ ʢ ʢʦʤʧʠʣʷʮʠʠ, ʤʳ ʜʘʜʠʤ ʥʝʙʦʣʴʰʦʝ ʦʧʠʩʘʥʠʝ 

ʧʨʦʝʢʪʘ.  

 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʘʣʛʦʨʠʪʤ, ʚʳʥʝʩʝʥʥʳʡ ʚ ʢʣʶʯ, ʤʦʛ ʧʨʠʥʠʤʘʪʴ ʜʘʥʥʳʝ ʠʟ PC ʠ ʦʪʧʨʘʚʣʷʪʴ 

ʦʙʨʘʪʥʦ ʨʝʟʫʣʴʪʘʪ ʩʚʦʠʭ ʚʳʯʠʩʣʝʥʠʡ, ʤʳ ʙʫʜʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʚʘ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ SenseLock EL ʤʘʢʨʦʩʘ (pbInBuff ʠ bInLen). 

 

pbInBuff ï ʫʢʘʟʳʚʘʝʪ ʥʘ ʧʦʣʫʯʝʥʥʳʡ ʙʫʬʝʨ ʩ ʜʘʥʥʳʤʠ 

bInLen ï ʩʦʜʝʨʞʠʪ ʜʣʠʥʫ ʧʨʠʥʷʪʳʭ ʜʘʥʥʳʭ 

 

ʂʦʜ ʬʫʥʢʮʠʠ bubble_sort() ʥʝ ʪʨʝʙʫʝʪ ʚʥʝʩʝʥʠʷ ʢʘʢʠʭ ʣʠʙʦ ʠʟʤʝʥʝʥʠʡ. ʆʥ ʧʦʣʥʦʩʪʴʶ 

ʠʜʝʥʪʠʯʝʥ ʬʫʥʢʮʠʠ bubble_sort() ʚ pc_demo1.c. ʕʪʦ ʷʚʣʷʝʪʩʷ ʦʯʝʥʴ ʚʘʞʥʦʡ ʦʩʦʙʝʥʥʦʩʪʴʶ 

ʢʣʶʯʝʡ SenseLock EL: ʧʦʜʜʝʨʞʢʘ ʩʪʘʥʜʘʨʪʥʦʛʦ ʷʟʳʢʘ ñCò. 

ʌʫʥʢʮʠʠ _set_responce() ʠ _exit() ʷʚʣʷʶʪʩʷ ʩʠʩʪʝʤʥʳʤʠ ʬʫʥʢʮʠʷʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʢʣʶʯʘ. ʆʥʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʧʝʨʝʜʘʯʠ ʨʝʟʫʣʴʪʘʪʦʚ ʠ ʚʳʭʦʜʘ ʠʟ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʚʥʫʪʨʠ ʢʣʶʯʘ ʤʦʜʫʣʷ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʵʪʠ ʬʫʥʢʮʠʠ ʦʧʠʩʘʥʳ ʚ ɻʣʘʚʝ 8 ñʆʧʠʩʘʥʠʝ 

ʬʫʥʢʮʠʡ SESò. 

 

ɼʣʷ ʙʦʣʴʰʝʛʦ ʫʜʦʙʩʪʚʘ, ʬʘʡʣ s4_demo1.c ʤʳ ʩʦʭʨʘʥʠʤ ʚ ʢʘʪʘʣʦʛʝ C:\s4demo. 

 

3.2.3. ʂʦʤʧʠʣʷʮʠʷ ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ ʧʨʦʝʢʪʘ 

ʇʝʨʝʜ ʪʝʤ, ʢʘʢ ʤʳ ʙʫʜʝʤ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʢʦʜ ʧʨʦʛʨʘʤʤʳ ʥʘ PC (pc_demo1.c), 

ʥʝʦʙʭʦʜʠʤʦ ʩʢʦʤʧʠʣʠʨʦʚʘʪʴ ʠ ʧʨʦʪʝʩʪʠʨʦʚʘʪʴ ʢʦʜ ʜʣʷ SenseLock EL. 

 

ɺ ʩʦʟʜʘʥʥʦʤ ʥʘʤʠ ʨʘʥʝʝ ʧʨʦʝʢʪʝ, ʚʳʙʝʨʠʪʝ ʤʝʥʶ ñProjectò Ÿ ñComponents, Environment 

and Booksò ʠ ʚ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʥʘʞʤʠʪʝ ñAdd Filesò, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ñs4_demo1.cò ʢ 

ʧʨʦʝʢʪʫ. ʊʘʢʞʝ ʜʦʙʘʚʴʪʝ ʢ ʧʨʦʝʢʪʫ ñSes51L.libò, ʧʦʩʪʘʚʣʷʝʤʳʡ ʚʤʝʩʪʝ ʩ SenseLock EL 

SDK
5
. ɼʣʷ ʢʦʤʧʠʣʷʮʠʠ ʧʨʦʝʢʪʘ ʚʳʙʝʨʠʪʝ ʤʝʥʶ ñProjectò > ñBuild targetò. ɽʩʣʠ 

ʢʦʤʧʠʣʷʮʠʷ ʧʨʦʡʜʸʪ ʫʩʧʝʰʥʦ, ʚ ʢʘʪʘʣʦʛʝ ñC:\s4demoò ʙʫʜʝʪ ʩʦʟʜʘʥ  ʬʘʡʣ ñdemo1.hexò. 

ʕʪʦʪ ʬʘʡʣ ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʢʦʤʧʠʣʷʮʠʠ, ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʤʘʰʠʥʥʳʡ ʢʦʜ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʠʩʧʦʣʥʝʥʠʷ ʚ ʢʣʶʯʝ SenseLock EL. 

 

ʊʝʧʝʨʴ ʚʳ ʤʦʞʝʪʝ ʪʝʩʪʠʨʦʚʘʪʴ ʠ ʦʪʣʘʞʠʚʘʪʴ ʧʦʣʫʯʝʥʥʳʡ ʢʦʜ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʠ ʜʝʪʘʣʴʥʦ 

ʧʨʦʮʝʜʫʨʘ ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʦʪʣʘʜʢʠ ʦʧʠʩʘʥʘ ʚ ɻʣʘʚʝ 4 ñʈʘʟʨʘʙʦʪʢʘ ʢʦʜʘ ʜʣʷ SenseLock ELò 

ʠ ʚ ɻʣʘʚʝ 5 ñʋʢʘʟʘʥʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚò. 

                                                 
5
 ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʩʢʦʧʠʨʦʚʘʪʴ ʬʘʡʣʳ ñSes51L.libò ʠ ñses_v3.hò ʚ ʨʘʙʦʯʠʡ ʢʘʪʘʣʦʛ. ɺ ʥʘʰʝʤ ʧʨʠʤʝʨʝ ʵʪʦ 

ʢʘʪʘʣʦʛ ñc:\s4demoò. 

/*SenseLock EL main procedure*/  

void main()  

{  

unsigned char *test = pbInBuff;  

int len = bInLen;  

bubb le_sort(test, len);  

_set_response(len,  test);  

_exit();  

}  
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3.2.4. ɿʘʛʨʫʟʢʘ ʢʦʜʘ ʚ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL 

ɼʣʷ ʟʘʛʨʫʟʢʠ ʠʩʧʦʣʥʷʝʤʦʛʦ ʤʦʜʫʣʷ ʚ ʵʣʝʢʪʨʦʥʥʳʡ ʢʣʶʯ SenseLock EL, ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʜʢʣʶʯʠʪʴ ʝʛʦ ʢ ʢʦʤʧʴʶʪʝʨʫ ʠ ʟʘʧʫʩʪʠʪʴ ñʋʪʠʣʠʪʫ ʪʝʩʪʠʨʦʚʘʥʠʷ SenseLock ELò. 

ʋʪʠʣʠʪʘ ñDevtest.exeò ʥʘʭʦʜʠʪʩʷ ʚ ʢʘʪʘʣʦʛʝ ñ%SDK%\Tools\ò. ɽʩʣʠ ʜʨʘʡʚʝʨ ʫʩʪʘʥʦʚʣʝʥ 

ʢʦʨʨʝʢʪʥʦ, ʪʦ ʫʪʠʣʠʪʘ ʫʢʘʞʝʪ ʫʥʠʢʘʣʴʥʳʡ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʠ ʥʘʡʜʝʥʥʦʛʦ 

ʢʣʶʯʘ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʡʜʝʥʥʦʤ ʢʣʶʯʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ 

ʧʫʥʢʪ ʤʝʥʶ ñʆʙʥʦʚʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝò (ʈʠʩʫʥʦʢ 3-1). 

 

 

ʈʠʩʫʥʦʢ 3-1 (ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʵʣʝʢʪʨʦʥʥʦʤ ʢʣʶʯʝ) 
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ɼʣʷ ʫʜʦʙʩʪʚʘ ʪʝʩʪʠʨʦʚʘʥʠʷ, ʤʳ ʧʦʚʪʦʨʥʦ ʧʨʦʠʟʚʝʜʸʤ ʠʥʠʮʠʘʣʠʟʘʮʠʶ ʢʣʶʯʘ ʠ ʩʦʟʜʘʥʠʝ 

ʥʦʚʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʣʶʯʘ SenseLock EL, ʚʳʙʨʘʚ ʦʧʮʠʶ ñʀʥʠʮʠʘʣʠʟʘʮʠʷò. 

ʇʨʝʜʧʦʣʦʞʠʤ ʯʪʦ ʤʳ ʟʘʛʨʫʞʘʝʤ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ ʬʘʡʣ ñdemo1.hexò (ʠʣʠ ñdemo1.binò). 

ID ʟʘʛʨʫʞʘʝʤʦʛʦ ʬʘʡʣʘ 0xD001. ʅʘʞʤʠʪʝ ñɿʘʛʨʫʟʠʪʴò ʠ ʟʘʧʦʣʥʠʪʝ ʚʩʝ ʦʧʮʠʠ 

ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʢʘʢ ʥʘ ʈʠʩʫʥʢʝ 3-2. 

 

 

ʈʠʩʫʥʦʢ 3-2 (ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʚ ʢʣʶʯ) 

 

ʇʨʦʛʨʘʤʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʦʠʟʚʝʜʸʪ ʚʳʯʠʩʣʝʥʠʝ ʨʘʟʤʝʨʘ ʩʦʟʜʘʚʘʝʤʦʛʦ ʬʘʡʣʘ. ɺ ʥʘʰʝʤ 

ʧʨʠʤʝʨʝ ʨʘʟʤʝʨ ʬʘʡʣʘ ʨʘʚʝʥ 399 ʙʘʡʪ. ɺʳ ʤʦʞʝʪʝ ʚʚʝʩʪʠ ʙʦʣʴʰʝʝ ʟʥʘʯʝʥʠʝ ʥʘ ʪʦʪ ʩʣʫʯʘʡ, 

ʝʩʣʠ ʚʘʰ ʟʘʛʨʫʞʘʝʤʳʡ ʬʘʡʣ ʚ ʙʫʜʫʱʝʤ ʤʦʞʝʪ ʩʪʘʪʴ ʙʦʣʴʰʝʛʦ ʨʘʟʤʝʨʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʚʳ 

ʩʤʦʞʝʪʝ ʧʝʨʝʟʘʧʠʩʘʪʴ ʬʘʡʣ, ʚʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʦʧʮʠʝʡ ñʇʝʨʝʟʘʧʠʩʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ 

ʬʘʡʣò. 
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3.2.5. ʀʟʤʝʥʝʥʠʝ ʢʦʜʘ ʧʨʦʛʨʘʤʤʳ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʬʫʥʢʮʠʷ bubble_sort() ʧʝʨʝʥʝʩʝʥʘ ʚ ʢʣʶʯ SenseLock EL, ʤʳ ʜʦʣʞʥʳ 

ʫʜʘʣʠʪʴ ʝʸ ʠʟ ʬʘʡʣʘ ñpc_demo1.cò. ʊʘʢʞʝ ʤʳ ʟʘʤʝʥʠʤ ʚʳʟʦʚ bubble_sort() ʚ main() ʥʘ 

ʚʳʟʦʚ ʠʩʧʦʣʥʷʝʤʦʛʦ ʤʦʜʫʣʷ ʚ ʢʣʶʯʝ. ʄʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ʢʦʜ ʚʳʛʣʷʜʠʪ ʩʣʝʜʫʶʱʠʤ 

ʦʙʨʘʟʦʤ: 

 

ʂʨʘʩʥʳʤ ʮʚʝʪʦʤ ʚʳʜʝʣʝʥʳ ʤʝʩʪʘ ʤʦʜʠʬʠʢʘʮʠʡ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʬʘʡʣʘ. ʄʳ 

ʤʦʜʠʬʠʮʠʨʦʚʘʣʠ ʪʨʠ ʤʝʩʪʘ: 

 

 ɼʦʙʘʚʠʣʠ ʧʦʜʜʝʨʞʢʫ ʬʫʥʢʮʠʡ ʢʣʶʯʘ SenseLock EL, ʚʢʣʶʯʠʚ ʬʘʡʣ-ʟʘʛʦʣʦʚʦʢ 

ñsense4.hò, ʚ ʢʦʪʦʨʳʡ ʦʧʠʩʳʚʘʝʪ ʙʠʙʣʠʦʪʝʢʫ API ʬʫʥʢʮʠʡ (ñsense4.libò + 

ñsense4.dllò ʠʣʠ ñsense4st.libò). 

 

 ʋʜʘʣʠʣʠ ʧʝʨʝʥʝʩʸʥʥʫʶ ʚ ʢʣʶʯ ʯʘʩʪʴ ʢʦʜʘ ʠ ʜʦʙʘʚʠʣʠ ʬʫʥʢʮʠʶ ʚʳʟʦʚʘ ʢʣʶʯʘ 
SenseLock EL ñcall_sense4()ò. 

 

 ɼʦʙʘʚʠʣʠ ʚʳʟʦʚ ʚʥʫʪʨʝʥʥʝʛʦ EXF, ʠʩʧʦʣʥʷʝʤʦʛʦ ʚ ʢʣʶʯʝ SenseLock EL ʤʦʜʫʣʷ, ʩ 

ʧʝʨʝʥʝʩʸʥʥʳʤ ʪʫʜʘ ʘʣʛʦʨʠʪʤʦʤ bubble_sort(). 

 

ɼʣʷ ʙʦʣʴʰʝʡ ʥʘʛʣʷʜʥʦʩʪʠ ʠ ʫʜʦʙʩʪʚʘ, ʤʳ ʥʝ ʧʨʠʚʦʜʠʤ ʚ ʵʪʦʤ ʧʨʠʤʝʨʝ ʢʦʜ ʬʫʥʢʮʠʠ 

call_sense4(). ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʦʙ ʵʪʦʡ ʬʫʥʢʮʠʠ ʥʠʞʝ. 

ʊʘʢʞʝ ʩʪʦʠʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʚ ʬʫʥʢʮʠʠ main() ʙʳʣʘ ʧʨʦʠʟʚʝʜʝʥʘ ʚʩʝʛʦ ʣʠʰʴ ʦʜʥʘ 

ʤʦʜʠʬʠʢʘʮʠʷ ʢʦʜʘ.  

 

 

 

#include <stdlib.h>  

#include <stdio.h>  

#include <conio.h>  

#include ñsense4.hò 

/*  ʌʫʥʢʮʠʷ bubble_ sort ʫʜʘʣʝʥʘ. ɼʦʙʘʚʣʝʥʳ ʚʳʟʦʚʳ API  ʬʫʥʢʮʠʡ 

SenseLock  EL*/  

void call_sense4(char *, unsigned char *, in t);  

/*main procedure*/  

void main()  

{  

unsigned char test[] = {4,3,8,2,9,7,1,5,0,6};  

int len = sizeof(test);  

int i;  

call_sense4(ñd001ò, test, len); 

printf("result: \ n");  

for (i=0;i<len;i++)  

{  

printf("%d ",test[i]);  

}  

}  

 

void call_sense4(char *fid, unsigned ch ar *buff, int len)  

{  

/* ɼʣʷ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʤʦʪʨʠʪʝ ʢʦʤʤʝʥʪʘʨʠʠ */  

}  
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ɿʘʤʝʪʢʘ: ʆ ʬʫʥʢʮʠʠ call_sense4() 

ɺ ʵʪʦʤ ʧʨʠʤʝʨʝ ʬʫʥʢʮʠʷ call_sense4() ʦʩʫʱʝʩʪʚʣʷʝʪ ʟʘʧʫʩʢ ʚ ʢʣʶʯʝ SenseLock EL EXF ʬʘʡʣʘ ʩ 

ID 0xD001, ʘ ʪʘʢʞʝ ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ ʠʟ ʤʘʩʩʠʚʘ ñtestò ʜʣʠʥʦʡ ñlenò, ʧʦʣʫʯʘʝʪ ʨʝʟʫʣʴʪʘʪ ʠ 

ʧʝʨʝʤʝʱʘʝʪ ʝʛʦ ʚ ʤʘʩʩʠʚ ñtestò. ʌʫʥʢʮʠʷ call_sense4() ʥʝ ʷʚʣʷʝʪʩʷ ʫʥʠʚʝʨʩʘʣʴʥʦʡ API 

ʬʫʥʢʮʠʝʡ, ʧʨʝʜʣʘʛʘʝʤʦʡ SDK. ʆʩʥʦʚʥʘʷ ʮʝʣʴ ʵʪʦʡ ʬʫʥʢʮʠʠ ï ʵʪʦ ʧʦʚʳʩʠʪʴ ʫʜʦʙʦʯʠʪʘʝʤʦʩʪʴ 

ʠʩʭʦʜʥʦʛʦ ʪʝʢʩʪʘ. 

ʌʘʢʪʠʯʝʩʢʠ, ʯʪʦʙʳ ʧʨʦʠʟʚʝʩʪʠ ʚʳʟʦʚ EXF ʬʫʥʢʮʠʠ ʚ ʢʣʶʯʝ SenseLock EL, ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʧʦʣʥʠʪʴ ʮʝʣʳʡ ʨʷʜ ʩʪʘʥʜʘʨʪʥʳʭ ʦʧʝʨʘʮʠʡ: ʧʦʣʫʯʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʢʣʶʯʝʡ, 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʥʫʞʥʳʡ ʢʣʶʯ, ʦʪʢʨʳʪʴ ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ, ʚʦʡʪʠ ʚ ʥʝʦʙʭʦʜʠʤʳʡ ʢʘʪʘʣʦʛ, 

ʘʚʪʦʨʠʟʦʚʘʪʴ ʜʦʩʪʫʧ ʧʦ PIN ʢʦʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʧʫʩʪʠʪʴ ʥʘ ʚʳʧʦʣʥʝʥʠʝ EXF ʤʦʜʫʣʴ, ʟʘʢʨʳʪʴ 

ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ. ʄʳ ʥʝ ʨʝʢʦʤʝʥʜʫʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʬʫʥʢʮʠʶ ʚ ʚʘʰʠʭ ʨʘʟʨʘʙʦʪʢʘʭ. ɹʦʣʝʝ 

ʧʦʜʨʦʙʥʦ ʦ ʪʦʤ, ʢʘʢ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʪʴ ʬʫʥʢʮʠʶ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ, ʯʠʪʘʡʪʝ ʚ ɻʣʘʚʝ 9 

ñʆʧʠʩʘʥʠʝ APIò ʠ ʚ ɻʣʘʚʝ 4 ñʈʘʟʨʘʙʦʪʢʘ ʢʦʜʘ ʜʣʷ SenseLock ELò. 

 

ʀʩʭʦʜʥʳʝ ʪʝʢʩʪʳ ʬʫʥʢʮʠʠ call_sense4(): 

void call_sense4(char *fid, unsigned char *buff, int len) 

{  

SENSE4_CONTEXT ctx = {0}; 

SENSE4_CONTEXT *pctx = NULL; 

unsigned long size = 0; 

unsigned long ret = 0; 

S4Enum(pctx, &size); 

if (size == 0) 

{  

printf("SenseLock EL not found!\n"); 

return; 

}  

pctx = (SENSE4_CONTEXT *)malloc(size); 

if (pctx == NULL) 

{  

printf("Not enough memory!\n"); 

return; 

}  

ret = S4Enum(pctx, &size); 

if (ret != S4_SUCCESS) 

{  

printf("Enumerate SenseLock EL error!\n"); 

free(pctx); 

return; 

}  

memcpy(&ctx, pctx, sizeof(SENSE4_CONTEXT)); 

free(pctx); 

pctx = NULL; 

ret = S4Open(&ctx); 

if (ret != S4_SUCCESS) 

{  

printf("Open SenseLock EL failed!\n"); 

return; 

}  

ret = S4ChangeDir(&ctx, "\\"); 

if (ret != S4_SUCCESS) 

{  

printf("No root directory found!\n"); 

S4Close(&ctx); 
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ʉʢʦʧʠʨʫʡʪʝ ʬʘʡʣʳ ñsense4.hò ʠ ñsense4st.libò ʠʟ SDK ʚ ʢʘʪʘʣʦʛ ñc:\s4demo\win32ò. 

ɼʦʙʘʚʴʪʝ ʠʭ ʢ ʧʨʦʝʢʪʫ ʠ ʧʝʨʝʢʦʤʧʠʣʠʨʫʡʪʝ ʝʛʦ. 

 

3.2.6. ʊʝʩʪʠʨʦʚʘʥʠʝ ʨʝʟʫʣʴʪʘʪʘ ʟʘʱʠʪʳ 

ʊʝʧʝʨʴ, ʟʘʚʝʨʰʠʚ ʚʩʝ ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ ʰʘʛʠ, ʤʳ ʟʘʢʦʥʯʠʣʠ ʧʝʨʝʥʦʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʜʘ ʚ 

ʢʣʶʯ ʠ ʛʦʪʦʚʳ ʧʨʦʪʝʩʪʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪ. ʇʦʜʩʦʝʜʠʥʠʪʝ ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠ 

ʟʘʧʨʦʛʨʘʤʤʠʨʦʚʘʥʥʳʡ ʢʣʶʯ SenseLock EL ʢ ʢʦʤʧʴʶʪʝʨʫ ʠ ʟʘʧʫʩʪʠʪʝ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʝ 

ʥʘ PC ʧʨʠʣʦʞʝʥʠʝ ñdemo1.exeò. ɽʩʣʠ ʚʩʸ ʩʜʝʣʘʥʦ ʧʨʘʚʠʣʴʥʦ, ʤ  rʧʦʣʫʯʠʤ ʨʝʟʫʣʴʪʘʪ: 

 

result: 

9 8 7 6 5 4 3 2 1 0 

 

ʊʝʧʝʨʴ ʦʪʩʦʝʜʠʥʠʪʝ ʢʣʶʯ ʦʪ ʢʦʤʧʴʶʪʝʨʘ ʠ ʧʦʚʪʦʨʥʦ ʟʘʧʫʩʪʠʪʝ ʧʨʠʣʦʞʝʥʠʝ ñdemo1.exeò. 

ʄʳ ʧʦʣʫʯʠʤ ʦʰʠʙʢʫ ʠʩʧʦʣʥʝʥʠʷ: 

 

SenseLock EL not found! 

result: 

4 3 8 2 9 7 1 5 0 6 

  

return; 

}  

ret = S4VerifyPin(&ctx, "12345678", 8, S4_USER_PIN); 

if (ret != S4_SUCCESS) 

{  

printf("Verify user PIN failed!\n"); 

S4Close(&ctx); 

return; 

}  

ret = S4Execute(&ctx, fid, buff, len, buff, len, &size); 

if (ret != S4_SUCCESS) 

{  

printf("Execute SenseLock EL exe failed!\n"); 

S4Close(&ctx); 

return; 

}  

S4Close(&ctx); 

return; 

}  



 

    ȭȦȴ ñȷɋɐɢɤɑɣɇò 

 

26 ʈʫʢʦʚʦʜʩʪʚʦ ʨʘʟʨʘʙʦʪʯʠʢʘ SenseLock EL 

3.3. ɸʥʘʣʠʟ ʩʪʨʫʢʪʫʨʳ ʧʨʦʛʨʘʤʤʳ 

 

 ʇʨʝʞʜʝ ʯʝʤ ʤʳ ʥʘʯʘʣʠ ʧʨʦʮʝʩʩ ʟʘʱʠʪʳ ʜʝʤʦʥʩʪʨʘʮʠʦʥʥʦʡ ʧʨʦʛʨʘʤʤʳ, ʝʸ ʢʦʜ ʩʦʜʝʨʞʘʣ 

ʜʚʝ ʬʫʥʢʮʠʠ: ʦʩʥʦʚʥʫʶ main() ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ bubble_sort(). ʇʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʟʘʱʠʪʳ 

ʚʝʩʴ ʢʦʜ ʩʦʜʝʨʞʠʪ ʯʝʪʳʨʝ ʬʫʥʢʮʠʠ: ʜʚʝ ʬʫʥʢʮʠʠ ʚ PC ʧʨʦʛʨʘʤʤʝ (ʦʩʥʦʚʥʘʷ ʬʫʥʢʮʠʷ 

main() ʠ ʬʫʥʢʮʠʷ ʚʳʟʦʚʘ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ call_sense4()) ʠ ʜʚʝ ʬʫʥʢʮʠʠ ʚ ʵʣʝʢʪʨʦʥʥʦʤ 

ʢʣʶʯʝ (ʬʫʥʢʮʠʷ main() ʠ ʬʫʥʢʮʠʷ bubble_sort()). ʈʠʩʫʥʦʢ 3-3 ʵʪʦ ʥʘʛʣʷʜʥʦ ʠʣʣʶʩʪʨʠʨʫʝʪ: 

 

ʈʠʩʫʥʦʢ 3-3 (ʉʪʨʫʢʪʫʨʥʘʷ ʩʭʝʤʘ ʟʘʱʠʪʳ ʜʝʤʦʥʩʪʨʘʮʠʦʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ). 

 

ɿʘʤʝʪʠʤ, ʯʪʦ ʢʦʜ ʟʘʱʠʪʳ ʥʘʧʦʤʠʥʘʝʪ ʩʠʩʪʝʤʫ ʂʣʠʝʥʪ-ʉʝʨʚʝʨ. SenseLock EL ʚ ʥʘʰʝʤ 

ʩʣʫʯʘʝ ʵʢʚʠʚʘʣʝʥʪʝʥ ñʉʝʨʚʝʨʫò, ʘ ñcall_sense4()ò ʚ PC ʧʨʦʛʨʘʤʤʝ ʠ ñmain()ò ʚ ʢʣʶʯʝ 

SenseLock EL ʚʳʧʦʣʥʷʶʪ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʫʶ ʨʦʣʴ.  

  

SenseLock EL 

ɿʘʱʠʱʝʥʥʘʷ ʚʝʨʩʠʷ 

main() 

call_sense4() 

exit 

ʅʝʟʘʱʠʱʝʥʥʘʷ 

ʚʝʨʩʠʷ 

main() 

bubble_sort() 

exit 

bubble_sort() 

main() 
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4. ʈʘʟʨʘʙʦʪʢʘ ʢʦʜʘ ʜʣʷ SenseLock EL 
ʀʟ ʧʨʝʜʳʜʫʱʝʡ ʛʣʘʚʳ ʚʳ ʫʟʥʘʣʠ, ʯʪʦ ʨʘʟʨʘʙʦʪʢʘ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ 

SenseLock EL ʪʨʝʙʫʝʪ ʨʝʰʝʥʠʷ ʜʚʫʭ ʟʘʜʘʯ: ʢʦʤʧʠʣʠʨʦʚʘʥʠʝ ʢʦʜʘ, ʠʩʧʦʣʥʷʝʤʦʛʦ ʚ ʢʣʶʯʝ, 

ʠ ʢʦʤʧʠʣʠʨʦʚʘʥʠʝ ʢʦʜʘ, ʠʩʧʦʣʥʷʝʤʦʛʦ ʥʘ PC ʠ ʦʩʫʱʝʩʪʚʣʷʶʱʝʛʦ ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ. ɺ ʵʪʦʡ 

ʛʣʘʚʝ ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʦʪʨʝʥʦ ʩʦʟʜʘʥʠʝ ʠ ʢʦʤʧʠʣʠʨʦʚʘʥʠʝ ʢʦʜʘ ʜʣʷ ʠʩʧʦʣʥʝʥʠʷ ʚʥʫʪʨʠ 

ʢʣʶʯʘ, ʪʝʩʪʠʨʦʚʘʥʠʝ ʧʦʣʫʯʝʥʥʦʛʦ ʢʦʜʘ ʠ ʨʘʙʦʪʘ ʩ SenseLock EL ʯʝʨʝʟ API. 

4.1. ʂʦʤʧʠʣʠʨʦʚʘʥʠʝ ʢʦʜʘ ʜʣʷ SenseLock EL 

ʉʦʟʜʘʥʠʝ ʠʩʧʦʣʥʷʝʤʳʭ ʤʦʜʫʣʝʡ ʜʣʷ ʢʣʶʯʘ SenseLock EL ʪʨʝʙʫʝʪ ʦʧʨʝʜʝʣʸʥʥʳʭ ʥʘʚʳʢʦʚ 

ʠ ʟʥʘʥʠʡ ʩʪʘʥʜʘʨʪʥʦʛʦ ʷʟʳʢʘ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ñʉʠò. ɽʩʣʠ ʚʳ ʫʞʝ ʟʥʘʢʦʤʳ ʩ 

ʨʘʟʨʘʙʦʪʢʦʡ ʧʨʦʛʨʘʤʤ ʥʘ ʷʟʳʢʝ ñʉʠò ʜʣʷ PC ʧʣʘʪʬʦʨʤ, ʤʘʪʝʨʠʘʣ ʚ ʵʪʦʡ ʛʣʘʚʝ ʙʫʜʝʪ ʜʣʷ 

ʚʘʩ ʦʯʝʥʴ ʧʨʦʩʪʳʤ ʚ ʧʦʥʠʤʘʥʠʠ. 

 

ɺ ʧʝʨʚʦʡ ʛʣʘʚʝ ʤʳ ʫʧʦʤʠʥʘʣʠ, ʯʪʦ ʫ ʢʣʶʯʘ SenseLock EL ʝʩʪʴ ʜʚʘ ʚʠʜʘ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʦʚ: VM ʠ XA, ʢʦʪʦʨʳʝ ʠʩʧʦʣʥʷʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: ʚʠʨʪʫʘʣʴʥʘʷ 

ʤʘʰʠʥʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʝ ʧʨʠʣʦʞʝʥʠʝ ʩʤʘʨʪ-ʢʘʨʪʳ. ʂʦʜ, ʩʦʟʜʘʥʥʳʡ ʚ ʢʦʤʧʠʣʷʪʦʨʝ Keil 

ʠʣʠ SDCC, ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʢʣʶʯʝ ʩ ʧʦʤʦʱʴʶ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ VM51. ʂʦʜ, ʩʦʟʜʘʥʥʳʡ 

ʢʦʤʧʠʣʷʪʦʨʦʤ Raisonance RKit, ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʨʝʞʠʤʝ XA. ɼʘʣʝʝ ʚ ʪʝʢʩʪʝ ʤʳ ʙʫʜʝʤ 

ʥʘʟʳʚʘʪʴ ʠʩʧʦʣʥʷʝʤʳʝ ʚ ʢʣʶʯʝ ʬʘʡʣʳ ʩʦʢʨʘʱʝʥʥʦ EXF. 

 

ɼʣʷ ʨʘʟʥʳʭ ʢʦʤʧʠʣʷʪʦʨʦʚ ʠ ʨʝʞʠʤʦʚ ʟʘʧʫʩʢʘ ʪʨʝʙʫʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʩʧʝʮʠʬʠʯʝʩʢʠʝ 

ʧʨʠʸʤʳ ʨʘʟʨʘʙʦʪʢʠ ʠʩʭʦʜʥʳʭ ʪʝʢʩʪʦʚ. ɹʦʣʝʝ ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʚʳ ʥʘʡʜʸʪʝ ʚ ɻʣʘʚʝ 5 

ñʋʢʘʟʘʥʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚò. ʇʨʠʚʦʜʠʤʳʝ ʥʘʤʠ ʧʨʠʤʝʨʳ ʷʚʣʷʶʪʩʷ 

ʫʥʠʚʝʨʩʘʣʴʥʳʤʠ, ʙʫʜʫʪ ʧʦʥʠʤʘʪʴʩʷ ʚʩʝʤʠ ʢʦʤʧʠʣʷʪʦʨʘʤʠ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʦʜʠʥʘʢʦʚʫʶ 

ʨʘʙʦʪʫ ʚ ʦʙʦʠʭ ʨʝʞʠʤʘʭ. 

4.1.1. ʉʪʨʫʢʪʫʨʘ ʢʦʜʘ 

ʊʠʧʠʯʥʘʷ ʩʪʨʫʢʪʫʨʘ, ʠʩʧʦʣʥʷʝʤʦʛʦ ʚ ʢʣʶʯʝ SenseLock EL ʢʦʜʘ, ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʠʞʝ: 

 

ʇʨʦʛʨʘʤʤʘ, ʥʘʧʠʩʘʥʥʘʷ ʥʘ ʩʪʘʥʜʘʨʪʥʦʤ ʷʟʳʢʝ ñʉʠò, ʩʦʩʪʦʠʪ ʠʟ ʦʩʥʦʚʥʦʡ ʬʫʥʢʮʠʠ main() 

ʠ ʥʝʩʢʦʣʴʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ. ʆʩʥʦʚʥʘʷ ʬʫʥʢʮʠʷ ʷʚʣʷʝʪʩʷ ʪʦʯʢʦʡ ʚʭʦʜʘ ʚ 

ʧʨʦʛʨʘʤʤʫ. 

 

 #include ñses_v3.hò 

 

ses_v3.h ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʚʥʫʪʨʝʥʥʠʭ ʨʘʩʰʠʨʝʥʠʡ ʩʠʩʪʝʤʳ SenseLock EL. ɺʳ 

ʜʦʣʞʥʳ ʚʢʣʶʯʘʪʴ ʵʪʦʪ ʬʘʡʣ ʚʦ ʚʩʝ ʠʩʭʦʜʥʳʝ ʪʝʢʩʪʳ EXF ʤʦʜʫʣʝʡ. ɸʙʙʨʝʚʠʘʪʫʨʘ 

SES ʨʘʩʰʠʬʨʦʚʳʚʘʝʪʩʷ ʢʘʢ ñSystem Extension Serviceò ʠʣʠ ñʩʠʩʪʝʤʥʳʝ ʬʫʥʢʮʠʠ 

#include ñses_v3.hò 

void foo ()  

{  

/* ʂʦʜ ʬʫʥʢʮʠʠ. */  

return;  

}  

void main()  

{  

/* ʂʦʜ ʠʥʠʮʠʘʣʠʟʘʮʠʠ. */  

foo();  

_exit();  

}  
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SenseLock ELò. ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʢʣʶʯʘ SenseLock EL ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʥʘʤ 

ʙʦʣʝʝ ʩʪʘ ʬʫʥʢʮʠʡ ʨʘʟʣʠʯʥʦʛʦ ʥʘʟʥʘʯʝʥʠʷ: ʨʘʙʦʪʘ ʩ ʬʘʡʣʘʤʠ, ʨʘʙʦʪʘ ʩ ʪʘʡʤʝʨʦʤ ʠ 

ʯʘʩʘʤʠ, ʦʧʝʨʘʮʠʠ ʚʚʦʜʘ ʠ ʚʳʚʦʜʘ, ʤʘʪʝʤʘʪʠʯʝʩʢʠʝ ʦʧʝʨʘʮʠʠ ʠ ʪ.ʜ. ɺʩʝ ʩʠʩʪʝʤʥʳʝ 

ʬʫʥʢʮʠʠ ʥʘʯʠʥʘʶʪʩʷ ʩʦ ʟʥʘʢʘ ʧʦʜʯʸʨʢʠʚʘʥʠʷ ñ_ò. ɹʦʣʝʝ ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ SES 

ʬʫʥʢʮʠʡ ʩʤʦʪʨʠʪʝ ʚ ɻʣʘʚʝ 8 ñʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ SESò. 

 

 ɿʘʚʝʨʰʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

 

ɺ  r ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʩʠʩʪʝʤʥʫʶ ʬʫʥʢʮʠʶ _exit() ʚ ʣʶʙʫʶ ʯʘʩʪʴ ʢʦʜʘ ʜʣʷ 

ʟʘʚʝʨʰʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ. ɿʘʤʝʪʠʤ ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʧʝʨʘʪʦʨʘ ñreturnò 

ʚ ʦʩʥʦʚʥʦʡ ʬʫʥʢʮʠʠ ʥʝ ʤʦʞʝʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʛʦ ʚʳʭʦʜʘ ʠʟ ʧʨʦʛʨʘʤʤʳ. 

ʇʦʵʪʦʤʫ ʜʣʷ ʚʳʭʦʜʘ ʜʦʣʞʥʘ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ SES ʬʫʥʢʮʠʷ _exit(). ʕʪʦ ʥʝʙʦʣʴʰʦʝ 

ʦʪʣʠʯʠʝ ʦʪ ʩʪʘʥʜʘʨʪʥʦʛʦ ʷʟʳʢʘ ñʉʠò. 

 

4.1.2. ɺʚʦʜ ʠ ʚʳʚʦʜ ʜʘʥʥʳʭ 

 

ʆʩʥʦʚʥʦʡ ʮʝʣʴʶ ʥʘʧʠʩʘʥʠʷ ʠʩʧʦʣʥʷʝʤʳʭ ʤʦʜʫʣʝʡ, ʷʚʣʷʝʪʩʷ ʟʘʱʠʪʘ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʬʫʥʢʮʠʦʥʘʣʘ ʧʨʦʛʨʘʤʤʝ, 

ʟʘʧʫʩʢʘʝʤʦʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ʉʚʷʟʴ ʤʝʞʜʫ ʢʣʶʯʦʤ ʠ ʢʦʤʧʴʶʪʝʨʦʤ ʜʦʩʪʠʛʘʝʪʩʷ ʟʘ ʩʯʸʪ 

ñʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʙʫʬʝʨʘò, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʩʧʝʮʠʘʣʴʥʦʡ ʚʳʜʝʣʝʥʥʦʡ ʦʙʣʘʩʪʴʶ ʚ 

ʧʘʤʷʪʠ ʢʣʶʯʘ. ɼʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʠʟ ʢʦʤʧʴʶʪʝʨʘ ʚ SenseLock EL ʠ ʦʙʨʘʪʥʦ, ʭʨʘʥʷʪʩʷ 

ʚ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʤ ʙʫʬʝʨʝ.  

 

ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʠʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʙʫʬʝʨʘ ʩʦʟʜʘʥʳ ʜʚʘ ʤʘʢʨʦʩʘ, ʦʧʠʩʘʥʥʳʝ ʚ 

ñses_v3.hò. ʆʜʠʥ ʠʟ ʥʠʭ pbInBuff, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʫʢʘʟʘʪʝʣʴ ʥʘ 

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ, ʠ ʚʪʦʨʦʡ bInLen, ʢʦʪʦʨʳʡ ʨʘʚʝʥ ʜʣʠʥʝ ʧʨʠʥʷʪʳʭ ʜʘʥʥʳʭ ʠʟ 

PC. ʆʛʨʘʥʠʯʝʥʠʝ ʚʥʫʪʨʝʥʥʝʡ ʘʨʭʠʪʝʢʪʫʨʳ SenseLock EL ʥʝ ʜʦʧʫʩʢʘʝʪ, ʯʪʦʙʳ ʢʦʣʠʯʝʩʪʚʦ 

ʜʘʥʥʳʭ ʚ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʤ ʙʫʬʝʨʝ ʧʨʝʚʳʰʘʣʦ 250 ʙʘʡʪ (ʜʣʷ EXF ʤʦʜʫʣʝʡ ʚ ʨʝʞʠʤʝ 

VM) ʠʣʠ 248 ʙʘʡʪ (ʜʣʷ EXF ʤʦʜʫʣʝʡ ʚ ʨʝʞʠʤʝ XA). ɼʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʜʣʠʥʦʡ ʙʦʣʝʝ 

250 ʙʘʡʪ ʥʝʦʙʭʦʜʠʤʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʧʝʨʝʜʘʯʫ ʟʘ ʥʝʩʢʦʣʴʢʦ ʨʘʟ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʵʪʦʪ ʤʝʪʦʜ 

ʨʘʩʩʤʦʪʨʝʥ ʚ ʧʘʨʘʛʨʘʬʝ  ñʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠò, ʨʘʟʜʝʣ ñʆʙʱʘʷ ʧʘʤʷʪʴò. 

 

ʂʦʛʜʘ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʜʘʪʴ ʜʘʥʥʳʝ ʠʟ ʢʣʶʯʘ SenseLock EL ʥʘ ʢʦʤʧʴʶʪʝʨ, ʩʣʝʜʫʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ SES ʬʫʥʢʮʠʶ _set_response(). ʆʥʘ ʧʨʦʠʟʚʦʜʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʢʦʧʠʨʦʚʘʥʠʝ 

ʫʢʘʟʘʥʥʳʭ ʜʘʥʥʳʭ ʚ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ, ʢʦʪʦʨʳʝ ʚʧʦʩʣʝʜʩʪʚʠʠ ʙʫʜʫʪ ʧʦʣʫʯʝʥʳ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ. ʉʪʦʠʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʪʦʣʴʢʦ ʧʦʩʣʝʜʥʠʡ ʚʳʟʦʚ _set_response() ʙʫʜʝʪ 

ʵʬʬʝʢʪʠʚʥʳʤ. ʇʨʠʚʝʜʸʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʧʦʢʘʟʳʚʘʝʪ, ʢʘʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʤʫʥʠʢʘʮʠʷ 

ʤʝʞʜʫ ʢʣʶʯʦʤ SenseLock EL ʠ ʢʦʤʧʴʶʪʝʨʦʤ. 

  

#include ñses_v3.hò 

#include ñstring.hò 

unsigned char output[256];  

unsigned char input[256];  

void main()  

{  

int input_len = bInLen;  

int output_len = 0;  

memcpy(input,  pbInBuff, input_len);  
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ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʵʪʦʤ ʧʨʠʤʝʨʝ ʩʪʘʥʜʘʨʪʥʫʶ ʬʫʥʢʮʠʶ ʷʟʳʢʘ ñʉʠò 

memcpy(), ʤʳ ʚʢʣʶʯʠʣʠ ʚ ʠʩʭʦʜʥʳʡ ʪʝʢʩʪ ʬʘʡʣ-ʟʘʛʦʣʦʚʦʢ ñstrings.hò. ʂʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ 

ʙʫʬʝʨ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʧʘʤʷʪʠ, ʧʦʵʪʦʤʫ ʧʝʨʝʜʘʚʘʝʤʳʝ ʠʟ ʢʣʶʯʘ ʜʘʥʥʳʝ ʥʝʦʙʭʦʜʠʤʦ 

ʢʦʧʠʨʦʚʘʪʴ ʚ ʙʫʬʝʨ ʩʪʘʥʜʘʨʪʥʳʤʠ ʤʝʪʦʜʘʤʠ ʠ ʬʫʥʢʮʠʷʤʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʧʘʤʷʪʴʶ. 

 

4.1.3. ʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠ 

 

ʂʣʶʯ SenseLock EL ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʙʦʣʝʝ 2 ʢʠʣʦʙʘʡʪ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ (RAM), ʦʜʥʘʢʦ 

ʵʪʦ ʥʘʤʥʦʛʦ ʤʝʥʴʰʝ, ʯʝʤ ʧʘʤʷʪʴ ʥʘ PC.  

 

ɺʳ ʜʦʣʞʥʳ ʵʬʬʝʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʝʨʘʪʠʚʥʫʶ ʧʘʤʷʪʴ ʠ ʚʩʝʛʜʘ ʧʦʤʥʠʪʴ ʦ ʝʸ 

ʥʝʙʦʣʴʰʦʤ ʨʘʟʤʝʨʝ. ʉʪʨʫʢʪʫʨʘ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʢʣʶʯʘ ʟʘʚʠʩʠʪ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʚʘʤʠ 

ʢʦʤʧʠʣʷʪʦʨʘ ʠ ʤʦʞʝʪ ʠʤʝʪʴ ʥʝʢʦʪʦʨʳʝ ʨʘʟʣʠʯʠʷ.  

 

1 ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʧʘʤʷʪʠ 
 

ɺ ʨʝʞʠʤʝ VM ʦʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ ʨʘʟʜʝʣʝʥʘ ʥʘ ʜʚʝ ʯʘʩʪʠ: ʚʥʫʪʨʝʥʥʷʷ ʠ ʚʥʝʰʥʷʷ RAM. 

ɺʥʫʪʨʝʥʥʷʷ ʧʘʤʷʪʴ ʩʦʩʪʘʚʣʷʝʪ 256 ʙʘʡʪ, ʚʥʝʰʥʷʷ ʦʢʦʣʦ 2 ʢʠʣʦʙʘʡʪ. 

ʅʝʢʦʪʦʨʳʝ ʢʦʤʧʠʣʷʪʦʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʥʫʪʨʝʥʥʶʶ ʧʘʤʷʪʴ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ 

ʨʝʟʫʣʴʪʘʪʦʚ ʠ ʩʪʝʢʘ, ʧʦʵʪʦʤʫ ʩʪʘʨʘʡʪʝʩʴ ʤʘʢʩʠʤʘʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʥʝʰʥʶʶ ʧʘʤʷʪʴ. ɺ 

ʣʠʩʪʠʥʛʝ ʧʨʦʛʨʘʤʤʳ ʚʥʫʪʨʝʥʥʷʷ RAM ʠ ʚʥʝʰʥʷʷ RAM ʦʙʦʟʥʘʯʘʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʢʘʢ 

ñidataò ʠ ñxdataò. ʅʘʧʨʠʤʝʨ:  

 
xdata  unsigned  long  x;  

idata  unsigned  long  i ;  

 

ʇʝʨʝʤʝʥʥʘʷ ñxò ʦʙʲʷʚʣʝʥʘ ʚʦ ʚʥʝʰʥʝʡ RAM, ʘ ʧʝʨʝʤʝʥʥʘʷ ñiò ï ʚʦ ʚʥʫʪʨʝʥʥʝʡ.  

 

ʅʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʲʷʚʣʷʪʴ ʢʘʞʜʫʶ ʧʝʨʝʤʝʥʥʫʶ ʪʘʢʠʤ ʩʧʦʩʦʙʦʤ. ʂʦʤʧʠʣʷʪʦʨ ʤʦʞʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʫʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʜʝʣʴ ʧʘʤʷʪʠ. ʅʘʧʨʠʤʝʨ, ʚ ʤʦʜʝʣʠ 

ʧʘʤʷʪʠ ñLargeò (ʢʦʪʦʨʫʶ ʤʳ ʨʝʢʦʤʝʥʜʫʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ), ʚʩʝ ʦʙʲʷʚʣʝʥʥʳʝ ʧʝʨʝʤʝʥʥʳʝ  

(ʙʝʟ ʩʧʝʮʠʘʣʴʥʳʭ ʫʢʘʟʘʥʠʡ ʨʘʟʤʝʱʝʥʠʷ) ʙʫʜʫʪ ʨʘʟʤʝʱʝʥʳ ʚʦ ʚʥʝʰʥʝʡ RAM. 

ɼʣʷ ʨʘʟʤʝʱʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ ʚʦ ʚʥʫʪʨʝʥʥʝʡ RAM, ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ñidataò ʧʨʠ 

ʦʙʲʷʚʣʝʥʠʠ ʧʝʨʝʤʝʥʥʦʡ. 

 

ɺ ʨʝʞʠʤʝ XA ʨʘʟʣʠʯʠʡ ʤʝʞʜʫ ʚʥʫʪʨʝʥʥʝʡ ʠ ʚʥʝʰʥʝʡ RAM ʥʝʪ.  

 

ʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠ ʜʣʷ ʨʝʞʠʤʦʚ VM ʠ XA ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʈʠʩʫʥʢʝ 4-1. 

 

 

/* ʇʦʣʫʯʝʥʥʳʝ ʜʘʥʥʳʝ ʦʙʨʘʙʘʪʳʚʘʝʤ ʟʜʝʩʴé */ 

/* ɽʩʣʠ ʝʩʪʴ ʜʘʥʥʳʝ ʜʣʷ ʧʝʨʝʜʘʯʠ ʥʘ PC, ʪʦé */  

_set_response((unsigned char)output_len, output);  

_exit();  

}  
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ʈʠʩʫʥʦʢ 4-1 (ʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠ ʚ ʨʝʞʠʤʘʭ VM ʠ XA) 

 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦ ʥʘʩʪʨʦʡʢʘʭ ʨʝʞʠʤʦʚ ʢʦʤʧʠʣʷʮʠʠ ʯʠʪʘʡʪʝ ʚ ɻʣʘʚʝ 5 (ʋʢʘʟʘʥʠʷ ʧʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚ). 

 

 

2 ʆʙʱʘʷ ʧʘʤʷʪʴ 
ʇʨʠ ʦʪʩʦʝʜʠʥʝʥʠʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʢʣʶʯʘ ʦʪ ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʧʝʨʝʜʘʯʝ ʢʦʜʘ ʫʧʨʘʚʣʝʥʠʷ 

S4_RESET_DEVICE ʬʫʥʢʮʠʝʡ S4Control(), ʚʩʷ ʦʙʣʘʩʪʴ RAM (ʚʥʝʰʥʷʷ ʠ ʚʥʫʪʨʝʥʥʷʷ) 

ʙʫʜʝʪ ʦʯʠʱʝʥʘ. ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ EXF ʤʦʜʫʣʝʡ ʧʘʤʷʪʴ ʢʣʶʯʘ ʥʝ ʦʯʠʱʘʝʪʩʷ, ʟʘ 

ʠʩʢʣʶʯʝʥʠʝʤ ʚʥʫʪʨʝʥʥʝʡ ʧʨʠ ʨʘʙʦʪʝ ʚ VM ʨʝʞʠʤʝ.  

 

ʕʪʫ ʩʧʝʮʠʬʠʯʝʩʢʫʶ ʦʩʦʙʝʥʥʦʩʪʴ ʧʘʤʷʪʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʤʝʥʘ 

ʜʘʥʥʳʤʠ ʤʝʞʜʫ EXF ʤʦʜʫʣʷʤʠ ʚʥʫʪʨʠ ʢʣʶʯʘ. ʊʦ ʝʩʪʴ, ʢ ʧʨʠʤʝʨʫ, EXF ʤʦʜʫʣʴ ˉ1 ʤʦʞʝʪ 

ʟʘʧʠʩʘʪʴ ʚʦ ʚʥʝʰʥʶʶ ʧʘʤʷʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ, ʘ ʧʨʠ ʚʳʟʦʚʝ EXF ʤʦʜʫʣʷ ˉ2, ʦʥ 

ʤʦʞʝʪ ʧʨʦʯʠʪʘʪʴ ʠʟ ʦʙʱʝʡ ʧʘʤʷʪʠ ʩʦʭʨʘʥʸʥʥʳʝ ʤʦʜʫʣʝʤ ˉ1 ʜʘʥʥʳʝ ʠ ʧʨʦʠʟʚʝʩʪʠ ʥʘʜ 

ʥʠʤʠ ʥʝʦʙʭʦʜʠʤʳʝ ʜʝʡʩʪʚʠʷ.  

 

ʆʙʣʘʩʪʴ ʦʙʱʝʡ (ʚʥʝʰʥʝʡ) ʧʘʤʷʪʠ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, 

ʨʘʟʤʝʨ ʢʦʪʦʨʳʭ ʙʦʣʝʝ 250 ʙʘʡʪ (248 ʜʣʷ ʨʝʞʠʤʘ XA). ʇʨʠʚʸʜʸʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ 

ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʵʪʫ ʚʦʟʤʦʞʥʦʩʪʴ: 

 

 

a) ʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠ ʚ ʨʝʞʠʤʝ VM 

0x00ééééé.0xFF 0x00é..é.éé.0x7FF   0x800        0x801ééé..0x8FB 

ɺʥʫʪʨʝʥʥʷʷ RAM ɺʥʝʰʥʷʷ RAM ɼʣʠʥʘ 

ʜʘʥʥʳʭ 

ʂʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ 

ʙʫʬʝʨ 

b) ʉʪʨʫʢʪʫʨʘ ʧʘʤʷʪʠ ʚ ʨʝʞʠʤʝ XA 

0x00ééé.éé..éé.0x7FF     0x1000       0x1001ééé.0x10F9 

RAM ɼʣʠʥʘ 

ʜʘʥʥʳʭ 

ʂʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ 

ʙʫʬʝʨ 

ʅʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ 

#include ñses_v3.hò 

 

typede f struct {  

unsigned short offset;  

unsigned char len;  

unsigned char buff[1];  

} IO_PACKAGE;  

 

DEFINE_AT(unsigned char, big_buff[512], 0x400, RAM_EXT);  

IO_PACKAGE *input = NULL;  
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ɺ ɻ ʪʦʤ ʧʨʠʤʝʨʝ ʤʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʚʘ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʤʘʢʨʦʩʘ: ñDEFINE_ATò ʠ 

ñLE16_TO_CCò. ʇʨʠ ʧʦʤʦʱʠ ñDEFINE_ATò ʤʳ ʚʳʜʝʣʠʣʠ ʚʦ ʚʥʝʰʥʝʡ ʧʘʤʷʪʠ ʦʙʣʘʩʪʴ, ʚ 

ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʭʨʘʥʠʪʴʩʷ ʧʝʨʝʜʘʥʥʳʝ ʠʟ PC ʜʘʥʥʳʝ (ʤʘʩʩʠʚ ʜʣʠʥʦʡ 512 ʙʘʡʪ ʧʦ ʘʜʨʝʩʫ 

0x400 ʚʦ ʚʥʝʰʥʝʡ ʧʘʤʷʪʠ). ʇʨʠ ʧʦʤʦʱʠ ñLE16_TO_CCò ʤʳ ʦʩʫʱʝʩʪʚʣʷʝʤ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʝʨʝʤʝʥʥʦʡ, ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʧʨʦ ʤʘʢʨʦʩʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʯʠʪʘʡʪʝ ʜʘʣʝʝ ʚ 

ʨʘʟʜʝʣʝ ñBig-Endian ʠ Little-Endianò.  

 

ʂʨʦʤʝ ʪʦʛʦ, ʤʳ ʩʦʟʜʘʣʠ ʩʪʨʫʢʪʫʨʫ, ʚ ʢʦʪʦʨʦʡ ñoffsetò ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʤʝʱʝʥʠʝ, ʧʦ 

ʢʦʪʦʨʦʤʫ ʚ ʵʪʦʪ ʨʘʟ ʙʫʜʫʪ ʧʝʨʝʧʠʩʘʥʳ ʜʘʥʥʳʝ ʚ ʧʝʨʝʤʝʥʥʫʶ ñbig_buffò. ñlenò ʩʦʜʝʨʞʠʪ 

ʜʣʠʥʫ ʜʘʥʥʳʭ, ʘ ñbuffò - ʩʘʤʠ ʚʭʦʜʷʱʠʝ ʜʘʥʥʳʝ. 

 

ʇʨʝʜʧʦʣʦʞʠʤ, ʠʤʝʶʪʩʷ 512 ʙʘʡʪ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʚ ʢʣʶʯ ʧʨʝʞʜʝ 

ʯʝʤ ʥʘʜ ʥʠʤʠ ʙʫʜʫʪ ʧʨʦʠʟʚʝʜʝʥʳ ʢʘʢʠʝ ʣʠʙʦ ʜʝʡʩʪʚʠʷ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʝʨʝʜʘʪʴ 512 ʙʘʡʪ 

ʜʘʥʥʳʭ, ʚʳʰʝʧʨʠʚʝʜʸʥʥʳʡ ʢʦʜ ʜʦʣʞʝʥ ʙʳʪʴ ʚʳʧʦʣʥʝʥ ʯʝʪʳʨʝ ʨʘʟʘ. ʇʨʠ ʢʘʞʜʦʤ ʝʛʦ 

ʠʩʧʦʣʥʝʥʠʠ ñoffsetò ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ: 0, 128, 256, 384. ɼʘʥʥʳʝ ʟʥʘʯʝʥʠʷ ʙʫʜʫʪ 

ʧʨʠʥʠʤʘʪʴʩʷ ʚ ʩʣʫʯʘʝ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ 128 ʙʘʡʪ ʟʘ ʢʘʞʜʫʶ ʪʨʘʥʟʘʢʮʠʶ. ʅʘ ʧʷʪʦʤ 

ʟʘʧʫʩʢʝ ñlenò ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʟʥʘʯʝʥʠʝ 0, ʯʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʢʦʥʯʘʥʠʝ ʧʝʨʝʜʘʯʠ ʙʫʬʝʨʘ 

ʚ 512 ʙʘʡʪ. ʊʝʧʝʨʴ ʧʨʦʛʨʘʤʤʘ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʜʘʣʴʥʝʡʰʠʝ ʜʝʡʩʪʚʠʷ ʥʘʜ ʧʨʠʥʷʪʳʤʠ 

ʜʘʥʥʳʤʠ. 

 

 

3 ʇʘʤʷʪʴ ʧʨʦʛʨʘʤʤʳ 
 

ʍʦʪʷ ñʇʘʤʷʪʴ ʧʨʦʛʨʘʤʤʳò ʥʝ ʧʨʠʥʘʜʣʝʞʠʪ ʢ ʩʪʨʫʢʪʫʨʘʤ ʧʘʤʷʪʠ, ʦʧʠʩʘʥʥʳʤ ʚʳʰʝ, 

ʦʜʥʘʢʦ ʚ ʵʪʦʡ ʧʘʤʷʪʠ ʤʦʞʥʦ ʭʨʘʥʠʪʴ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʠʝ ʤʘʩʩʠʚʳ ʜʘʥʥʳʭ (ʪʦʣʴʢʦ ʚ 

ʨʝʞʠʤʝ ʯʪʝʥʠʷ!). ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʦʤʝʩʪʠʪʴ ʚ SenseLock EL ʙʦʣʴʰʫʶ 

ʪʘʙʣʠʮʫ ʩ ʜʘʥʥʳʤʠ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ ʝʸ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʘʤʷʪʠ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ 

ʥʘʠʣʫʯʰʠʤ ʨʝʰʝʥʠʝʤ. ʇʘʤʷʪʴ ʧʨʦʛʨʘʤʤʳ ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʭʨʘʥʝʥʠʷ 

ʠʥʠʮʠʘʣʠʟʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʪʝʢʩʪʦʚʳʭ ʩʪʨʦʢ. 

 

ʅʘʧʨʠʤʝʨ: 

 
code  char  message[1024] = ñɿʜʝʩʴ ʤʦʞʝʪ ʙʳʪʴ ʣʶʙʦʝ ʩʦʦʙʱʝʥʠʝéò; 

 

void main()  

{  

input = (IO_PACKAGE *)pbInBuff;  

LE16_TO_CC(&input - >len);  

if (input - >len != 0)  

{  

memcpy(big_buff + input - >offset, input - >buff, input -   

       >len );  

_exit ();  

}  

/* ʪʝʧʝʨʴ ʤ  r ʧʦʣʫʯʠʣʠ ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʜʘʥʥʳʭ ʠ ʤʦʞʝʤ 

ʦʧʝʨʠʨʦʚʘʪʴ ʥʘʜ ʥʠʤʠ ʟʜʝʩʴé */  

_exit();  

}  
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ɽʩʣʠ ʢʘʢʦʝ-ʣʠʙʦ ʟʥʘʯʝʥʠʝ ʭʨʘʥʠʪʴʩʷ ʚ ʧʘʤʷʪʠ ʧʨʦʛʨʘʤʤʳ, ʚ  rʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ 

ʪʦʣʴʢʦ ʚ ʨʝʞʠʤʝ ʯʪʝʥʠʷ. 

 

 

4 ɺʳʨʘʚʥʠʚʘʥʠʝ 
 

ʇʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʤʝʞʜʫ ʢʦʤʧʴʶʪʝʨʦʤ ʠ ʢʣʶʯʦʤ SenseLock EL ʥʝʦʙʭʦʜʠʤʦ ʦʙʨʘʪʠʪʴ 

ʚʥʠʤʘʥʠʝ ʥʘ ʚʳʨʘʚʥʠʚʘʥʠʝ. ɺ ʷʟʳʢʘʭ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʢʦʤʧʠʣʷʪʦʨʳ ʚʳʨʘʚʥʠʚʘʶʪ 

ʩʪʨʫʢʪʫʨʳ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʙʳʩʪʨʦʜʝʡʩʪʚʠʷ. ʂ ʧʨʠʤʝʨʫ, 

ʝʩʣʠ ʤʳ ʠʩʧʦʣʴʟʫʝʤ Microsoft Visual Studio ʠ ʦʧʨʝʜʝʣʠʤ ʩʣʝʜʫʶʱʫʶ ʩʪʨʫʢʪʫʨʫ: 

 

ʪʦ ʵʪʘ ʩʪʨʫʢʪʫʨʘ ʟʘʡʤʸʪ 8 ʙʘʡʪ ʧʘʤʷʪʠ. ʕʪʘ ʞʝ ʩʪʨʫʢʪʫʨʘ ʟʘʡʤʸʪ ʚ ʧʘʤʷʪʠ ʢʣʶʯʘ 

SenseLock EL 5 ʙʘʡʪ. ʀʟ-ʟʘ ɻʪʦʛʦ ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʘʢ ʩʪʨʫʢʪʫʨʘ, ʦʥʠ 

ʙʫʜʫʪ ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʥʳ ʥʝʚʝʨʥʦ.  

 

ɼʣʷ ʨʝʰʝʥʠʷ ʦʧʠʩʘʥʥʦʡ ʚʳʰʝ ʧʨʦʙʣʝʤʳ ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʩʪʨʫʢʪʫʨʘ, ʦʙʲʷʚʣʝʥʥʘʷ ʥʘ PC, 

ʙʳʣʘ ʚʳʨʦʚʥʝʥʘ ʧʦ 1 ʙʘʡʪʫ. ɼʣʷ ʧʨʠʤʝʨʘ, ʚ Microsoft Visual Studio, ʤʳ ʤʦʞʝʤ ʜʦʙʘʚʠʪʴ 

ʢʦʤʧʠʣʷʪʦʨʫ ʜʠʨʝʢʪʠʚʫ ñ#pragma pack(push,1)ò ʧʝʨʝʜ ʦʙʲʷʚʣʝʥʠʝʤ ʩʪʨʫʢʪʫʨʳ, ʜʣʷ ʪʦʛʦ 

ʯʪʦʙʳ ʢʦʤʧʠʣʷʪʦʨ ʚʳʨʘʚʥʠʚʘʣ ʦʙʲʷʚʣʝʥʥʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦ 1 ʙʘʡʪʫ. ʇʦʩʣʝ ʦʙʲʷʚʣʝʥʠʷ 

ʩʪʨʫʢʪʫʨʳ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʜʠʨʝʢʪʠʚʫ ñ#pragma pack(pop)ò ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʦʨʠʛʠʥʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ. ʅʠʞʝ ʤʳ ʧʨʠʚʝʜʸʤ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʠʨʝʢʪʠʚ: 

 

ɽʩʣʠ ʜʣʷ ʢʦʤʧʠʣʷʮʠʠ ʠʩʧʦʣʥʷʝʤʳʭ ʚ ʢʣʶʯʝ SenseLock EL ʤʦʜʫʣʝʡ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʢʦʤʧʠʣʷʪʦʨ Raisonance Rkit, ʪʦ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʳʨʘʚʥʠʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʦʧʮʠʶ. ɹʦʣʝʝ ʜʝʪʘʣʴʥʦ ʚʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʚ ɻʣʘʚʝ 5 ñʋʢʘʟʘʥʠʷ ʧʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚò. ʂʦʤʧʠʣʷʪʦʨʳ Keil ʠ SDCC ʥʝ ʥʫʞʜʘʶʪʩʷ ʚ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʡʢʘʭ. 

  

ɺʥʠʤʘʥʠʝ! ʅʠ ʦʜʥʘ ʠʟ ʩʠʩʪʝʤʥʳʭ SES ʬʫʥʢʮʠʡ ʥʝ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʩ ʧʘʤʷʪʴʶ 

ʧʨʦʛʨʘʤʤʳ, ʧʦʵʪʦʤʫ ʜʣʷ ʦʧʝʨʘʮʠʡ ʥʘʜ ʜʘʥʥʳʤʠ, ʭʨʘʥʷʱʠʤʠʩʷ ʚ ʥʝʡ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʦʠʟʚʝʩʪʠ ʢʦʧʠʨʦʚʘʥʠʝ ʵʪʠʭ ʜʘʥʥʳʭ ʚ ʦʙʱʫʶ ʧʘʤʷʪʴ. ʂʦʧʠʨʦʚʘʥʠʝ ʤʦʞʥʦ 

ʧʨʦʠʟʚʝʩʪʠ ʧʨʠ ʧʦʤʦʱʠ ʩʪʘʥʜʘʨʪʥʳʭ ʩʠʩʪʝʤʥʳʭ ʬʫʥʢʮʠʡ ʷʟʳʢʘ ñʉʠò: strcpy(), 

memcpy(), ʠ ʪ.ʜ. 

struct { 

char c; 

long l; 

} x;  

#include ñwindows.hò 

#pragma pack(push, 1) 

 

typedef struct _MY_STRUCTURE { 

char c; 

long l; 

} MY_STRUCTURE; 

 

#pragma pack(pop) 
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5 Big-Endian ʠ Little-Endian 
ɼʣʷ ʥʘʯʘʣʘ ʜʘʚʘʡʪʝ ʦʧʨʝʜʝʣʠʤʩʷ ʚ ʜʚʫʭ ʧʦʥʷʪʠʷʭ: Big-Endian ʠ Little-Endian. Big-Endian 

ʦʟʥʘʯʘʝʪ: ñʩʪʘʨʰʠʡ ʙʘʡʪ ʚ ʥʠʞʥʝʤ ʘʜʨʝʩʝ ʧʘʤʷʪʠò. ɺ ʢʦʤʧʴʶʪʝʨʝ, ʠʩʧʦʣʴʟʫʶʱʝʤ Big-

Endian ʤʝʪʦʜ ʟʘʧʠʩʠ, ʩʪʘʨʰʠʡ ʙʘʡʪ ʧʝʨʝʤʝʥʥʦʡ ʥʘʭʦʜʠʪʩʷ ʚ ʥʘʯʘʣʝ. Little-Endian ʦʟʥʘʯʘʝʪ: 

ñʤʣʘʜʰʠʡ ʙʘʡʪ ʚ ʥʠʞʥʝʤ ʘʜʨʝʩʝ ʧʘʤʷʪʠò. ɺ ʢʦʤʧʴʶʪʝʨʝ, ʠʩʧʦʣʴʟʫʶʱʝʤ Little-Endian 

ʤʝʪʦʜ ʟʘʧʠʩʠ, ʤʣʘʜʰʠʡ ʙʘʡʪ ʧʝʨʝʤʝʥʥʦʡ ʥʘʭʦʜʠʪʩʷ ʚ ʥʘʯʘʣʝ. ɼʣʷ ʧʨʠʤʝʨʘ, ʥʘʟʥʘʯʠʤ 

ʧʝʨʝʤʝʥʥʫʶ unsigned long x = 0x12345678. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Big-Endian, ʟʥʘʯʝʥʠʝ 

ʧʝʨʝʤʝʥʥʦʡ ñxò ʙʫʜʝʪ ʩʦʭʨʘʥʝʥʦ ʚ ʧʘʤʷʪʠ  ʚ ʚʠʜʝ: 12 34 56 78, ʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Little-

Endian ʧʝʨʝʤʝʥʥʘʷ ñxò ʙʫʜʝʪ ʩʦʭʨʘʥʝʥʘ ʢʘʢ: 78 56 34 12. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ 

ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʨʠ ʧʦʤʦʱʠ ʢʦʧʠʨʦʚʘʥʠʷ ʧʘʤʷʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʨʘʟʥʳʭ ʪʠʧʦʚ, ʪʦ ʜʘʣʝʝ 

ʙʫʜʝʪ ʚʦʟʥʠʢʘʪʴ ʦʰʠʙʢʘ ʧʨʠ ʨʘʙʦʪʝ ʩ ʥʝʡ. 

 

ʂʦʤʧʴʶʪʝʨʳ ʥʘ ʙʘʟʝ X86 ʧʨʦʮʝʩʩʦʨʦʚ ʠʩʧʦʣʴʟʫʶʪ Little-Endian ʤʝʪʦʜ ʟʘʧʠʩʠ, ʘ 

ʢʦʤʧʴʶʪʝʨʳ Macintosh ï Big-Endian. ʇʨʠ ʨʘʙʦʪʝ ʩ ʵʣʝʢʪʨʦʥʥʳʤ ʢʣʶʯʦʤ SenseLock EL 

ʜʘʥʥʳʝ ʠʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʙʫʬʝʨʘ ʢʦʧʠʨʫʝʪʩʷ ʚ ʧʘʤʷʪʴ ʥʘʧʨʷʤʫʶ, ʧʦʵʪʦʤʫ ʩʣʝʜʫʝʪ 

ʫʜʝʣʠʪʴ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʵʪʦʤʫ ʚʦʧʨʦʩʫ. 

 

ʅʘʟʥʘʯʠʤ ʧʝʨʝʤʝʥʥʫʶ unsigned long x = 0x12345678.  ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʵʪʠ ʯʝʪʳʨʝ ʙʘʡʪʘ 

ʧʝʨʝʜʘʥʳ ʚ ʧʨʦʛʨʘʤʤʫ, ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʫʶ ʢʦʤʧʠʣʷʪʦʨʦʤ Keil C51, ʯʝʨʝʟ 

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ. ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪ ʚ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʤ ʙʫʬʝʨʝ ʙʫʜʝʪ 

78 56 34 12. ɽʩʣʠ ʤʳ ʠʩʧʦʣʴʟʫʝʤ ʩʣʝʜʫʶʱʠʡ ʜʘʣʝʝ ʢʦʜ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ  

ñyò ʟʥʘʯʝʥʠʷ, ʧʦʣʫʯʝʥʥʦʛʦ ʯʝʨʝʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ, ʪʦ ʧʦʣʫʯʠʤ ʟʥʘʯʝʥʠʝ 

ʧʝʨʝʤʝʥʥʦʡ ñyò ʨʘʚʥʦʝ 0x78563412. ʕʪʦ ʩʦʚʝʨʰʝʥʥʦ ʥʝ ʪʦ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʤʳ 

ʧʝʨʝʜʘʚʘʣʠ. 

 

ʈʝʰʝʥʠʝ ʵʪʦʡ ʧʨʦʙʣʝʤʳ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʠ ʨʘʩʧʦʣʦʞʝʥʠʷ ʙʘʡʪ ʚ ʧʘʤʷʪʠ. 

ɽʩʣʠ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʯʝʨʝʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ, ʩʦʜʝʨʞʘʪ ʤʫʣʴʪʠ-ʙʘʡʪʦʚʳʝ 

ʟʥʘʯʝʥʠʷ, ʪʘʢʠʝ ʢʘʢ ʩʣʦʚʦ (word), ʜʚʦʡʥʦʝ ʩʣʦʚʦ (dword), ʯʠʩʣʦ ʩ ʧʣʘʚʘʶʱʝʡ ʟʘʧʷʪʦʡ 

(float) ʠ ʜʨʫʛʠʝ ʪʠʧʳ, ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʦ. ɽʛʦ ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ 

ʢʘʢ ʥʘ ʩʪʦʨʦʥʝ ʢʦʤʧʴʶʪʝʨʘ, ʪʘʢ ʠ ʥʘ ʩʪʦʨʦʥʝ ʠʩʧʦʣʥʷʝʤʦʛʦ EXF ʤʦʜʫʣʷ ʢʣʶʯʘ SenseLock 

EL. ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʜʣʷ ʙʦʣʴʰʝʡ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʦʩʫʱʝʩʪʚʣʷʪʴ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʚ EXF 

ʤʦʜʫʣʝ ʢʣʶʯʘ. 

 

ʅʝʩʢʦʣʴʢʦ ʧʨʝʜʦʧʨʝʜʝʣʸʥʥʳʭ ʤʘʢʨʦʩʦʚ ʧʦʤʦʛʫʪ ʦʩʫʱʝʩʪʚʠʪʴ ʧʨʦʮʝʜʫʨʫ 

ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ. ʆʥʠ ʤʦʛʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʵʪʦʛʦ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʢʦʤʧʠʣʷʪʦʨʘ.  

 

ɼʣʷ ʧʨʠʤʝʨʘ, LE16_TO_CC ʢʦʥʚʝʨʪʠʨʫʝʪ 16-ʙʠʪʥʦʝ ʟʥʘʯʝʥʠʝ ʠʟ Little-Endian ʚ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪ, ʠʩʧʦʣʴʟʫʝʤʫʶ ʚ ʢʣʶʯʝ SenseLock EL. ʆʩʪʘʣʴʥʳʝ ʤʘʢʨʦʩʳ 

ʧʨʦʠʟʚʦʜʷʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʜʨʫʛʠʭ ʟʥʘʯʝʥʠʡ. ɸʙʙʨʝʚʠʘʪʫʨʘ ñBEò ʦʟʥʘʯʘʝʪ 

Big-Endian, ñCCò ʦʟʥʘʯʘʝʪ SenseLock EL ʢʦʤʧʠʣʷʪʦʨ (C Compiler). 

 

 

 

é 

unsigned long y;  

memcpy(&y, pbInBuff, sizeof(unsigned long));  

é 

ɺʥʠʤʘʥʠʝ! ʉʪʨʫʢʪʫʨʘ ñDOUBLE_Tò ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʘʷ ʚ SenseLock, ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ 

ʦʪ ʢʦʤʧʠʣʷʪʦʨʘ, ʚʩʝʛʜʘ ʙʫʜʝʪ ʚ ʬʦʨʤʘʪʝ Little-Endian. 
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4.1.4. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʙʠʙʣʠʦʪʝʢ ʩʠʩʪʝʤʥʳʭ ʬʫʥʢʮʠʡ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʤʳ ʥʝ ʙʫʜʝʤ ʜʝʪʘʣʴʥʦ ʫʛʣʫʙʣʷʪʴʩʷ ʚ ʩʠʩʪʝʤʥʳʝ ʬʫʥʢʮʠʠ, ʘ ʠʩʩʣʝʜʫʝʤ, ʢʘʢ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣʳ ʙʠʙʣʠʦʪʝʢ ʩʠʩʪʝʤʥʳʭ ʬʫʥʢʮʠʡ ʚ ʧʨʦʮʝʩʩʝ ʢʦʤʧʠʣʷʮʠʠ EXF ʤʦʜʫʣʝʡ. 

 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʢʦʤʧʠʣʷʪʦʨ Keil C51, ʪʦ ʜʣʷ ʥʝʛʦ ʩʫʱʝʩʪʚʫʶʪ ʪʨʠ ʙʠʙʣʠʦʪʝʢʠ 

ʩʠʩʪʝʤʥʳʭ ʬʫʥʢʮʠʡ: ñses51c.libò, ñses51s.libò ʠ ñses51l.libò, ʢʦʪʦʨʳʝ ʧʨʝʜʥʘʟʥʘʯʝʥʳ 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʜʣʷ ʪʨʸʭ ʨʝʞʠʤʦʚ ʢʦʤʧʠʣʷʮʠʠ ñCompact Modelò, ñSmall Modelò ʠ ñLarge 

Modelò. ʄ  rʥʝ ʨʝʢʦʤʝʥʜʫʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʦʜʝʣʠ ʦʪʣʠʯʥʳʝ ʦʪ ñLarge Modelò. 

ɼʣʷ ʢʦʤʧʠʣʷʮʠʠ ʚʘʰʝʡ ʧʨʦʛʨʘʤʤʳ ʩʢʦʧʠʨʫʡʪʝ ʥʝʦʙʭʦʜʠʤʫʶ ʙʠʙʣʠʦʪʝʢʫ ʚ ʢʘʪʘʣʦʛ ʩ 

ʚʘʰʠʤʠ ʠʩʭʦʜʥʳʤʠ ʪʝʢʩʪʘʤʠ ʠ ʜʦʙʘʚʴʪʝ ʙʠʙʣʠʦʪʝʢʫ ʚ ʧʨʦʝʢʪ. 

 

ɼʣʷ ʢʦʤʧʠʣʷʪʦʨʘ Raisonance Rkit ʠʩʧʦʣʴʟʫʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʘʷ ʙʠʙʣʠʦʪʝʢʘ ï ñses.libò. 

ʇʨʦʩʪʦ ʩʢʦʧʠʨʫʡʪʝ ʝʸ ʚ ʧʨʦʝʢʪ ʠ ʚʩʝ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ. ʆʜʥʘʢʦ ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ Rkit 

ʠʤʝʝʪ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʜʦʙʘʚʣʝʥʠʷ ʙʠʙʣʠʦʪʝʢʠ ʢ ʧʨʦʝʢʪʫ ï ʦʥʘ ʜʦʣʞʥʘ 

ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʧʦʩʣʝʜʥʝʡ. 

4.1.5. ʊʠʧʳ ʜʘʥʥʳʭ 

ʆʧʠʩʘʥʠʝ ʪʠʧʦʚ ʜʘʥʥʳʭ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʚ SenseLock EL, ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

 

˟̉ ̐ char  int  short  long float  double  

ˑ̌̉̎́ 
ɉ̂́̊̓Ɋ 

 

1 

 

2 

 

2 

 

4 

 

4 

 

8 

 

4.1.6. ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʦʟʜʘʥʠʶ ʠ ʢʦʤʧʠʣʷʮʠʠ ʢʦʜʘ 

ʇʨʠʚʝʜʸʤ ʥʝʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʢʦʤʧʠʣʷʮʠʠ EXF ʤʦʜʫʣʝʡ: 

1. ʀʩʧʦʣʴʟʫʡʪʝ, ʥʘʩʢʦʣʴʢʦ ʵʪʦ ʚʦʟʤʦʞʥʦ, ʛʣʦʙʘʣʴʥʳʝ ʧʝʨʝʤʝʥʥʳʝ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ 

ʦʰʠʙʢʠ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʪʝʢʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʩʣʠʰʢʦʤ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʣʦʢʘʣʴʥʳʭ 

ʧʝʨʝʤʝʥʥʳʭ, ʦʩʦʙʝʥʥʦ ʤʘʩʩʠʚʦʚ ʠ ʩʪʨʫʢʪʫʨ; 

 

2. ʉʪʘʨʘʡʪʝʩʴ ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʘʢʠʝ ʧʝʨʝʤʝʥʥʳʝ ʢʘʢ ʤʘʩʩʠʚʳ, ʩʪʨʫʢʪʫʨʳ ʠ ʪ.ʜ., 
ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʥʠʤʘʪʴ ʙʦʣʴʰʦʡ ʦʙʲʝʤ ʧʘʤʷʪʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʨʠ ʧʝʨʝʜʘʯʝ 

ʧʘʨʘʤʝʪʨʦʚ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʫʢʘʟʘʪʝʣʠ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ 

ʚʦʟʤʦʞʥʦʛʦ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʪʝʢʘ; 

 

3. ʅʝ ʜʦʣʞʥʦ ʙʳʪʴ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʫʨʦʚʥʝʡ ʚʣʦʞʝʥʥʦʩʪʠ ʬʫʥʢʮʠʡ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ 
ʚʦʟʤʦʞʥʦʛʦ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʪʝʢʘ; 

 

4. ɺ ʨʝʞʠʤʝ VM, ʩʪʘʨʘʡʪʝʩʴ ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʚʥʝʰʥʶʶ ʧʘʤʷʪʴ, 

ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʚʦʟʤʦʞʥʦʛʦ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʪʝʢʘ; 

 

5. ʇʦʤʥʠʪʝ ʦ ʚʳʨʘʚʥʠʚʘʥʠʠ ʩʪʨʫʢʪʫʨ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʦʰʠʙʢʠ ʢʦʤʤʫʥʠʢʘʮʠʠ; 

 

6. ʇʦʤʥʠʪʝ ʦ ʨʝʞʠʤʘʭ Big-Endian ʠ Little-Endian ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʥʝʧʨʘʚʠʣʴʥʦʡ 

ʠʥʪʝʨʧʨʝʪʘʮʠʠ ʜʘʥʥʳʭ; 

 

7. ʄʘʢʩʠʤʘʣʴʥʦ ʠʩʧʦʣʴʟʫʡʪʝ SES ʬʫʥʢʮʠʠ ʩʠʩʪʝʤʳ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. 

ʅʘʧʨʠʤʝʨ, ʜʣʷ ʨʝʞʠʤʘ VM ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʣʶʯʦʤ ʬʫʥʢʮʠʠ 

ñ_mem_copy()ò ʣʫʯʰʝ ʠ ʵʬʬʝʢʪʠʚʥʝʝ, ʯʝʤ ñmemcpy()ò; 
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8. ʉʪʘʨʘʡʪʝʩʴ ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʠ ʪʠʧʘ ñsprintf()ò, ñsscanf()ò, ʠ ʪ.ʜ., ʯʪʦʙʳ 

ʠʟʙʝʞʘʪʴ ʚʦʟʤʦʞʥʦʛʦ ʧʝʨʝʧʦʣʥʝʥʠʷ ʩʪʝʢʘ.  

 

4.2. ɼʦʩʪʫʧ ʢ ʵʣʝʢʪʨʦʥʥʦʤʫ ʢʣʶʯʫ SenseLock EL 

ɺ ʧʨʦʛʨʘʤʤʝ ʥʘ PC ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ SenseLock EL ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ API 

ʬʫʥʢʮʠʡ. ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʫʨʦʚʥʷ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ: ʫʨʦʚʝʥʴ ʨʘʟʨʘʙʦʪʯʠʢʘ ʠ ʫʨʦʚʝʥʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʦʩʪʫʧ ʢ ʵʪʠʤ ʫʨʦʚʥʷʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦ PIN 

ʢʦʜʫ. ɺ ʵʪʦʡ ʛʣʘʚʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʩʥʦʚʥʳʝ ʤʦʤʝʥʪʳ ʨʘʙʦʪʳ ʩ ʢʣʶʯʦʤ SenseLock EL 

ʧʦʩʨʝʜʩʪʚʦʤ API. 

4.2.1. ʆʙ ʠɦʡ ʜʦʩʪʫʧ 

ʇʦʜ ñʆʙʱʠʤ ʜʦʩʪʫʧʦʤò ʩʣʝʜʫʝʪ ʧʦʥʠʤʘʪʴ ʜʦʩʪʫʧ ʢ ʢʣʶʯʫ, ʢʦʪʦʨʳʡ ʥʝ ʪʨʝʙʫʝʪ 

ʘʚʪʦʨʠʟʘʮʠʠ. ʅʘʧʨʠʤʝʨ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥʠʝ ʩʧʠʩʢʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ PC ʢʣʶʯʝʡ, 

ʧʦʠʩʢ ñʩʚʦʝʛʦò ʢʣʶʯʘ, ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʢʣʶʯʫ, ʩʤʝʥʘ ʪʝʢʫʱʝʛʦ ʢʘʪʘʣʦʛʘ, ʧʝʨʝʜʘʯʘ 

ʢʦʥʪʨʦʣʴʥʦʛʦ ʢʦʜʘ, ʟʘʢʨʳʪʠʝ ʢʣʶʯʘ, ʠ ʪ.ʜ.. ʀʩʭʦʜʥʳʡ ʪʝʢʩʪ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʥʠʞʝ, 

ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʧʨʠʤʝʨ ʨʘʙʦʪʳ ʩ ʵʣʝʢʪʨʦʥʥʳʤ ʢʣʶʯʦʤ ʧʦʩʨʝʜʩʪʚʦ ʬʫʥʢʮʠʡ API ʚ ʨʝʞʠʤʝ 

ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ: 

 

#include <stdio.h>  

#include <stdlib.h>  

#include <conio.h>  

#include "sense4.h"  

 

int main(int argc, char** argv)  

{  

SENSE4_CONTEXT s4ctx  = {0};   /*  ʢʦʥʪʝʢʩʪ ʪʝʢʫʱʝʛʦ ʫʩʪʨʦʡʩʪʚʘ*/  

SENSE4_CONTEXT * ps 4ctx  = NULL;  /* ʩʧʠʩʦʢ ʢʦʥʪʝʢʩʪʘ ʫʩʪʨʦʡʩʪʚ */  

unsigned  long  ctx _size  = 0;   /* ʨʘʟʤʝʨ ʢʦʥʪʝʢʩʪʘ ʫʩʪʨʦʡʩʪʚ */  

unsigned  long  ret  = 0;    /* ʚʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ */  

unsigned  long  len  = 0;    /*ʨʘʟʤʝʨ ʚʦʟʚʨʘʱʘʝʤʦʛʦ ʟʥʘʯʝʥʠʷ*/  

 

/ *  ʰʘʛ 1: ʇʦʠʩʢ ʚʩʝʭ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ PC ʢʣʶʯʝʡ SenseLock  EL. */  

ret = S4Enum(NULL, &ctx_size);  

if (ret != S4_SUCCESS && ret != S4_INSUFICIENT_BUFFER)  

{  

printf("Enumerate SenseLock EL failed!<error code = %08x> \ n",  

    ret);  

return 1;  

}  

if (ctx_size == 0)  

{  

printf("No SenseLock EL found! \ n");  

return  1;  

}  

 

/* ʰʘʛ 2: ʆʪʢʨʳʚʘʝʤ ʦʜʠʥ ʢʣʶʯ. ɼʣʷ ʧʨʠʤʝʨʘ ʤʳ ʦʪʢʨʦʝʤ ʧʝʨʚʳʡ ʥʘʡʜʝʥʥʳʡ. */  

memcpy(& s4ctx , ps 4ctx , sizeof ( SENSE4_CONTEXT));  

/* ɿʜʝʩʴ ʤʳ ʤʦʞʝʤ ʧʦʣʫʯʠʪʴ ʋʥʠʢʘʣʴʥʳʡ ʀʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʅʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ ʠʟ s4ctx . bID . */  

 

free(ps4ctx);  

ps4ctx = NULL;  
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ɺ ʵʪʦʤ ʧʨʠʤʝʨʝ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʥʳ ʰʝʩʪʴ ʰʘʛʦʚ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ.  

 

1 ʇʦʠʩʢ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ 

ʢʦʤʧʴʶʪʝʨʫ ʢʣʶʯʝʡ 

SenseLock EL 

ʌʫʥʢʮʠ ̫S4Enum() ʚʩʝʛʜʘ ʚʳʟʳʚʘʝʪʩʷ ʜʚʘ ʨʘʟʘ. ʇʝʨʚʳʡ 

ʨʘʟ ʫʩʪʘʥʦʚʠʪʝ ʧʝʨʚʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL, ʚʪʦʨʦʡ 

ʧʘʨʘʤʝʪʨ ʜʦʣʞʝʥ ʫʢʘʟʳʚʘʪʴ ʥʘ ʧʝʨʝʤʝʥʥʫʶ, ʨʘʚʥʫʶ 0. 

ʇʦʩʣʝ ʧʝʨʚʦʛʦ ʚr ʟʦʚʘ ʤʳ ʧʦʣʫʯʠʤ ʢʦʣʠʯʝʩʪʚʦ 

ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ PC ʢʣʶʯʝʡ SenseLock EL. 

ʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʵʪʦʤ ʢʦʣʠʯʝʩʪʚʝ ʥʝʦʙʭʦʜʠʤʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʧʨʘʚʠʣʴʥʳʡ ʨʘʟʤʝʨ ʩʪʨʫʢʪʫʨʳ, ʚ ʢʦʪʦʨʫʶ 

ʧʨʠ ʚʪʦʨʦʤ ʦʙʨʘʱʝʥʠʠ ʢ ʬʫʥʢʮʠʠ S4Enum() ʙʫʜʝʪ 

ʧʦʤʝʱʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʩʝʭ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ PC 

ʢʣʶʯʘʭ. ʂʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʢʣʶʯʝʡ 

ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
 

ctx_size  /  sizeof(SENSE4_CONTEXT) . 

 

ɼʠʥʘʤʠʯʝʩʢʠ ʚʳʜʝʣʠʪʝ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ ʥʝʦʙʭʦʜʠʤʦʛʦ 

ʨʘʟʤʝʨʘ ʠ ʚʳʟʦʚʠʪʝ S4Enum() ʚʪʦʨʦʡ ʨʘʟ. ɹʫʜʝʪ ʧʦʣʫʯʝʥ 

ʤʘʩʩʠʚ, ʩʦʜʝʨʞʘʱʠʡ ʚ ʩʝʙʝ ʩʪʨʫʢʪʫʨʳ ʩ ʠʥʬʦʨʤʘʮʠʝʡ 

ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ PC ʫʩʪʨʦʡʩʪʚʘ. ɺ ʢʘʞʜʦʡ 

ret = S4Open(&s4ctx);  

if (ret != S4_SUCCESS)  

{  

printf("Open first SenseLock EL failed!<error code = %08x> \ n",  

  ret );  

return  1;  

}  

/* ʰʘʛ 3: ʊʝʧʝʨʴ ʤʳ ʤʦʞʝʤ ʧʝʨʝʜʘʪʴ ʚ ʢʣʶʯ ʥʝʢʦʪʦʨʳʝ ʢʦʜʳ ʫʧʨʘʚʣʝʥʠʷ. ɼʣʷ 

ʧʨʠʤʝʨʘ ʤ  r ʙʫʜʝʤ ʫʧʨʘʚʣʷʪʴ ʩʚʝʪʦʜʠʦʜʦʤ ʢʣʶʯʘ.  */  

ret = S4Control(&s4ctx, S4_LED_UP, NULL, 0, NULL, 0, &len);  

if (ret != S4_SUCCESS)  

{  

printf("Light LED failed!<error code = %08x> \ n", ret);  

S4Close (& s4ctx );  

return  1;  

}  

 

/* ʰʘʛ 4: ʄ  r ʤʦʞʝʤ ʩʤʝʥʠʪʴ ʪʝʢʫʱʠʡ ʢʘʪʘʣʦʢ ʚ ʢʣʶʯʝ. * /  

ret = S4ChangeDir(&s4ctx, " \ \ "); /* Change to root dir. */  

if (ret != S4_SUCCESS)  

{  

printf("Change to root dir failed!<error code = %08x> \ n", ret);  

S4Close (& s4ctx );  

return  1;  

}  

 

/* ʰʘʛ 5: ʆʩʪʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʟʜʝʩʴ... */  

 

/* ʰʘʛ 6: ɿʘʢʨʳʪʴ ʦʪʢʨʳʪʳʡ ʢʣʶʯ. * /  

S4Close (& s4ctx );  

return 0;  

}  
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ʠʟ ʥʠʭ ʩʦʜʝʨʞʠʪʩʷ ʫʥʠʢʘʣʴʥʳʡ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ
6
 ʢʣʶʯʘ 

(ʠʣʠ ʦʧʨʝʜʝʣʸʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ User ID), ʩ ʧʦʤʦʱʴʶ 

ʢʦʪʦʨʦʛʦ, ʥʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ñʩʚʦʡò ʢʣʶʯ. 

 

2 ʆʪʢʨʳʪʠʝ ʥʫʞʥʦʛʦ ʥʘʤ 

ʥʘʡʜʝʥʥʦʛʦ ʢʣʶʯʘ. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʨʦʡʩʪʚʦ ʙʳʣʦ ʦʪʢʨʳʪʦ, ʥʝʦʙʭʦʜʠʤʦ 

ʧʝʨʝʜʘʪʴ ʧʘʨʘʤʝʪʨʦʤ ʫʢʘʟʘʪʝʣʴ ʥʘ ʩʪʨʫʢʪʫʨʫ ʥʫʞʥʦʛʦ 

ʥʘʤ ʢʣʶʯʘ. ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʫʥʢʮʠʷ S4Open(). 

 

3 ʇʝʨʝʜʘʯʘ ʢʦʜʘ 

ʫʧʨʘʚʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʦʪʢʨʳʪʠʷ ʫʩʪʨʦʡʩʪʚʘ ʤʳ ʤʦʞʝʤ 

ʧʝʨʝʜʘʚʘʪʴ ʚ ʢʣʶʯ ʢʦʜʳ ʫʧʨʘʚʣʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʩʚʝʪʦʜʠʦʜʦʤ, ʩʤʝʥʳ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʢʣʶʯʘ 

(HID/USB), ʧʦʣʫʯʝʥʠʝ ʫʥʠʢʘʣʴʥʦʛʦ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ 

ʢʣʶʯʘ. 

 

4 ʉʤʝʥʘ ʪʝʢʫʱʝʛʦ 

ʨʘʙʦʯʝʛʦ ʢʘʪʘʣʦʛʘ 

ɽʩʣʠ ʤʳ ʦʙʨʘʱʘʝʤʩʷ ʢ ʢʣʶʯʫ ʚʧʝʨʚʳʝ, ʪʝʢʫʱʠʡ 

ʨʘʙʦʯʠʡ ʢʘʪʘʣʦʛ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʢʦʨʥʝʚʦʤ ʢʘʪʘʣʦʛʝ. 

ʄʳ ʤʦʞʝʤ ʩʤʝʥʠʪʴ ʨʘʙʦʯʠʡ ʢʘʪʘʣʦʛ ʥʘ ʣʶʙʦʡ ʜʨʫʛʦʡ, 

ʩʫʱʝʩʪʚʫʶʱʠʡ ʚ ʢʣʶʯʝ, ʜʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʬʫʥʢʮʠʷ S4ChangeDir(). 

 

5 ɼʨʫʛʠʝ ʚʦʟʤʦʞʥʳʝ 

ʦʧʝʨʘʮʠʠ ʩ ʢʣʶʯʦʤ. 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʨʫʛʠʭ ʬʫʥʢʮʠʡ API, ʥʝʦʙʭʦʜʠʤʦ 

ʘʚʪʦʨʠʟʦʚʘʪʴʩʷ ʧʦ PIN ʢʦʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʨʘʟʨʘʙʦʪʯʠʢʘ. 

 

6 ɿʘʢʨʳʪʠʝ ʠʩʧʦʣʴʟʫʝʤʦʛʦ 

ʢʣʶʯʘ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʚʩʝʭ ʦʧʝʨʘʮʠʡ ʥʘʜ ʢʣʶʯʦʤ, 

ʥʝʦʙʭʦʜʠʤʦ ʝʛʦ ʟʘʢʨʳʪʴ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ S4Close(). 

 

 

4.2.2. ʋʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʨʘʟʨʘʙʦʪʯʠʢʘ 

 

ʄʳ ʧʨʝʜʣʘʛʘʝʤ ʚʳʧʦʣʥʷʪʴ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʫʨʦʚʥʷ ʨʘʟʨʘʙʦʪʯʠʢʘ ʜʝʡʩʪʚʠʷ ʧʨʠ 

ʧʦʤʦʱʠ ʧʦʩʪʘʚʣʷʝʤʳʭ ʩ SDK ʠʥʩʪʨʫʤʝʥʪʦʚ. ʆʜʥʘʢʦ ʝʩʣʠ ʚʳ ʩʯʠʪʘʝʪʝ ʯʪʦ ʤʦʞʝʪʝ 

ʫʣʫʯʰʠʪʴ ʠʣʠ ʫʧʨʦʩʪʠʪʴ ʜʣʷ ʩʝʙʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʢʣʶʯʦʤ ʥʘ ʩʪʘʜʠʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ 

ʢʣʶʯʘ, ʚʳ ʤʦʞʝʪʝ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʠ API ʜʣʷ ʵʪʦʛʦ. 

ʋʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʨʘʟʨʘʙʦʪʯʠʢʘ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʢʘʪʘʣʦʛʠ (ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ ʠ 

ʧʦʜʢʘʪʘʣʦʛʠ), ʫʜʘʣʷʪʴ (ʦʯʠʱʘʪʴ) ʢʘʪʘʣʦʛʠ, ʩʦʟʜʘʚʘʪʴ ʬʘʡʣʳ, ʧʝʨʝʟʘʧʠʩʳʚʘʪʴ ʠʣʠ 

ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʬʘʡʣʳ, ʠʟʤʝʥʷʪʴ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʣʷ ʫʜʦʙʩʪʚʘ 

ʧʦʥʠʤʘʥʠʷ ʠʩʭʦʜʥʳʭ ʪʝʢʩʪʦʚ, ʤʳ ʟʘʢʣʶʯʠʣʠ ʠʩʭʦʜʥʳʡ ʢʦʜ ʧʦʠʩʢʘ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʣʶʯʘ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʛʦ ʚ ʈʘʟʜʝʣʝ 4.2.1, ʚ ʬʫʥʢʮʠʶ ñOpenSense4()ò, ʢʦʪʦʨʘʷ ʦʪʢʨʳʚʘʝʪ 

ʢʣʶʯ ʠ ʚʦʟʚʨʘʱʘʝʪ ʫʢʘʟʘʪʝʣʴ ʥʘ ʝʛʦ ʩʪʨʫʢʪʫʨʫ. ʇʨʠʤʝʨ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʬʫʥʢʮʠʠ ʧʨʠʚʝʜʸʥ 

ʥʠʞʝ: 

 

                                                 
6
 ʂʘʞʜʳʡ ʢʣʶʯ SenseLock EL ʠʤʝʝʪ ʩʚʦʡ ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ. ʅʦ ʝʩʣʠ ʧʨʠ ʩʦʟʜʘʥʠʠ ʢʦʨʥʝʚʦʛʦ ʢʘʪʘʣʦʛʘ, 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ATR ʬʘʡʣ, ʪʦ ʚ ʩʪʨʫʢʪʫʨʝ ʢʣʶʯʘ, ʧʦʣʫʯʝʥʥʦʡ ʧʦʩʨʝʜʩʪʚʦʤ ʬʫʥʢʮʠʠ 

S4Enum() ʙʫʜʝʪ ʫʢʘʟʘʥ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʟ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ATR ʬʘʡʣʘ.  ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ 

ʢʣʶʯʘ, ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠ  ʁS4Control() ʩ ʢʦʜʦʤ ʫʧʨʘʚʣʝʥʠʷ S4_GET_SERIAL_NUMBER. 
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unsigned long OpenSense4(SENSE4_CONTEXT *ctx, int index)  

{  

SENSE4_CONTEXT *ps4ctx = NULL;  

unsigned long ctx_size = 0;  

unsigned long ret = 0;  

If (ctx == NULL)  

{  

return S4_INVALID_PARAMETER;  

}  

 

/* ʇʝʨʝʙʠʨʘʝʤ ʚʩʝ ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ PC ʢʣʶʯʠ SenseLock  EL.  */  

ret = S4Enum(NULL, &ctx_size);  

if (ret != S4_SUCCESS && ret != S4_INSUFFICIENT_BUFFER)  

{  

return ret;  

}  

if (ctx_size == 0)  

{  

return S4_KEY_REMOVED;  

}  

ps4ctx = (SENSE4_CONTEXT *)malloc(ctx_size);  

ret = S4Enum(ps4ctx, &ctx_size);  

if (ret != S4_SUCCESS)                // ʆʰʠʙʢʘ.  

{  

free(ps4ctx);  

ps4ctx = NULL;  

return ret;  

}  

if (index > (int)(ctx_size/sizeof(SENSE4_CONTEXT) -  1))  

{  

return S4_KEY_REMOVED;  

}  

memcpy(ctx, ps4ctx+index, sizeof(SENSE4_CONTEXT));  

free(ps4ctx);  

ps4ctx = NULL;  

ret = S4Open(ctx);  

return ret;  

}  

 

 

ɼʝʤʦʥʩʪʨʠʨʫʝʤʳʡ ʥʠʞʝ ʢʦʜ ʥʘʛʣʷʜʥʦ ʧʦʢʘʟʳʚʘʝʪ, ʢʘʢ ʟʘʥʦʚʦ ʩʦʟʜʘʪʴ ʢʦʥʝʚʦʡ ʢʘʪʘʣʦʛ, 

ʟʘʧʠʩʘʪʴ ʠʩʧʦʣʥʷʝʤʳʡ EXF ʬʘʡʣ, ʟʘʧʠʩʘʪʴ ʬʘʡʣ ʜʘʥʥʳʭ ʠ ʠʟʤʝʥʠʪʴ PIN ʢʦʜ 

ʨʘʟʨʘʙʦʪʯʠʢʘ. ʕʪʦʪ ʢʦʜ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʥʳʤ ʧʨʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʢʣʶʯʘ 

ʨʘʟʨʘʙʦʪʯʠʢʦʤ. 

 
#include <stdio.h>  

#include <stdlib.h>  

#include <conio.h>  

#include "sense4.h"  

#include "psense4.h"  

int main(int argc, char **argv)  

{  

 SENSE4_CONTEXT s4ctx = {0};  

 unsigned char fid_exe[] = "d001"; // exe file ID  

 unsigned long exe_size = 2048;    // create file size  

 unsigned  char fid_dat[] = "d002"; // data file ID  

 unsigned long dat_size = 1024;    // create file size  

 char exe_path[] = "c: \ \ s4demo\ \ demo1.hex"; // EXF ʬʘʡʣ 

 char dat_path[] = "c: \ \ s4demo\ \ data1.dat"; // ʬʘʡʣ ʜʘʥʥʳʭ 

 unsigned char default_dev_pin[] = "123456781234567812345678";  

 unsigned char old_dev_pin[] = "123456781234567812345678";  

 unsigned char new_dev_pin[] = "876543218765432187654321";  
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 unsigned l ong len = 0;  

 unsigned ret = 0;  

 

/* ʆʪʢʨʳʚʘʝʤ ʧʝʨʚʳʡ ʢʣʶʯ SenseLock  EL ʝʩʣʠ ʦʥ ʧʦʜʢʣʶʯʝʥ. */  

 ret = OpenSense4(&s4ctx, 0);  

 if (ret != S4_SUCCESS)  

 {  

  printf(" ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ SenseLock EL! <ʢʦʜ ʦʰʠʙʢʠ = 0 x%08x>\ n",  

                   ret );  

  return  1;  

 }  

  

 /* ʇʨʦʚʝʨʷʝʤ ʥʘʣʠʯʠʝ ʢʦʨʥʝʚʦʛʦ ʢʘʪʘʣʦʛʘ. */  

 ret = S4ChangeDir(&s4ctx, " \ \ ");  

 if (ret != S4_FILE_NOT_FOUND && ret != S 4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʧʝʨʝʭʦʜʘ ʚ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ! <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close (& s4ctx );  

  r eturn  1;  

 }  

 

/* ɽʩʣʠ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ ʩʫʱʝʩʪʚʫʝʪ. */  

 if (ret != S4_FILE_NOT_FOUND)  

 {  

  

 /* ɺʝʨʠʬʠʮʠʨʫʝʤ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ. */  

  ret = S4VerifyPin(&s4ctx, old_dev_pin, 24, S4_DEV_PIN);  

  if (ret != S4_SUCCESS)  

  {  

   printf (" ʆʰʠʙʢʘ ʧʨʦʚʝʨʢʠ PIN  ʢʦʜʘ ʨʘʟʨʘʙʦʪʯʠʢʘ! <ʢʦʜ 

                          ʦʰʠʙʢʠ = 0 x%08x>\ n", ret );  

   S4Close (& s4ctx );  

   return  1;  

  }  

   

  /* ʋʜʘʣʷʝʤ ʧʨʝʞʥʠʡ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ. */  

  ret = S4EraseDir(&s4ctx, NULL);  

  if (ret != S 4_SUCCESS)  

  {  

   printf (" ʆʰʠʙʢʘ ʫʜʘʣʝʥʠʷ ʢʦʨʥʝʚʦʛʦ ʢʘʪʘʣʦʛʘ! <ʢʦʜ ʦʰʠʙʢʠ =  

                          0x%08x>\ n", ret );  

   S4Close (& s4ctx );  

   return  1;  

  }  

 }  

 

/* ʉʦʟʜʘʸʤ ʥʦʚʳʡ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ. */  

 ret = S4CreateDir(&s4ctx, " \ \ ", 0, S4_CREATE_ROOT_DIR);  

 if  ( ret  != S4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʩʦʟʜʘʥʠʷ ʢʦʨʥʝʚʦʛʦ ʢʘʪʘʣʦʛʘ! <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close (& s4ctx );  

  return  1;  

 }  

 

/* ɺʝʨʠʬʠʮʠʨʫʝʤ PIN  ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ. */  

 ret = S4VerifyPin(&s4ctx, default_dev_pin, 24, S4_DEV_PIN);  

 if (ret != S4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʧʨʦʚʝʨʢʠ PIN  ʢʦʜʘ ʨʘʟʨʘʙʦʪʯʠʢʘ!  <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close(&s4ctx);  
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  return 1;  

 }  

 

/* ɿʘʧʠʩʳʚʘʝʤ ʬʘʡʣ ʚ SenseLock  EL. */  

 ret = PS4WriteFile(&s4ctx,  

 fid_exe, exe_path, &exe_size,  

 S4_CREATE_NEW, S4_HEX_FILE,&len);  

 if (ret ! = S4_SUCCESS) 

 {  

  printf (" ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ! <ʢʦʜ ʦʰʠʙʢʠ = 0 x%08x>\ n", ret );  

  S4Close(&s4ctx);  

  return 1;  

 }  

 ret = PS4WriteFile(&s4ctx, fid_dat, dat_path, &dat_size,

 S4_CREATE_NEW, S4_DATA_FILE, &len);  

 if (ret != S4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ! <ʢʦʜ ʦʰʠʙʢʠ = 0 x%08x>\ n ", ret );  

  S4Close(&s4ctx);  

  return 1;  

 }  

 

/* ʄʝʥʷʝʤ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ. */  

 ret = S4ChangePin(&s4ctx,  

 default_dev_pin, 24,  

 new_dev_pin, 24,  

 S4_DEV_PIN);  

 if (ret != S4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʩʤʝʥʳ PIN  ʢʦʜʘ! <ʢʦʜ ʦʰʠʙʢʠ = 0 x%08x>\ n", ret );  

  S4Close(&s4ctx);  

  return 1;  

 }  

 

/* ɿʘʢʨʳʚʘʝʤ SenseLock EL. */  

 S4Close(&s4ctx);  

 

/* ɺʩ y ʚʳʧʦʣʥʝʥʦ ʫʩʧʝʰʥʦ! */  

 printf(" ʇʦʟʜʨʘʚʣʷʝʤ! \ n");  

 return 0;  

}  

 

ʇʨʦʮʝʩʩ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʫ ʩ ʫʨʦʚʥʝʤ ʨʘʟʨʘʙʦʪʯʠʢʘ ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪ. ʇʦʨʷʜʦʢ ʦʩʥʦʚʥʳʭ 

ʜʝʡʩʪʚʠʡ: ʦʪʢʨʳʪʴ ʢʣʶʯ Ÿ ʩʤʝʥʠʪʴ ʢʘʪʘʣʦʛ Ÿ ʘʚʪʦʨʠʟʦʚʘʪʴʩʷ ʧʦ PIN ʢʦʜʫ ʨʘʟʨʘʙʦʪʯʠʢʘ 

Ÿ ʧʨʦʠʟʚʝʩʪʠ ʦʧʝʨʘʮʠʠ ʜʦʩʪʫʧʥʳʝ ʨʘʟʨʘʙʦʪʯʠʢʫ Ÿ ʟʘʢʨʳʪʴ ʢʣʶʯ. 

ɹʦʣʝʝ ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʧʦ API ʩʤʦʪʨʠʪʝ ʚ ɻʣʘʚʝ 9 ñʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ APIò. 

 

ɺʘʞʥʦʝ ʟʘʤʝʯʘʥʠʝ! ʅʠʢʦʛʜʘ ʥʝ ʦʩʪʘʚʣʷʡʪʝ ʚ ʧʨʠʣʦʞʝʥʠʠ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʤ ʜʣʷ ʚʘʰʠʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʬʫʥʢʮʠʡ ʜʣʷ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʨʘʟʨʘʙʦʪʯʠʢʘ. ʊʘʢʞʝ ʩʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, 

ʯʪʦ ʥʠ ʧʨʠ ʢʘʢʠʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ ʥʝʣʴʟʷ ʦʩʪʘʚʣʷʪʴ ʚ ʧʨʦʛʨʘʤʤʝ PIN ʢʦʜ ʨʘʟʨʘʙʦʪʯʠʢʘ! 

 

4.2.3. ʋʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʂʨʦʤʝ ʬʫʥʢʮʠʡ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ, ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘ EXF ʤʦʜʫʣʝʡ ʚ ʢʣʶʯʝ. ɺ ʧʨʠʚʝʜʸʥʥʦʤ ʥʠʞʝ ʧʨʠʤʝʨʝ ʤʳ ʪʘʢʞʝ 

ʠʩʧʦʣʴʟʫʝʤ ʬʫʥʢʮʠʶ OpenSense4(). 

 
#include <stdio.h>  

#include <stdlib.h>  

#include <conio.h>  
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#include "sense4.h"  

#include "psense4.h"  

 

int main(int argc, char **argv)  

{  

 SENSE4_CONTEXT s4ctx = {0};  

 unsigned char fid_exe[] = "d001"; // ʀʜʝʥʪʠʬʠʢʘʪʦʨ EXF ʬʘʡʣʘ 

 unsigned char user_pin[] = "12345678";  

 unsigned long len = 0;  

 unsig ned ret = 0;  

 unsigned char input[256] = {0};  

 unsigned long input_len = 128;  

 unsigned char output[256] = {0};  

 unsigned  long  output _len  = 251;  

 

/* ʆʪʢʨʳʚʘʝʤ ʧʝʨʚʳʡ ʢʣʶʯ SenseLock  EL ʝʩʣʠ ʦʥ ʧʦʜʢʣʶʯʝʥ. */  

 ret = OpenSense4(&s4ctx, 0);  

 if (ret != S4_SUCCE SS)  

 {  

  printf(" ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ SenseLock EL! <ʢʦʜ ʦʰʠʙʢʠ = 0 x%08x>\ n",  

                   ret );  

  return  1;  

 }  

 

/* ʇʝʨʝʭʦʜʠʤ ʚ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ,  ʝʩʣʠ ʦʥ ʩʫʱʝʩʪʚʫʝʪ. */  

 ret = S4ChangeDir(&s4ctx, " \ \ ");  

 if (ret != S4_FILE_NOT_FOUND && ret != S 4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʧʝʨʝʭʦʜʘ ʚ ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ! <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close (& s4ctx );  

  return  1;  

 }  

 

/* ɺʝʨʠʬʠʮʠʨʫʝʤ PIN  ʢʦʜ ʧʦʣʴʟʦʚʘʪʝʣʷ. */  

 ret = S4VerifyPin(&s4ctx, user_pin, 8, S4_USER_PIN);  

 if (ret != S4_SUCCESS)  

 {  

  printf (" ʆʰʠʙʢʘ ʧʨʦʚʝʨʢʠ PIN  ʢʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ! <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close (& s4ctx );  

  return  1;  

 }  

 

/* ɿʘʧʫʩʢʘʝʤ ʥʘ ʚʳʧʦʣʥʝʥʠʝ EXF ʬʘʡʣ 0xD001. */  

 ret = S4Execute(&s4ctx, ñD001ò, 

 input, input_len, output, output_len,  &len);  

 if (ret != S4_SUCCESS)  

 {  

  printf(" ʆʰʠʙʢʘ ʟʘʧʫʩʢʘ EXF ʬʘʡʣʘ 0x D001  ! <ʢʦʜ ʦʰʠʙʢʠ = 

                    0x%08x>\ n", ret );  

  S4Close(&s4ctx);  

  return 1;  

 }  

 

/* ɿʘʢʨʳʚʘʝʤ SenseLock EL . */  

 S4Close(&s4ctx);  

 

/* ɺʩ y ʚʳʧʦʣʥʝʥʦ ʫʩʧʝʰʥʦ! */  

 printf (" ʇʦʟʜʨʘʚʣʷʝʤ! \ n");  

 return 0;  

}  
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ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ EXF ʬʘʡʣʳ ʚ ʨʝʞʠʤʝ XA, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ 

S4ExecuteEx(). ɽʩʣʠ ʚʳ ʪʘʢʞʝ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʣʶʯ ʚ ʵʢʩʢʣʶʟʠʚʥʦʤ ʨʝʞʠʤʝ ʨʘʙʦʪʳ, 

ʟʘʤʝʥʠʪʝ S4Open() ʥʘ S4OpenEx() ʠ ʫʩʪʘʥʦʚʠʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ. ɹʦʣʝʝ 

ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʧʦ API ʩʤʦʪʨʠʪʝ ʚ ɻʣʘʚʝ 9 ñʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ APIò. 

 

ɺʘʞʥʦʝ ʟʘʤʝʯʘʥʠʝ! ʄʳ ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʰʠʬʨʦʚʘʥʠʝ ʜʣʷ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʙʫʬʝʨ. ʕʪʦ ʟʥʘʯʠʪʝʣʴʥʦ 

ʫʩʣʦʞʥʠʪ ʚʟʣʦʤ ʚʘʰʝʛʦ ʧʨʦʜʫʢʪʘ ʠ ʘʥʘʣʠʟ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʪʨʘʬʠʢʘ! 

4.3. ʊʝʩʪʠʨʦʚʘʥʠʝ ʩʦʟʜʘʥʥʦʛʦ ʢʦʜʘ 

ʄʳ ʧʨʝʜʣʘʛʘʝʤ ʜʚʘ ʩʧʦʩʦʙʘ ʦʪʣʘʜʢʠ ʩʦʟʜʘʥʥʦʛʦ ʚʘʤʠ ʤʦʜʫʣʷ. ʇʝʨʚʳʡ ʩʧʦʩʦʙ ï ʵʪʦ 

ʟʘʛʨʫʟʢʘ ʩʦʟʜʘʥʥʦʛʦ ʤʦʜʫʣʷ ʚ ʢʣʶʯ ʠ ʚʳʟʦʚ ʝʛʦ ʠʟ ʧʨʦʛʨʘʤʤʳ ʥʘ PC ʩ ʧʦʩʣʝʜʫʶʱʝʡ 

ʧʨʦʚʝʨʢʦʡ ʨʝʟʫʣʴʪʘʪʦʚ.  ɺʪʦʨʦʡ ʩʧʦʩʦʙ ï ʵʪʦ ʧʨʦʛʨʘʤʤʥʘʷ ʵʤʫʣʷʮʠʷ ʢʣʶʯʘ ʜʣʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʠʩʧʦʣʥʷʝʤʦʛʦ ʤʦʜʫʣʷ. ʇʨʝʠʤʫʱʝʩʪʚʦ ʵʪʦʛʦ ʩʧʦʩʦʙʘ: ʧʨʠ ʧʦʤʦʱʠ 

ʩʠʤʫʣʷʪʦʨʘ, ʚʳ ʤʦʞʝʪʝ ʪʨʘʩʩʠʨʦʚʘʪʴ ʩʦʟʜʘʥʥʳʡ ʢʦʜ. ʅʝʜʦʩʪʘʪʦʢ: ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʦʠʟʚʦʜʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʠ ʫʯʠʪʳʚʘʪʴ ʥʝʢʦʪʦʨʳʝ ʥʶʘʥʩʳ ʧʨʦʛʨʘʤʤʥʦʡ 

ʩʠʤʫʣʷʮʠʠ.  

 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʝʨʚʦʛʦ ʩʧʦʩʦʙʘ (ʟʘʛʨʫʟʢʠ ʤʦʜʫʣʷ ʚ ʢʣʶʯ), ʚʳ ʤʦʞʝʪʝ ʧʨʦʠʟʚʦʜʠʪʴ 

ʪʝʩʪʠʨʦʚʘʥʠʝ ʩ ʧʦʤʦʱʴʶ ʧʦʩʪʘʚʣʷʝʤʦʛʦ ʩ SDK ʠʥʩʪʨʫʤʝʥʪʘ ñʋʪʠʣʠʪʘ ʪʝʩʪʠʨʦʚʘʥʠʷ 

SenseLock ELò ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʥʘʧʠʩʘʥʥʦʡ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ API 

ʧʨʦʛʨʘʤʤʦʡ ʪʝʩʪʠʨʦʚʘʥʠʷ. 

 

ɺʳʙʦʨ ʤʝʪʦʜʘ ʪʝʩʪʠʨʦʚʘʥʠʷ ʧʦʣʥʦʩʪʴʶ ʟʘʚʠʩʠʪ ʦʪ ʚʘʰʠʭ ʧʨʠʚʳʯʝʢ ʠ ʦʩʦʙʝʥʥʦʩʪʝʡ 

ʚʘʰʝʛʦ ʩʪʠʣʷ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. ʇʨʦʮʝʩʩ ʧʨʦʛʨʘʤʤʥʦʡ ʦʪʣʘʜʢʠ ʢʦʜʘ ʦʯʝʥʴ ʩʠʣʴʥʦ 

ʟʘʚʠʩʠʪ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʚʘʤʠ ʢʦʤʧʠʣʷʪʦʨʘ. ɹʦʣʝʝ ʜʝʪʘʣʴʥʦ ʦʙ ʵʪʦʤ ʯʠʪʘʡʪʝ ʚ ɻʣʘʚʝ 5 

ñʋʢʘʟʘʥʠʷ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʢʦʤʧʠʣʷʪʦʨʦʚò.  ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʫʪʠʣʠʪ ʚʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʚ ɻʣʘʚʝ 6 ñʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚò. 

 

  


